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up to date 2) workload executing on the data is the expected
one (i.e., unmodified). We call this architecturally-defined
attestation. If such attestation of platform and workload is not
executed correctly, user’s sensitive data may be sent to a fake
CC platform or malicious CC workload and thus overcome
the protections of CC.

While MPC, HE, and ZKPs have existed for decades
and are based on well-defined mathematical concepts,
CC is a relatively emerging technology. In addition to the
existing TEEs – such as Intel Software Guard Extensions
(SGX) [7] and AMD Secure Encrypted Virtualization-Secure
Nested Paging (SEV-SNP) [8] – new TEEs, such as Arm
Confidential Compute Architecture (CCA) [9], [10], Intel
Trust Domain Extensions (TDX) [11], RISC-V Confidential
Virtual Machine Extensions (CoVE) [12], [13], and IBMPro-
tected Execution Facility (PEF) [14], are being introduced.
Each of these TEEs has a distinctive attestation architecture
and design (Table 1). For example, Intel SGX and TDX, and
AMD SEV-SNP are deployed products where all details of
the platform attestation have been established (called vendor
solutions), while Arm CCA and RISC-V AP-TEE have
common architectural specifications that multiple products
may share (called architecture led solutions). Architecture
led solutions only provide a common design for attestation,
allowing detailed differentiation between the actual products
from their partners. Moreover, some technologies, such
as Intel SGX and TDX, have a layered structure for
attestation (called Layered Attester), while attestation in
Arm CCA comprises multiple Attesters (called Composite
Attesters) [15]. Similarly, Intel SGX performs isolation at the
process level (called process-based), while others like Intel
TDX and Arm CCA operate at Virtual Machine (VM) level
(called VM-based).

Because of the distinctive attestation architecture and
security-critical nature of the architecturally-defined attes-
tation mechanisms in TEEs, it is crucial to understand and
perform a systematic security analysis of such mechanisms
for emerging TEEs. Formalmethods provide a systematic and
mathematically rigorous approach to understanding, speci-
fying, and verifying system behavior. Specifically, symbolic
security analysis tools [16] are widely used to precisely
define and rigorously analyze the behavior and properties of
a protocol such as TLS 1.3 [17]. Compared to such protocols,
a major challenge in the formalization of architecturally-
defined attestation is that all vendors present specifications of
architecturally-defined attestation in natural language. Such
vague specifications can cause legal uncertainty [18] and thus
hamper compliance with the regulations; for instance, GDPR
(cf. Articles 5(1)(a) and 12) [1] requires that personal data
is processed transparently. Apart from a legal perspective,
a better understanding helps develop better systems.With this
motivation, in our previous works [19], [20], [21], we took the
challenge of high-level formal specification and verification
of attestation protocol phase in Intel SGX - namely EPID [19]
and DCAP [20] - and TDX [21]. However, these works cover

only the attestation protocol phase of attestation and do not
cover the provisioning and initialization phases.

In this work, we demonstrate that including the initializa-
tion phase of attestation in Intel TDX leads to a violation of
integrity, freshness, and secrecy properties on Intel’s claimed
TCB that could not be captured by performing the formal
verification of attestation protocol phase alone in our previous
work [21]. Moreover, we aim to provide wide coverage
of the different flavors of attestation in TEEs to generate
verification primitives that may be partly reused to analyze
other TEEs. As shown in Table 1, Arm CCA is the only
TEE with a composite attester. Moreover, it is the only
TEE in architecture led solutions that provides a good level
of available specification documents. In contrast, attestation
specifications of RISC-V CoVE are still to be ratified at the
time of writing. Hence, we formally analyze Arm CCA in
addition to Intel TDX. In a nutshell, this work provides a
comprehensive formal analysis of Arm CCA and Intel TDX
attestation covering all the phases. Specifically, the novel
contributions of this work include:

• first formal specification and analysis of attestation in
architectural specification group and composite attester
(Arm CCA)

• most detailed formal model (including certificate chain
and verifier steps) of Intel TDX attestation with initial-
ization phase and variable measurements. We formally
prove the insecurity of Intel’s claimed TCB. Moreover,
the formal specification led to several improvements in
Intel’s specifications.

We release our artifacts [22] under generous Apache License
v2.0 for further research and development. Other researchers
are adopting our artifacts for further analysis. This includes
a team from Intel performing formal verification of the
virtual Trusted Platform Module (vTPM) solution for the
Trust Domain (TD). Moreover, a Confidential Computing
Consortium project1 on attested Transport Layer Security
(TLS) is planning to utilize our artifacts, in addition to the
formalization of TLS [17], for the formal specification and
verification of protocol allowing a generic way of passing
Evidence and Attestation Results in the TLS handshake [23].

The rest of the paper is organized as follows: Section II
presents our approach for the specification of the attestation
mechanisms. Section III and IV present the specification
of the attestation mechanism in Arm CCA and Intel
TDX, respectively. Section V highlights our contributions
compared to the related work. Finally, Section VI concludes
the work and highlights some interesting directions for future
work.

II. APPROACH AND TERMINOLOGY
This section first presents abstract architecture and terminol-
ogy for architecturally-defined attestation in Section II-A.
We then describe the phases of attestation mechanisms –

1https://github.com/ccc-attestation/attested-tls-poc
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is then signed and included along with the Claims in the
Evidence. The Verifier checks that the sent and received
nonces are the same, ensuring that the Claims were signed
after the nonce was generated.
Evidence is a statement made by the Attester containing

a set of trust metrics associated with the Attester’s current
state. Typically, such trust metrics are encoded into key/value
pairs also known as attestation Claims. Claims may include
measurements related to the boot sequence, measurements of
the run-time state, and also telemetry (e.g., values sampled
from a secure sensor). We use the prefixes Local and Remote
with Evidence to distinguish whether the entities taking on
the roles of Attester and Verifier are on the same or different
platforms. The entities may be on different sockets in the case
of multi-socket processor but as long as they are on the same
platform, it is classified with the prefix Local.
Reference Values are known good values for the trust

metrics reported by an Attester. They are known good in the
sense that they describe the desired state of a trustworthy
device. A number of related Claims are expected to be found
in attestation Evidence which will be directly compared with
the corresponding Reference Values during the Evidence
Appraisal procedure.
Endorsements consist of Identity Endorsements as well

as Endorsed Values. Identity Endorsements establish the
cryptographic identity of the Attester, for example, a public
key corresponding to the Attester’s signing key. Endorsed
Values are Attester’s features that are not measured, for
example, a security certification associated with the attesting
device, etc. Endorsed Values are accepted after Reference
Values have been checked.
Identity includes both long-term and ephemeral identities

of Attester. It can also be anonymized, as in the case of
DAA [26].

B. PHASES OF ATTESTATION MECHANISM
With all the roles in abstract attestation architecture,
we further define three phases of attestation mechanisms,
namely Provisioning, Initialization and Attestation Protocol.
Attestation researchers often focus only on the attestation
protocol. However, we present a holistic view of all the phases
in this work since provisioning and initialization are also
crucial from a security perspective. The level of detail in the
specification of all phases should be such that one can make
a security argument from a cryptographic – in contrast to
systems – perspective.
Provisioning encompasses Attester Provisioning as well

as Verifier Provisioning. Attester Provisioning covers the
tasks typically performed by a manufacturer to provision
the platform with the secrets (shown as Identity in Fig. 1)
or certificate required to create the Attestation Root of
Trust (RoT). This phase may also involve registration
of the device with an authority to obtain the certificate.
Verifier Provisioning covers the supply of Endorsements and
Reference Values from the Endorser and Reference Values
Provider, respectively, to the Verifier, as shown in Fig. 1.

Once the chips are shipped and deployed in the production
environment, often the cloud, the device may go through a
set of initialization steps that create the basis for supporting
the Attestation Protocol. These steps are often conducted
during platform boot. A typical scenario includes loading
the firmware and then deriving dynamic secrets from the
manufacturer-provisioned root secret via Key Derivation
Functions (KDFs). The newly derived secrets are used in the
actual attestation protocol.
Attestation Protocol – the main phase of operation – is

the execution of a series of message exchanges on every
attestation request. As shown in Fig. 1, it consists of two
abstract steps, namely generation and then appraisal of
Remote Evidence. The generation of Remote Evidence should
specify at least: 1) completion of KDFs for keys used in the
process and 2) the security-relevant contents of all messages
conveyed between different entities within the process. The
appraisal of Remote Evidence should precisely specify the
algorithm for the Remote Verifier.

The Verifier can make a trust decision at the end of
the attestation protocol. If the Verifier decides to trust the
Attester, it can perform any trustworthy operations relevant
to the CC use case. For example, it may release secrets into
the CC execution environment.

C. FORMAL SPECIFICATION AND VERIFICATION
All the phases of attestation of a specific technology can
be formally specified and verified in the state-of-the-art
symbolic security analysis tool, ProVerif [27]. ProVerif is
based on Horn clauses and supports the verification of trace
and equivalence properties for an unbounded number of
sessions. For background as well as syntax and semantics
of ProVerif, we refer the readers to [27]. The formal
specification includes the formal model, threat model and
properties, as explained below.

1) FORMAL MODEL
Since the specification documents are presented in natural
language by both Arm and Intel, one of the key contributions
of this work is the formal specification of all the phases of
attestation in Arm CCA and Intel TDX. Our formal models
are based on: (i) in-depth reading of Intel and Arm speci-
fication documents (ii) our experience with Intel SGX (on
which the attestation architecture Intel TDX is largely based)
and Arm CCA (iii) extensive discussions with Intel and Arm.
Therefore, we believe we have a faithful interpretation and
thus formalization of these two specifications. For formal
modeling in ProVerif, each trusted entity in the Attester is
represented with a subprocess in ProVerif, and the sequence
of message exchanges between the entities is represented in
ProVerif’s specification language.

2) THREAT MODEL
The approach of symbolic security analysis is based
on the classical Dolev-Yao [28] adversary with perfect
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cryptographic assumption, i.e., all cryptographic primitives
(e.g., hash, encryption, MAC, digital signatures) are assumed
to be perfect. Additionally, implementation flaws, such as
side channels, are out of scope. Moreover, we assume that
the attestation-related keys are not leaked to the adversary.
We also assume that the Verifier is stateful, i.e., it can
store the generated nonce to check freshness. The adversary
capabilities are then defined by: (i) which entities are
considered trusted: in ProVerif, untrusted entities are part
of the network adversary; thus, only trusted entities are
modeled. (ii) which channels are considered secure: in
ProVerif, all channels are public except those that are
identified by the keyword private. (iii) which functions are
available to adversary: in ProVerif, all functions are available
to the adversary except those that are identified by the
keyword private. (iv) technology-specific capabilities, and
(v) modeling assumptions.

3) PROPERTIES
In the context of attestation, properties of interest include:
Integrity: Claims inside Evidence represent the current

state of the Attester and contain critical elements such as
identity fields. Hence, ensuring that the adversary does not
modify Claims during transport from the Attester to the
Verifier is critical. Integrity of Claims is typically protected
via digital signatures using an Attestation Key. In ProVerif,
integrity is formalized as correspondence assertions with
Claims as variables of agreement. Events with these variables
are placed just before sending Evidence and after successful
verification of Evidence. Now if the correspondence assertion
holds, it implies that the adversary cannot modify the
variables of agreement without being detected.
Freshness: An adversary can replay valid Evidence from

the older session and, in the meantime, change the state
of the Attester. Hence, freshness of Evidence is important.
In ProVerif, this is formalized as injective correspondence
assertions (i.e., using inj− event) with Claims as variables
of agreement. Intuitively, this checks that only one Evidence
corresponds to each nonce.
Secrecy: It must be ensured that the adversary does not

have access to attestation-related keys or secrets shared
between Attester and Verifier. In ProVerif, this is formalized
as reachability property, i.e., to analyze whether a state
where the adversary has access to the secrets in plaintext
is reachable. If such a state is not reachable, it implies that
secrecy is maintained.
Authentication:Verifier must ensure it communicates with

the intended Attester. Informally, if the Verifier receives the
public key of Target Environment, this uniquely matches
the public key generated within the Target Environment.
To formalize this in ProVerif, an event is defined after
generating the identity key in the subprocess representing
TEE. Another event is defined after verifying Remote
Evidence in the Verifier. The property then checks whether
the variable of agreement – public part of the identity key –

is the same in both events. Authentication holds if the public
keys are the same in both events.

III. ATTESTATION IN ARM CCA
The Arm AArch64 architecture creates multiple privilege
levels inwhich software can execute. These levels are referred
to as Exception Levels (EL) and have numeric names, i.e.,
EL0 is the least privileged, and EL3 is the most privileged
level [29]. From version Armv6, Arm A-Profile architecture
has supported hardware-enforced isolation between two
execution environments, namely Normal world and Secure
world (also known as TrustZone).

Arm CCA is a system consisting of both hardware and
software architectures. The hardware architecture is called
the Realm Management Extension (RME) [9]. RME allows
the creation of a separate execution world – known as
Realm world [30] – with a physical address space that
is isolated from the existing Normal or Secure execution
worlds and allows memory to be reallocated between worlds
dynamically. Arm CCA firmware (EL3) uses RME to
allocate memory to Realm world. Within the Realm world,
individually protected execution environments at EL0-EL1,
called Realms, can be created. Realms are isolated from
each other using page table mechanisms. The owner of a
Realm is not required to trust the software components that
manage the resources used by the Realm (such as the Normal
world hypervisor). The software component responsible for
managing Realms is called the Realm Management Monitor
(RMM) [10]. It executes at EL2 within the Realm physical
address space. The RMM is programmed via a set of
Application Binary Interfaces (ABIs) exposed to the Normal
world.

In addition to the CCA-specific architecture components,
additional architectural components are significant to the
system: 1) Monitor: Executing at Root EL3, this is the
most privileged software component. It is responsible for
switching between the security states used at EL2, EL1 and
EL0. 2) Hardware Enforced Security (HES): HES covers
hardware trusted controllers that can store and process secrets
outside of themain application processor (AP), such as secure
elements. This separation aids the threat model in protecting
secrets.

At the time of writing, we are not aware of any
available hardware implementing CCA.Also, not all products
implementing CCA will be identical because Arm defines
architectural specifications while leaving certain details (such
as different cryptographic algorithms) as an implementation
choice. This paper discusses the reference implementation
and the open-source release of the RMM specification and
software implementations (TF-RMM) [31]. However, the
HES is out of scope in the TF-RMM code [32]. Similarly,
TF-RMM does not provide the Verifier and Realm instances.
TF-RMM implements only the RMM actor interfaces [33]
and business logic [34]. In contrast, we provide a holistic view
covering HES, Verifier, and Realm, in addition to RMM.
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4) Extract the Realm initial measurements rim from the
RealmClaims and check its valuematches the Reference
Value(s) rimRef;

5) Optionally based on policy, extract the Realm extended
measurements rem from the Realm Claims and check
their value match the Reference Value(s) remRef;

6) Optionally based on policy, extract the Realm personal-
ization value rpv from the Realm Claims and check their
value match the Reference Value(s) rpvRef.

Note that steps 1 and 2 are also part of the binding checks
made by the Platform Verifier and can be avoided here
if the Realm and Platform Verifiers are integrated (see
Section III-D2b). In some circumstances, the guest OS
deployed within a Realm may be sourced from a different
organization than the Realm application. This must be
considered when sourcing the appropriate Reference Values.

b: INTEGRATED VERIFIERS
We present the algorithm when the Realm and Platform
Verifiers are integrated. We use the symbols described in
Tables 2 and 3. The suffix _Ver represents the view of Verifier
subprocess of a variable, and the suffix Ref represents the
Reference Value of the variable. We categorize all the checks
into four groups. The first group validates cryptography:

(pImpId_Ver = pImpIdRef) ∧ (pInstId_Ver = pInstIdRef)
∧ verifySign(pubCpak, pClaims_Ver, cpakSig_Ver)= true
∧verifySign(pubRak_Ver, rClaims_Ver, rakSig_Ver)= true
∧ pChallenge_Ver = sha256(pubRak_Ver)
∧ rChallenge_Ver = challenge

The second group is a check on the security lifecycle state:

pLifeCycleState_Ver = pLifeCycleStateRef

The third group checks five mandatory Reference Values:

(pSwCompMeas_Ver = pSwCompMeasRef)
∧ pSwCompSignerId_Ver = pSwCompSignerIdRef
∧ pConfig_Ver = pConfigRef
∧ pProfile_Ver = pProfileRef
∧ rim_Ver = rimRef

The last group checks the optional Reference Values and
dependent on a policy:

(rpv_Ver = rpvRef) ∧ (rem_Ver = remRef)
∧ (pVer_Ver = pVerRef)

If all the checks pass, we define an event:

event RealmVerified(pClaims_Ver, rClaims_Ver)

which is a key event for checking security properties, such as
integrity.

E. USE CASE
Architecturally-defined attestation is one of the most funda-
mental mechanisms of Confidential Computing. Hence, our
work serves as the formal foundation for all use cases of
Arm CCA. For instance, the presented attestation protocol
can be composed with authentication and key exchange
protocols. We believe our formalization can be extended
to cover a Confidential Computing Consortium project3 on
attested TLS, allowing a generic way of passing Evidence
and Attestation Results in the TLS handshake [23]. From the
attestation side, it requires only minor changes in Fig. 4 and
our artifacts:
1) Before step 1:Realm subprocess generates an ephemeral

key-pair called Realm application identity key (RIK).
2) In step 2, in addition to the challenge, RIK public part

represented by pubRik is also sent. The combination is
called Key Attestation Token (represented by kat), i.e.,
kat = challenge || pubRik .

3) In step 3, rChallenge = challenge is replaced by
rChallenge = hash(kat).

4) In step 6, kat is sent as a prefix to Platform Attestation
Token (combination of Platform Evidence and Realm
Evidence).

F. THREAT MODEL/ADVERSARY CAPABILITIES
Following the outline in Section II-C, the threat model used
in ProVerif for attestation in Arm CCA is defined as follows:
1) Entities: The participants HES, RMM, and Verifier are
honest, whereas Realm can be both honest and malicious.
These are reasonable assumptions because HES is the RoT,
which by definition must be trusted, and RMM is part of
the system’s TCB. The Verifier’s honesty must be assumed,
given its role as a Trusted Third Party. 2) Channels: All the
channels are public apart from the channel between a) HES
and RMM (Fig. 4) for transporting the RAK key pair, and
b) RMM and Realm (Fig. 5) as ABI calls between RMM
and Realm are assumed to be immune to interposition. In
both cases, the authentication and confidentiality properties
of the channel are provided architecturally. Since the Secure
Monitor Call (SMC) instruction is guaranteed to trap to
a higher Exception level, the SMC that the RMM at EL2
executes to obtain the RAK is guaranteed to be handled by
EL3, which the RMM implicitly trusts. The EL3Monitor then
forwards the RMM’s request to the HES. Similarly, any SMC
(therefore, any Realm Service Interface command) executed
by a Realm at EL1 is guaranteed to trap to the RMM at EL2.
Note, however, that the portion of the channel connecting the
EL3 Monitor (i.e., the trusted proxy) and HES is implemen-
tation-dependent. 3) Functions: All functions are available
to the adversary. 4) Technology-specific capabilities: Realm
measurements are taken as input from the adversary to allow
her to create a Realm of any desired measurements, i.e.,
potentially creating fake Realms. 5) Modeling assumptions:
Endorsement, namely Public part of CPAK, is pre-configured

3https://github.com/ccc-attestation/attested-tls-poc
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TABLE 4. Summary of verification results for Arm CCA.

in the Verifier. Reference Values are modelled as free names
(cf. Sections III-B2 and III-D2a).

G. PROPERTIES
In this section, we formalize the four properties outlined in
Section II-C for Arm CCA, where a summary is presented
in Table 4. The verification uses ProVerif version 2.04 on
Ubuntu 20.04 LTS on an Intel Core i7-11800H processor with
64GB of RAM. The average verification time to prove all the
properties in this experimental setup is 111 s. In fact, except
for the freshness of Platform Evidence, all other properties
are verified within a second.

1) INTEGRITY OF PLATFORM EVIDENCE AND REALM
EVIDENCE
Since Arm CCA Attester is composite (Fig. 2), the integrity
of PlatformClaims pClaims as well as RealmClaims rClaims
must be ensured. This can be captured by two separate
queries. We formalize the integrity check for Platform
Evidence in ProVerif as follows:

query pClaims, rClaims: bitstring;
event (RealmVerified(pClaims, rClaims))
H⇒ event (SentPlatformEvidence(pClaims)).

where query, event and bitstring are ProVerif keywords for
checking properties, non-injective correspondence assertion
and predefined bitstring datatype, respectively. As shown in
Fig. 4, event SentPlatformEvidence is placed in the Hes
subprocess just before sending out the Platform Evidence.
Moreover, event RealmVerified is placed in the Verifier
subprocess after finishing all the verification steps mentioned
in Section III-D2 (Fig. 5). Then, the above query asserts
whether pClaims remain unmodified during transport from
theHes subprocess up to theVerifier subprocess, i.e., pClaims
is the variable of agreement. ProVerif confirms that the
query holds, meaning that the protocol provides integrity
of Platform Claims to the Verifier. We also analyze the
reachability of event RealmVerified in ProVerif to ensure it
is indeed reachable.

In a similar fashion, we formalize the integrity of Realm
Evidence as follows:

query pClaims, rClaims: bitstring;
event (RealmVerified(pClaims, rClaims))
H⇒ event (SentRealmEvidence(rClaims)).

where event SentRealmEvidence is placed in the Rmm
subprocess just before sending out the Realm Evidence,
as shown in Fig. 5. In this query, rClaims is the variable of

agreement. ProVerif confirms that the query holds, meaning
that the protocol provides integrity of Realm Claims to the
Verifier.

2) FRESHNESS OF PLATFORM EVIDENCE AND REALM
EVIDENCE
Similar to integrity, freshness of Platform and Realm
Evidences can be checked separately. The one for the
platform is as follows:

query pClaims, rClaims: bitstring;
event (RealmVerified(pClaims, rClaims))
H⇒ inj−event (SentPlatformEvidence(pClaims)).

where inj−event is ProVerif keyword for injective corre-
spondence assertion, and all other symbols are as already
explained in the integrity check. The property we are
checking here is strictly stronger than the one in integrity,
that is, whether each RealmVerified event corresponds
to a unique SentPlatformEvidence event. So, it checks
freshness in addition to integrity. ProVerif confirms that the
query does not hold, meaning that the protocol does not
provide freshness of Platform Claims to the Verifier. This is
because, by design, the same Platform Evidence is sent in
each attestation request, and there is no fresh value to allow
uniqueness. Note that this is not a problem as long as the
platform TCB does not change – for example, because of
a live update, or if a different security-lifecycle state (e.g.,
debug) is entered. The current reference version of CCA does
not support live update.

Similarly, the freshness check for Realm Evidence is
formalized as:

query pClaims, rClaims: bitstring;
event (RealmVerified(pClaims, rClaims))
H⇒ inj−event (SentRealmEvidence(rClaims)).

ProVerif confirms that the query holds, meaning that the
protocol provides freshness of Realm Claims to the Verifier.

3) SECRECY
For completeness, we also analyze the secrecy properties for
CPAK and RAK private keys, represented by privCpak and
privRak , respectively, by the following two ProVerif queries:

query secret privCpak.

query secret privRak.

where secret is a ProVerif keyword for checking the secrecy
of a bound name or variable. Note that the ProVerif keyword
attacker cannot be used because privCpak and privRak are
not free names in the formal model. The secrecy queries hold
trivially as these keys are not sent on a public channel; indeed,
ProVerif confirms that.

4) AUTHENTICATION
Finally, we formalize the authentication property for the
model with the changes described in Section III-E as
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In this query, tcbiClaims and rdata are the variables of
agreement. Under Intel’s claimed TCB, ProVerif confirms
that the query does not hold, meaning that the protocol
does not provide integrity of TDX TCB Claims to the
Verifier. However, switching back PCE to a trusted entity,
ProVerif confirms that the query holds. We also analyze the
reachability of event QuoteVerified in ProVerif to ensure it
is indeed reachable.

Similarly, the integrity of tdiClaims is formalized in
ProVerif as follows:

query tcbiClaims, tdiClaims, rdata: bitstring;
event (QuoteVerified(tcbiClaims, tdiClaims, rdata))
H⇒ event (TDXMsentTDR(tdiClaims)).

Again, under Intel’s claimed TCB, ProVerif confirms that
the query does not hold, meaning that the protocol does not
provide integrity of TD Claims to the Verifier. However,
switching back PCE to a trusted entity, ProVerif confirms that
the query holds.

2) FRESHNESS
Freshness properties are formalized by replacing event with
inj−event.

query tcbiClaims, tdiClaims, rdata: bitstring;
event (QuoteVerified(tcbiClaims, tdiClaims, rdata))
H⇒ inj−event (CPUsentSMR(tcbiClaims, rdata)).

Since under Intel’s claimed TCB, integrity properties do not
hold, the freshness properties also do not hold. ProVerif
confirms that the above query does not hold for Intel’s
claimed TCB, while switching PCE to a trusted entity,
it holds. Similarly, the freshness of tdiClaims is formalized
as:

query tcbiClaims, tdiClaims, rdata: bitstring;
event (QuoteVerified(tcbiClaims, tdiClaims, rdata))
H⇒ inj−event (TDXMsentTDR(tdiClaims)).

Again, under Intel’s claimed TCB, ProVerif confirms that the
query does not hold, while switching PCE to a trusted entity,
it holds.

3) SECRECY
For completeness, we also analyze the secrecy properties
for PCK private part, represented by privPck , respectively,
by using the following ProVerif queries:

query secret privPck.

Again, under Intel’s claimed TCB, ProVerif confirms that the
query does not hold, while switching PCE to a trusted entity,
it holds trivially as the keys are not sent on a public channel.

4) AUTHENTICATION
For completeness, we formalize the authentication prop-
erty, which can be useful for use cases of attestation in

TABLE 5. Summary of verification results for Intel TDX.

combination with key exchange and authentication protocols
(such as TLS). For this property, we use the model with the
changes described in Section IV-E.

query pubTDK , pubTDK_Ver : VerifyingKey;
(event(VerIdentity(pubTDK_Ver))

∧ event(TDidentity(pubTDK )))

H⇒ (pubTDK = pubTDK_Ver).

where the events TDidentity and VerIdentity are placed after
generation of TDK in TD subprocess, and after complete
verification of Remote Evidence in Verifier subprocess,
respectively. ProVerif confirms that the query does not hold,
meaning that the protocol (without TLS) does not provide
server authentication.

H. AMBIGUITIES IN INTEL SPECIFICATIONS
We found several ambiguities about the fields of TD Quote.
From a transparency and formalization perspective, a critical
issue is that Intel repeatedly updates the specification on
the same Uniform Resource Locator (URL), while the older
specifications disappear. We reported this to Intel privately
and then publicly [49]. Some examples of discrepancies
found during the formalization process in the latest versions
of the specification are presented in Appendix VI-A.

We summarize the missing specifications from Intel’s pub-
lic documentation at the time of writing, including 1) attester
provisioning, 2) structure of AK cert, and 3) KDF for
generation and verification of Local Evidence (TDREPORT).
Without these important specifications, making a complete
security argument is very hard.

V. RELATED WORK
Here we focus on works related to formal specification and
verification of Arm CCA and Intel TDX. First, Arm has
internally verified the security and safety properties of both
the specification and a prototype implementation of the RMM
using HOL4 theorem prover and CBMCmodel checker [50].
However, this work does not cover attestation mechanisms
and is thus complementary to our work. Separately, Arm’s
published specification only describes the attestation report
data model, including cryptographic operations and the
API/ABI interfaces to obtain the report. In the paper,
we provided the instantiation of the CCA Attester in the
TEE-agnostic architecture (cf. Fig. 2) and the instantiation of
the challenge/response interaction model (cf. Fig. 4 and 5).
Moreover, we presented the details for the Appraisal of
Evidence (cf. Section III-D2), which are not covered in any
public specifications of Arm.
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Regarding Intel TDX, in our previous work [21], we pre-
sented a formal analysis of the attestation protocol phase
in Intel TDX using ProVerif [27]. However, that work
did not specify provisioning, initialization as well as PCE
and cert chain in the attestation protocol. Attestation in
Intel TDX is based on attestation in Intel SGX. In our
previous works, we presented the formal specification and
analysis of EPID-based [19] as well as DCAP-based [20]
attestation of Intel SGX. Challenges that we have addressed
in this work compared to these works [19], [20], [21]
include:

1) Variable (vs. constant) measurements
2) More realistic and comprehensive formal model, cov-

ering the initialization phase (cf. Section III-C) and
certificate chain (cf. Fig. 12) as well as Verifier steps
(cf. Section IV-D2). In contrast to [21], the inclusion of
the initialization phase in the formal model confirmed
the insecurity of TCB claimed by Intel. Moreover,
our formal model includes Reference Values and
Endorsements. While our previous work [21] assumes
the signature verification key is pre-configured in the
Verifier, we formally model the complete cert chain in
the attestation protocol phase in this work.

3) More precise adversary model, allowing it to launch and
control arbitrary TEEs

Therefore, this work is a substantial extension compared to
our previous works [19], [20], [21].

VI. CONCLUSION
The discovery of subtle design and security issues using our
holistic approach demonstrates that a precise specification
of all phases of attestation mechanisms can help vendors
eliminate several such issues. Since attestation is at the heart
of CC, our work serves as a solid formal foundation for many
extensions. For example, our verification artifacts, available
at [22], provide the building blocks for the composition of
attestation in TEEs with transport protocols (e.g., TLS) as
well as virtual Trust Platform Module (vTPM) to formally
verify the whole stack. A Confidential Computing Consor-
tium project4 on attested TLS plans to pursue the former,
while Intel is pursuing the latter. Moreover, specifically for
Intel TDX, it can help design high-confidence solutions for
replacing TD QE by Quoting TD, and challenging problems,
such as support for third-party TDX Module and third-
party provisioning root key. Other interesting future works
include a rigorous analysis of attestation in AMD SEV-
SNP and complement our design-time verification approach
with runtime verification [51] of properties. Since runtime
verification analyzes a single execution trace, we expect it
will not add much complexity to our approach. Runtime
verification is particularly useful for AMD SEV-SNP, which,
unlike Intel TDX, currently does not provide runtime
measurement registers.

4https://github.com/ccc-attestation/attested-tls-poc

APPENDIX
A. INTEL TDX
Here we provide examples of discrepancies found in
latest versions of the specification during the process of
formalization:

1) AMBIGUOUS (RE-)NAMING/UNDEFINED NAMES
• SEAMINFO data structure (as used in, for example,
§20.7.2, p. 153 in [40]) should be the same as
TEE_TCB_INFO data structure (tcbi).

• The leaf functions EVERIFYTDREPORT2 (as used
in, for example, Fig. 2.4, §2.7, p. 23 in [40]) and
VERIFYREPORT (as used in, for example, Fig. 8-2, p.
40 in [52]) should be the same as EVERIFYREPORT2
leaf function. This is because EVERIFYREPORT2 leaf
function is the only leaf function that is defined for the
verification of the report in [53].

2) MISSING FIELDS IN DATA STRUCTURES
• MROWNERCONFIG field (mroc) is missing in
TDINFO data structure tdi in Fig. 11.1, p. 95 of [40].
Although it is not clear whether it is part of the
SHA384 hash of the data structure, we find no good
reason why this should be excluded from the hash,
because there is no other cryptographic protection for
this field. Moreover, similar fields MROWNER (mro)
and MRCONFIGID (mrc) are included in the hash.
Therefore, we believe hash is also computed over this
field.

3) INCONSISTENT INFORMATION
• Fig. 11.1 (p. 95) of [40] shows that the SHA384
hash is taken over four fields of the TEE_TCB_INFO
data structure (tcbi) in a specific order, whereas
the SEAMREPORT leaf operation in [53] shows
that the SHA384 hash is taken over the whole data
structure (p. 2-9) in a completely different order given in
Table 2-3 (p. 2-6). It is worth pointing that order matters
for hash computation.

• Fig. 11.1 (p. 95) of [40] shows that the reserved field
(res5) in the TDINFO data structure (tdi) is not
included in the SHA384 hash stored in REPORTMAC-
STRUCT (rms) and Quote, whereas for the verification
(for reference, §20.7.3, p. 154 in the same document),
it is implied that the hash is over the complete TDINFO
data structure (tdi). Moreover, the order of fields in
TDINFO data structure (tdi) in Fig. 11.1, p. 95 of [40]
is inconsistent with the order in Table 20.20, p. 155 of
the same document.
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