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Abstract

Recent years have witnessed the increasing number of mobile devices such as smartphones and tablets
that are characterized by low computing and storage capabilities. Meanwhile, there is an explosive
growth of applications on the end devices that require high computing and storage capabilities.
These challenges lead to the introduction of cloud computing empowering the mobile devices with
remote computing and storage resources. However, the cloud computing is centrally designed, thus
encountering noticeable issues such as high communication latency and potential vulnerability. To
tackle the issues posed by the central cloud computing, Mobile edge computing (MEC) has been
recently introduced to bring the computing and storage resources in proximity to the mobile devices,
such as at base stations or shopping centers. Therefore, MEC becomes a key enabling technology
for various emerging use cases such as autonomous driving and tactile internet.

Despite such a potential benefit, the design of MEC is challenging to the deployment of the
applications. First, as MEC aims to bring the computation and storage resources closer to the
mobile devices, the MEC servers that provide those resources become extremely diverse in the
network. Moreover, the MEC servers typically have a small footprint design in order to flexibly
place at various locations, and thus providing the limited resources. The challenge is to deploy the
applications in a cost-efficient manner. Second, the applications have stringent requirements such
as high mobility or low latency. The challenge is to deploy the applications in MEC to satisfy their
requirements.

Considering the above challenges, this thesis aims to study the orchestration of the applications
in MEC. In particular, for the computation offloading, we propose offloading schemes for immersive
applications in MEC such as Augmented Reality or Virtual Reality (AR/VR) by employing the
application characteristics. For the resource optimization, as many MEC applications such as gaming
and streaming applications require the support of network functions such as encoder and decoder, we
first present the design of the proposed MANO framework in MEC, advocating the joint orchestration
between the MEC applications and the network functions. We then present placement schemes that
allow efficiently sharing the network functions between multiple MEC applications. For the mobility
support, the low-latency applications for use cases such as autonomous driving have to seamlessly

migrate from one MEC server to another MEC server following the mobility of the end device, to



guarantee the low latency communication. The traditional migration approaches attempt to suspend
the application at one MEC server and then recover it at another MEC server. These approaches
might lead to the service interruption. Therefore, we advocate migration techniques that efficiently
and flexibly transfer the application states. Moreover, we present migration schemes to optimize the

state transfer in MEC.
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Chapter 1

Introduction

1.1 Fundamentals

The use of mobile devices such as smartphones or tablets has become an inevitable need in our daily
life. Due to such popularity, the number of new mobile devices has significantly increased over the
past few years. GSMA |[1] reports that in 2025 there will be 5.7 billion mobile subscriptions, equiva-
lent to 70% of the world population. Such an explosion facilitates introducing the new applications
that run on the mobile devices. However, to pursue the purpose of being handy, the mobile devices
are characterized by the limited resources, such as low computing and storage resources. This issue

significantly hinders the development of the new applications.

Cloud computing, a computing paradigm that provides the computing and storage resources,
has been proved to bring tremendous benefits to the users in wired networks. Specifically, the
cloud computing is centrally designed to provide various cloud services such as virtual machines
or storage services. There are well-known virtual machine providers such as OpenStack, Microsoft
Azure, Amazon Web Services, and Google Cloud. Meanwhile, there are also popular storage service
providers such as Dropbox, Google Drive, and Microsoft OneDrive. Thanks to the cloud computing,
companies could avoid or minimize IT infrastructures costs. In addition to the cost saving, the
cloud computing is featured by following three typical characteristics. First, the cloud computing is
independent of devices and locations, thus allowing the users to access the cloud service anywhere
and anytime regardless of their devices (e.g., smartphone or laptop) and locations (e.g., home or
office). Specifically, the cloud service providers normally provide the accesses to the services for the
users via Web browsers. Therefore, the users with their devices connected to the Internet can easily
access the services. The second characteristic is that the cloud computing can offer the scalability and
availability for the cloud services. For the scalability, the cloud service can be automatically scaled

up (i.e., provisioning more resources such as CPU or memory to the service) when overloaded and
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Figure 1-1: The stack of service and deployment models in the cloud computing.

scaled down when underutilized. For the availability, the cloud service providers could employ fault
tolerance schemes to prevent the service from being interrupted due to the hardware and software
failures. The third characteristic is that the cloud service providers provide the performance and
maintenance for the services. Accordingly, the performance and maintenance of the services can be

guaranteed by the IT experts.

The potential benefits of the cloud computing lead to the active involvement of industries such
as telco, manufacturing, retail, and health care. They rapidly embrace the cloud computing and
invest in various service and deployment models provided by the cloud computing. Fig. [[-I] presents
the stack of the service and deployment models in the cloud computing. The service model on top
of the deployment model includes Software as A Service (SaaS), Platform as A Service (PaaS), and
Infrastructure as A Service (IaaS). The SaaS model provides a wide range of cloud applications for
the end users such as social applications (e.g., Twitter and Facebook) or E-commerce applications
(e.g., Ebay and Amazon). Meanwhile, the PaaS model provides libraries, tools, and services for
the developments of the applications in the SaaS model. To support the SaaS and PaaS models,
the TaaS provides the infrastructures such as computing, storage, and network resources. At the
bottom of the stack, the industries could invest in different models including public cloud, private
cloud, and hybrid cloud. The public cloud provides the accesses to the cloud services for the users
either with the subscriptions or free of charge. Meanwhile, the private cloud typically provides the
cloud services for groups or organizations to do their businesses. Therefore, the private cloud is
more secure to prevent unauthorized accesses to the cloud services than the public one. The hybrid

cloud is the composition of the public and private clouds, allowing the groups or organizations to
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Figure 1-2: An architecture of MCC and a combined architecture between MCC and MEC

provide private accesses to their employees while also allowing their users to access their products.
A report on the cloud computing market of United States shows that SaaS accounted for the

largest revenue share.

Considering the benefits of the cloud computing, the growing demands from developing the
applications for the mobile devices in the mobile networks lead to the introduction of Mobile Cloud
Computing (MCC), which is the integration of the cloud computing into the mobile networks. MCC
empowers the mobile devices with the rich resources such as the computing and storage resources,
thus facilitating the rapid development of the new applications for the mobile devices. Fig.
2(a)| shows the general architecture of MCC derived from its concept. It is worth noting that
the involvement of the cloud computing does not require changing the existing architecture of the
mobile network, thus promoting the adoption of MCC. Specifically, the mobile devices are connected
to the mobile network via the wireless communication with base stations. The mobile network then
provides the Internet accesses to the mobile devices, allowing them to request the services located in
a centralized cloud. The architecture of MCC brings the benefits to the the mobile network providers
due to the increased number of the subscriptions from the mobile devices. The mobile providers
could also invest in the infrastructures for MCC and develop their own applications in MCC for the
mobile devices. Moreover, the architecture of MCC allows other cloud providers and application

providers to get involved to provide the cloud services for the mobile devices.

However, the escalating number of the mobile devices and the introduction of various emerging
applications make MCC encounter noticeable challenges. One of the most critical challenges is the

high latency for accessing the cloud services caused by the long propagation distance between the
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mobile devices and the centralized cloud. Consequently, this issue hinders the deployment of the
latency-sensitive applications for the new use cases such as autonomous driving and tactile internet.
Moreover, the central design of MCC raises security concerns and therefore vulnerable to attackers
such as Denial of Service (DoS) attacks. Finally yet importantly, as MCC is accessed via the Internet,
the enormous number of the mobile devices that request the cloud services in MCC put huge pressure
(e.g., high bandwidth consumption) on the existing Internet architecture.

To tackle the above challenges posed by MCC, Mobile Edge Computing (MEC) has been recently
introduced to bring the cloud resources closer to the mobile devices, e.g., at cellular base stations or
shopping centers. Thanks to such a design, MEC could reduce the communication latency for the
mobile devices to access the cloud services, thus becoming a promising technology for various use
cases such as autonomous driving and tactile internet. Moreover, MEC could potentially eliminate
the security concerns because its presence can be at various locations without exposing a single
point of failure as MCC. Meanwhile, MEC could also mitigate the pressure on the existing Internet
architecture since the requests for the cloud services of the mobile devices could be directly processed
in MEC or preprocessed in MEC and then sent them to MCC. Fig. shows the architecture of
MEC that can be combined with MCC. Similar to MCC, the involvement of MEC leaves the existing
mobile network unchanged. The MEC servers that provide the cloud services can be directly attached
to the base stations as shown in Fig. The mobile devices could request the cloud services
in MEC through the base stations. If MEC is impossible to serve the requests that demands more

resources, it might first preprocess the requests and then send them to MCC for further processing.

1.2 Problem Description

In addition to the potential benefits of MEC, a considerable number of studies point out the limita-
tions of MEC for the deployment of the applications and actively attempt to solve these limitations.
Specifically, the deployment of the applications in MEC faces two following major limitations. The
first limitation comes from the design of MEC. As MEC aims to bring the cloud services in the prox-
imity of the mobile devices, it can be present at various locations. Consequently, the MEC servers
can be distributedly located in the networks. It is reported that there might be more than 15 billion
MEC servers currently in the market and might grow to 150 billion devices by 2025 [3|. Meanwhile,
there are less number of servers (e.g., tens of the servers) in MCC due to its central design. More-
over, the MEC servers need to have a light-weight design so that they can be well-fitted to various
locations and effectively reduce capital expenditures due to the great number of the MEC servers.
As the applications running require the certain amount of the resources such as the computation
and storage resources, the unoptimized deployment of the applications might result in increasing

the capital expenses (e.g., requiring more MEC servers to serve the applications). Considering the
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design of MEC, the challenge is to deploy the applications in a cost-efficient manner.

The deployment of the applications in MEC is also limited by their own requirements. More
specifically, the applications expected to deploy in MEC have stringent requirements such as the
most common ones including resource starvation (e.g., the computation or storage resources), low
latency, and mobility-awareness. For the resource-hungry applications in MEC, we can name the
computation-intensive applications such as Augmented reality /Virtual reality applications and gam-
ing applications. The latency-sensitive applications in MEC can be the ones for the promising use
cases related to tactile internet such as smart factory or remote surgery. Meanwhile, the mobility-
aware applications in MEC can support the use cases that requires the mobility of the mobile devices
such as autonomous cars or drones. The deployment of the applications without ensuring their re-
quirements not only degrades their performance but also potentially lead to harmful consequences,
especially for the use cases such as remote surgery or autonomous driving. Therefore, the challenge

is to deploy the applications to meet their stringent requirements in MEC.

1.3 Goals of The Study

In summary, our ultimate goal is to deploy the applications in a cost-efficient manner while guaran-
teeing their stringent requirements in MEC. To carry out this goal, inspired by the use of operating
systems such as Windows or Linux, there is a need to have an entity that takes the requirements
of the applications as inputs and then efficiently deploy the applications based on a global view of
the underlying infrastructures, i.e., the MEC servers. More specifically, the proposed entity has to
perform the management the resources of the MEC servers and the orchestration of the applications.

Therefore, this thesis aims to design a management and orchestration (MANO) framework in
MEC that deploys the applications in a cost-efficient manner while ensuring their stringent re-
quirements. Particularly, we first propose our open source MANO framework in MEC based on
OpenStack, which is well-known as the most popular cloud computing platform, to manage the
resources of the MEC servers and orchestrate the applications. We then present our studies for
the applications of three promising use cases in MEC including computation offloading, resource

optimization, and mobility support.

1.4 Contributions of The Thesis

We detail our contributions of this thesis as follows:

e Computation offloading: The applications run on the mobile devices and offload the heavy
computation tasks to MEC. Afterwards, MEC handles the computation tasks and then sends

their results to the mobile devices for further processing. The computation offloading is one
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of the most promising use cases in MEC as most mobile devices have the limited computation
resources while the applications require high processing demands. The computation offloading
in MEC is challenging because ones have to optimize the resources of the MEC servers to handle
the computation tasks offloaded from the mobile devices without violating the requirements
of the applications such as latency constraint. Existing studies on the computation offloading
in MEC are coarse in the sense that the offloading schemes mainly rely on the task-level
attributes such as task size and subtasks for all applications. However, the tasks generated by
one application are different from that generated by another application. In other words, the
tasks contain the characteristics of the applications. Therefore, we propose offloading schemes
for the computation tasks that take advantage of the application characteristics. Specifically,
we apply our offloading schemes for immersive applications such as AR/VR, which are the well-
studied applications for the computation offloading in MEC. For the immersive applications,
we define two kinds of tasks including the primary tasks for the requests of primary views (high-
quality views) and the secondary tasks for the requests of secondary views (i.e., low-quality
views). Therefore, our offloading schemes prioritize the primary tasks over the secondary ones.
The proposed offloading schemes consider multiple mobile devices offloading their computation
tasks to MEC under various constraints such as the computing capacity of the MEC servers

and the latency constraint.

Resource optimization: Unlike the computation offloading, the applications run completely
in MEC. In that way, the mobile devices could greatly save their resources, e.g., the compu-
tation resources. However, the mobile devices have to send the requests to the applications in
MEC over the network, thus introducing potential challenges such as security concerns (i.e.,
the mobile devices send the requests that contain sensitive data to the applications in MEC)
and high bandwidth consumption. Meanwhile, network functions such as security functions
(e.g., firewall and intrusion detection system) and WAN optimizer (e.g., traffic compression and
traffic shaping) aims to improve the network performance. Therefore, the applications in MEC
require the essential combination with the network functions. However, as the deployment of
the network functions requires the certain amount resources, the resource optimization in MEC
becomes more challenging. The problem becomes exacerbated when there is a chain of network
functions, which is so-called service function chain (SFC), required to support the applications.
To tackle these issues, we address the joint optimization between the MEC applications and
the network functions. Specifically, we advocate sharing (i.e., reusing) the network functions
for multiple applications. However, the reuse of the network functions shows the impacts on
both computation cost and communication cost. For instance, an application requires an SFC,
whereby some network functions can reuse existing instances (e.g., reusable VMs) while other

network functions need to be newly created (e.g., new VMs as no instances of them existed).
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Attempting to reuse some network functions potentially prolongs the path stitching all net-
work functions in the SFC, thus resulting in high communication cost. Meanwhile, selecting
the shortest path for the SFC to reduce the communication cost potentially hinders the reuse
of the network functions, thus increasing the computation cost. Consequently, existing studies
study the impact of reusing the network functions on the computation cost and the commu-
nication cost. However, the reuse of the network functions also impacts on other essential
perspectives including service reliability and service configuration. For the service reliability,
the applications should prevent reusing the network functions that has low reliability. For the
service configuration, if the application reuses the network functions that come from different
SFCs, the service configuration become more complicated. Therefore, we study the impact of
reusing the network functions in MEC on the computation cost, the communication cost, the
service reliability, and the service configuration. The study on the joint of four mentioned cost
components for the reuse of the network functions in MEC has not been considered yet in the
literature. To solve this optimization problem, we propose a Tabu-SAP scheme that employs

Tabu search, which is a low-complexity meta-heuristic algorithm.

For the real-world implementation, one needs a management and orchestration (MANO) frame-
work in MEC that jointly orchestrates both applications and the network functions. Most ex-
isting MANO frameworks only focus on the orchestration of the applications. More specifically,
the increasing demands for deploying the applications lead to the introduction of numerous
MANO frameworks in MEC. However, these MANO frameworks in MEC are designed with-
out considering the ETSI MEC reference architecture produced by the ETSI MEC Industry,
which is a standardization organization who has special interest in MEC. Therefore, such a
design hinders the wide adoption of the existing MANO frameworks in MEC. Moreover, the
deployment of the applications in MEC is non-trivial to solve due to two following reasons.
First, the MEC servers are distributed in the network and have the limited resources. Second,
the applications expected to be deployed in MEC have diverse requirements. Taking these two
limitations into account, the MANO framework requires the integration with a simulator to
quickly validate the deployment schemes before actually deploying the applications. Such a
framework has not been considered yet. Considering the above issues, we propose APMEC
that is a MANO framework in MEC based on OpenStack to manage the resources of the
MEC servers and orchestrate the applications while allowing the joint orchestration between
the MEC applications and the network functions. The design of APMEC closely follows the
ETSI MEC reference architecture. As built on top of OpenStack that is the most popular
open source cloud computing platform, APMEC is able to take advantage of rich OpenStack
services such as OpenStack Nova for compute, OpenStack Swift for storage, and OpenStack

Neutron for network. Moreover, we also integrate APMEC with a light-weight simulator to
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quickly validate the deployment schemes. The results obtained from the simulator can be fed

into APMEC for the practical deployment of the applications.

Mobility support: For the above contributions, we examine the mobile devices that do not
require the mobility. However, as many mobile devices in MEC such as drones and autonomous
cars are mobility-aware, we study the deployment of the applications for the mobility support.
Specifically, when the mobile devices move from the serving area of one base station to that
of another base station, ensuring the low latency requires the seamless migration of the ap-
plication following the move of the mobile devices. The seamless migration of the application
ensures that the application after the migration has the exact state (i.e., the running progress)
as it has before the migration. Traditional migration approaches applied to the centralized
cloud are impossible to use for the migration of the applications in MEC due to the high
migration time. The reason is that the traditional migration approaches attempt to suspend
the entire VM that hosts the application in one MEC server, save down memory content of
the VM into files, transfer the files and then use them to recover the VM at the another MEC
server. However, the VM state not only includes the application states but also other states
(e.g., the ones related to the operating system or the ones of other applications that do not
need to be migrated), thus incurring high migration time. To overcome this issue, we advocate
employing only the application states for the migration of the applications in MEC. Achieving
this goal is a non-trivial mission due to two following challenges. First, unlike the VM state
that can be easily obtained from suspending the entire VM, keeping the application states
under control is challenging. More specifically, the application states are frequently changed
while the application handles the requests from the mobile devices. Therefore, the migration
has to recover the application from its latest states. Such a requirement demands a manner
to manage the application states. In general, the state management requires managing three
major processes, namely capture, store, and forward. First, the capture process indicates how
the application generates the states. Afterwards, the store process indicates how the states are
stored when the application handles the requests of the mobile devices. The forward process
indicates how the states are transferred from one application to another application. Conse-
quently, the frequent change of the application states demands the flexibility of the store and
forward processes. As the capture process might require the modification of the application, to
advocate the use of the application states, we propose StateOS, a customizable state manage-
ment framework that allows the user-defined state programs to leverage the application states.
For the store process, we propose a state management framework leveraging a key-value store
to proactively synchronize the application states at possible MEC servers that the application
can migrate to. Thanks to such a design, the application can be migrated without incurring

the migration time. For the forward process, we propose FAST, a flexible and low-latency
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state transfer framework that takes advantage of the network programmability for the direct
transfer of the states between the applications. Moreover, we seek the answer how to transfer
the application states in a cost-efficient manner over the network. As the MEC servers have
scarce resources and are distributed in the network, the transfer of the application states in
MEC is challenging. More specifically, the challenge is to find the destination MEC servers for

the migration in order to minimize the state transfer cost.

1.5 Structures of The Thesis

We proceed to present the structure of this thesis as follows. As Chapter 1 first gives the brief
introduction to the thesis, Chapter 2 provides the background of MEC in details. Specifically,
we start to introduce the concepts that MEC is referred to. Derived from the concepts, we then
describe the architectures of MEC. Afterwards, we show how MEC is integrated into the mobile
network. Finally, we present key enabling technologies such as Software-Defined Networking (SDN)
and Network Function Virtualization (NFV) in MEC.

Chapter 3 first addresses the orchestration of the applications for the computation offloading.
We starts with the introduction to the computation offloading in MEC. Specifically, we focus on
the computation offloading for the immersive applications and describe how to orchestrate these
applications in MEC. Afterwards, we introduce the simulation model and three proposed compu-
tation offloading schemes including Edge-Cloud Cooperation, Edge-Edge Cooperation, and Hybrid
Edge-Cloud for the immersive applications.

Chapter 4 studies the orchestration of the applications in terms of the resource optimization. We
first introduce the combination between the applications and network functions to form a so-called
MEC service. Consequently, we point out the need for the resource optimization in the presence of
the MEC services. We then review existing studies for the resource optimization in MEC. Afterwards,
we give the introduction to the support of the MEC services in the MANO framework in MEC. More
specifically, the MANO framework requires the joint orchestration between MEC and NFV. Next,
we study the resource optimization problem in MEC considering the reuse of the network functions
for multiple applications. Accordingly, we propose the optimization schemes in case of single MEC
server and multiple MEC servers. For the real-world implementation, we then introduce APMEC
that is our proposed MANO framework in MEC built on top of OpenStack for the joint orchestration
of the MEC applications and the network functions. Afterwards, we evaluate the proposed resource
optimization schemes and compare them with notable related work.

Chapter 5 addresses the orchestration of the applications for the mobility support in MEC. We
first introduce the mobility and the need for the migration of the applications. We then provide

our comprehensive measurement study on the feasibility of the traditional migration approaches in
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MEC. To conclude the introduction, we present the definition of application state that we used for
the contributions in the rest of this chapter. Specifically, we present our three contributions. The
first contribution is a versatile state management framework that aims to leverage the application
states for user-defined programs such as scalability and fault tolerance. Focusing on the storage issue,
we then introduce a state management framework leveraging a key-value store to allow migrating
the applications without incurring the migration time. Archiving this goal requires the application
states to be proactively synchronized at possible destination MEC servers that the applications might
migrate to. For the flexible and low-latency state transfer, we introduce the implementation of FAST
followed by the state transfer schemes to minimize the state transfer cost during the migration of
the applications in MEC.

Finally, Chapter 6 gives the conclusion of the thesis by the summarization of its content and con-
tributions. Moreover, we also discuss the learned lessons and potential research directions obtained

from the time working on the thesis.
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Chapter 2

Background and Related Work

In this chapter, Section first presents the different concepts of MEC. Section 2.2] then presents
the detailed architectures of MEC. Afterwards, Section 2.3] describes the key technologies such as
Network Function Virtualization and that can be applied in the MEC environment. Afterwards,

Section reviews the previous work within the topic of the thesis.

The contents of Section and Section are referenced from our book chapter [4]:
R. Torre, T. V. Doan, and H. Salah, "Mobile edge cloud.", Computing in Communication
Networks. Academic Press, 2020.

2.1 Mobile Edge Cloud (MEC)

The most popular concept of MEC is provided by ETSI [5|. Specifically, MEC offers application
providers and content providers with IT service environment and cloud computing capabilities at the
edge of the mobile network. We proceed to present three other concepts of MEC that are frequently

referred to.

e Multi-access Edge Computing: It is the another MEC concept provided by ETSI, whereby
the new term "multi-access" is an alternative to the term "mobile", aiming to widen the current
scope of MEC that originally targets to the mobile network. Multi-access edge computing aim
to provides the cloud computing environment at the edge of any network such as the mobile
network and WiFi network. Thanks to this concept, MEC allows the massive involvement of
end devices such as Internet of Things (IoT) devices and their applications. However, mobile

edge computing and multi-access edge computing are two interchangeable concepts for MEC.

e Cloudlet: As introduced in 2009, it is considered as the first concept of MEC proposed by

researchers at Carnegie Mellon University. Since the centralized cloud computing is known as
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the data center, cloudlet is defined as mini data center (i.e., smaller size than the data center)
located at the edge of the Internet such as stadiums, shopping centers and office buildings.
As placed in the middle layer of three-layer architecture mobile devices - cloudlet - centralized
cloud, the goal of cloudlet is to allow the cloud computing capabilities in local area network
(LAN), thus eliminating the wide area network (WAN) latency incurred by the centralized
cloud. As represented in the LAN network to support the mobile devices, the cloudlet is
associated with the WiFi network.

e Fog computing: This concept is first introduced in 2012 by Cisco [6] with the idea of extend-
ing the cloud services to the edge of the network. Due to its potential, OpenFog consortium
was then founded to standardize and promote the fog computing under the support of major
tech companies such as Cisco Systems, Intel, and Microsoft. The term "fog" implies that it is
closer to the ground than "cloud". The objective of the fog computing is to bring the cloud
services to the edge of enterprise networks. The fog computing considers supporting the IoT

devices as the main use case.

Although the above concepts are different in terms of scopes and use cases, they are often used
interchangeably. Based on these concepts, we proceed to present following three characteristics of

MEC that differ from that of the centralized computing.

e Low latency: Thanks to the move of cloud services closer to the mobile devices, MEC
provides low latency for various latency-sensitive applications such as AR/VR and tactile
internet. Therefore, the low latency is considered as the most important characteristics of

MEC and the main reason for the introduction of MEC.

e Geographical distribution: As MEC is present at various locations, the MEC servers and
the applications running on them are distributed over the network. Moreover, in order to fit

at various locations, the MEC servers require a small footprint hardware design.

e Context awareness: The proximity of the MEC servers to the mobile devices facilitate MEC
to offer context-aware services. Specifically, the context-aware services in MEC rely on the
behaviors (e.g., standing or sitting), locations (e.g., home and office), and environments (e.g.,
temperature and humility) provide relevant services. The context-aware services are nearly
impossible to be provided by the centralized cloud due to the large amount of the mobile

devices.
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Figure 2-1: A general architecture that consists of three layers, from top to bottom, including
centralized cloud, MEC, and mobile devices

2.2 Architectures

Fig. -1 shows a simplified architecture of MEC consisting of three layers, whereby MEC is placed
in-between the centralized cloud and the mobile devices. As can be seen in Fig. from top to
bottom, the three-layer architecture shows an increase in quantity and distribution while revealing an
decrease in computing capacity. Specifically, the centralized cloud includes few powerful servers that
provide rich hardware resources. Compared to the centralized cloud, MEC requires more servers but
with limited hardware resources. In addition, these MEC servers are distributed over the network.
At the bottom of the three-layer architecture, there are a huge amount of the mobile devices with
low computing capacity.

In the three layer architecture, MEC plays two important roles: i) assisting the centralized cloud
to handle the requests of the mobile devices, and i) directly processing the requests of the mobile
devices without the need for sending them to the centralized cloud. The first role is performed by the
cooperation between MEC and the centralized cloud. More specifically, for the computation-intensive
applications, MEC processes the the requests of the mobile devices before sending them to the
centralized cloud for further processing. For instance, considering the object detection application,
the mobile devices first send the request for the object detection to MEC. Afterwards, with the
limited resources (e.g., computation and storage) MEC can performs computation tasks such as
image processing and feature extractions. It is worth noting that the object detection requires deep
learning algorithms that consume a significant amount of resources, e.g., computation and storage.
This task is then forwarded by MEC to the centralized cloud for the processing. The involvement of
MEC greatly not only mitigates the pressure on the centralized cloud but also reduces the bandwidth
consumption in the networks. For the latency-sensitive applications such as tactile internet, MEC

can directly handle the requests of the mobile devices to guarantee the low latency communication.
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As MEC is realized in the mobile network, we proceed to present the architecture of MEC con-
sidering the integration with the mobile network. As shown in Fig. the mobile operators
provide the access to MCC for the mobile devices via the Internet. Meanwhile, MEC can be located
in the radio access networks (RAN), e.g., base stations. RAN is a part of mobile communication
infrastructure connecting the mobile devices to the mobile network through the wireless communi-
cation. The mobile devices are within the serving areas of the base stations. In RAN, radio access
controller (RNC) is responsible for controlling the base stations. Specifically, RNC is in charge of
radio resource management and mobility management of the mobile devices between the serving
areas of the base stations. It is worth noting that the involvement of MEC does not change the
existing RAN architecture, thus facilitating the adoption of MEC in the mobile network. Moreover,
ETSI [7] pointed out that the involvement of MEC in RAN brings potential advantages to the MEC
applications serving the mobile devices. For instance, MEC can take advantage of the mobility
management information provided by RAN to migrate the applications following the mobility of the

mobile devices to guarantee the low latency communication.

2.3 Enabling Technologies

In this chapter, we first introduce two most notable enabling technologies in MEC including Software-
defined Networking (SDN) and Network Function Virtualization (NFV), which are mentioned in the
5G atom (i.e., the envision for the fifth generation of the mobile network) as shown in Fig. SDN

and NFV are two promising technologies in MEC that are well considered in the literature.

2.3.1 Software-defined Networking

Traditional network devices such as routers and switches couple the control plane (i.e., network
configuration) into the data plane (i.e., the switching fabric). Such a closed design introduces
following limitations. First, this coupling shows the inflexibility of the network configuration as
there are a significant number of the network devices in the network. Therefore, to deploy the
network policies such as routing or switching, the network operators have to manually configure the
network devices. The second limitation is that the coupling not only introduces high capital cost
(i.e., the network devices are costly) but also high operating cost (e.g., the high maintenance cost
for upgrading or debugging the network devices). Finally yet importantly, the coupling hinders the
development of new network applications such as new routing protocols.

Software-defined Networking (SDN) is proposed to decouple the control plane from the data plane
for the network devices, thus allowing the network operators to simplify the network management.
The introduction of SDN results in two separate planes including control plane and data plane.

More specifically, the network intelligence is carried out by the SDN controllers located in the
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Figure 2-2: The 5G atom including the use cases in the core and followed by the technical require-
ments in the first tier, the concepts in the second tier, the enabling technologies in the third tier,
and the innovations in the fourth tier. In this thesis, we select Software-Defined Networking (SDN)
and Network Function Virtualization (NFV) in the third tier as the enabling technologies in MEC
(adapted from [8]).

control plane. The network devices in the data plane makes the forwarding decisions based on the
forwarding rules installed by the SDN controllers. This separation design enables network innovation
and thus facilitates the development of new network applications.

The Open Networking Foundation, a non-profit organization aims to promote SDN, as shown
in Fig. introduces an SDN architecture @] that consists of three layers, from top to bottom,
including application layer, control layer, and infrastructure layer. In the infrastructure layer, there
are network devices such as routers and switches that are mainly responsible for forwarding the
packets based on the forwarding rules installed by the SDN controllers in the control layer. In addi-
tion, through the connection between the infrastructure layer and the control layer (e.g., OpenFlow),
the network devices collect network information that can be forwarded and consumed by the SDN
controllers. In the control layer, the SDN controllers are responsible for linking the application layer
with the infrastructure layer via the northbound and southbound interfaces, respectively. Through

the northbound interface, the SDN controllers offer the APIs for the network applications. Through
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Figure 2-3: An SDN architecture consisting of three planes: application plane, control plane, and
data plane.
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the southbound interface, the SDN controllers install the forwarding rules on the network devices.
On top of the SDN architecture, the application layer includes various network applications such as
routing and load balancing that take advantage of the network programmability offered by SDN. As
the detailed functionalities are offloaded to the SDN controllers, the network applications become
more abstracted.

Due to the potential advantages of SDN, the use of SDN is realized not only in the wired network
but also in the mobile network. More specifically, SDN can be applied to the the core network ,
whereby SDN separates the control logic from the core functions such as Serving Gateway (SGW)
and Packet Gateway (PGW). Moreover, SDN is also potential to apply in RAN by moving the
control logic of the base stations such as radio resource scheduling to the SDN controllers. Notably,
SDN is beneficial to the mobility management , facilitating to change the centralized mobility
management to distributed mobility management in the mobile network.

With the involvement of MEC into the mobile network, SDN also shows its potential for the MEC
applications. Specifically, as the mobile devices in the mobile network tend to have high mobility, the
MEC applications have to migrate from one MEC server to the another MEC server that is closer to
the mobile devices. However, which a migration process potentially require changing the IP address
of the MEC applications, thus demanding the flexibility of the network. Therefore, SDN becomes an
essential technology to enable the migration of the MEC applications for the high-mobility mobile

devices.

2.3.2 Network Function Virtualization

Network functions (formerly known as middleboxes) such as firewall and load balancer are mainly

responsible for improving the network performance. The network functions are traditionally realized
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Figure 2-4: An NFV architecture consisting of four key elements: NFV infrastructure (NFVI),
Virtual Infrastructure Management (VIM), Management and Orchestration (MANO), and Virtual
Network Functions (VNFs).

as proprietary monolithic software integrated into dedicated hardware. Such a coupling design not
only makes the network functions costly to buy but also incurs high maintenance cost. Moreover,

this coupling design hinders the scalability support and the development of the network functions.

Network function virtualization (NFV) is introduced to decouple the network function function-
alities (i.e., software programs) from the dedicated hardware, thus allowing the network functions
to run on commodity hardware. Thanks to this decoupling design, the network functions are flex-
ibly deployed at various network locations. Moreover, as can be deployed on the general-purpose
hardware devices, the network functions become much cheaper while significantly reducing the main-
tenance cost, e.g., easily upgrading the network functions. The decoupling design also allows the
support of high scalability for the network functions, e.g., scaling the network functions on demand
according to the changes of the traffic load.

As shown in Fig. ETSI [12| proposed an NFV architecture that consists of four key elements,
namely, NFV Infrastructure, Virtual Infrastructure Manager (VIM), Management and Orchestration
(MANO), and Virtual Network Functions (VNFs). The NFVI provides the environment for the
deployment of the network functions. More specifically, the NFVI includes a physical layer and a
virtualization layer. The physical layer includes the physical resources on the commodity servers
such as computing resources (e.g., CPU), the storage resources (e.g., hard disks), and the network
resources (e.g., bandwidth). The virtualization layer is abstracted from the physical layer, including
the virtual resources provided by hypervisors such as VMware and Kernel-based Virtual Machine
(KVM). The hypervisors allocate the virtual resources to virtual machines. As also shown in Fig. [12],

VIM is mainly responsible for managing the NFVIs within one specific operator’s infrastructure
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domain. Meanwhile, MANO is in charge of managing the resources and orchestrating the network
functions, e.g., automated provisioning of the network functions. Finally, VNFs are the software
programs deployed on top of the VMs and consume the virtual resources provided by NFVIs.

NFV plays an important role in MEC as the network functions can be placed in-between the
mobile devices and the MEC applications. Due to the scarce resources in MEC, placing the network
functions in MEC becomes a promising research topic. Meanwhile, both NFV network functions
and MEC applications are visualized and running on commodity servers. Such a similarity opens

up the opportunity for the shared infrastructures between NFV and MEC.

2.4 Related Work

As the focus of this thesis is on the low-latency and resource-efficient orchestration for the appli-
cations in MEC, we review the previous work on orchestrating the applications and assess whether
these studies can fulfill the scope of the thesis. For each chapter in the rest of the thesis, we will
provide the related work in details. Therefore, in this chapter we provide the literature review ad-
dressing the thesis topic. In particular, we seek the answer whether the previous work can perform

the orchestration of the applications according to following three critical aspects:

e Al: The diversity of the applications that allows for orchestrating different applications in

MEC.

e A2: Resource-efficient orchestration that optimizes the resources (e.g., computation and net-

work) allocated for the deployment of the applications.
e A3: Low-latency orchestration for the applications that are latency-sensitive.

As MEC has gained tremendous interest from both academia and industry, the orchestration
of the applications has been well-studied in the literature. Among them, there are studies on the
orchestration of a specific application in MEC, thus leaving A1 unattended and hindering themselves
from the wide adoption. For instance, Liu et al. |13| propose an MEC orchestrator for AR applica-
tions. Meanwhile, Giorgio et al. [14] present an MEC orchestrator for CPU-intensive applications.
The authors in [15] develop an MEC orchestration framework for video analytics. Similarly, Chen
et al. |16] propose FogROS that is an MEC framework for controlling the robots.

It is worth noting that there are numerous studies [17H20| that are intended to orchestrate
all possible applications in MEC, thus satisfying Al. Specifically, under the spectrum of Open
Infrastructure Foundation, StarlingX [17] and AirShip [18| provide cloud infrastructure software
stack and the automated provisioning for various applications in MEC. Meanwhile, Akraino [19|
founded by LF Edge organization provides the open infrastructures and application blueprints for

numerous use cases in MEC. Founded by telcos such as Deutsche Telekom, Telefonica, and British
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Telecom, MobiledgeX [20] provides a cloud-native MEC platform for the telecom companies, serving
various applications for the mobile devices in their mobile networks. However, the above studies have
not considered the resource optimization in MEC and thus make them unable to fulfill A2. We also
note that the the resource optimization without considering the MEC orchestration frameworks [21}-
24 has been widely studied. The previous studies propose the resource optimization schemes that
optimize various cost components such as computation cost and communication cost. We will
review the prior resource optimization schemes in Chapter ] For all studies mentioned above, the
low-latency support has not been taken into account, thus leaving A3 unsolved. The low-latency
support in MEC can be realized through different ways. For instance, there are studies [25/27| taking
advantage of acceleration technologies for the deployment of the applications in MEC. Meanwhile,
the studies like [28H30] focus on shortening for the migration of the applications following the mobility
of mobile devices. Consequently, these studies for the low-latency support in MEC can provide A3

while the support of A1 and A2 has been rarely considered.

2.5 Summary and Discussion

This chapters aims to provide a broad background to MEC, assisting readers with the basic knowl-
edge of MEC. We first introduce different concepts of MEC that are frequently used. Specifically,
there are three most popular concepts referred to MEC including multi-access/mobile edge com-
puting, cloudlet, and fog computing. These concepts are usually interchangeable. Mobile edge
computing is first introduced by ETSI to provide the edge computing capabilities in the mobile net-
work. To broaden the scope of MEC, ETSI recently introduces a new concept, namely multi-access
edge computing, indicating that the edge computing capabilities can be provided in any wireless net-
works and for a wide range of mobile devices. Unlike multi-access/mobile edge computing that are
the standardized concepts, cloudlet and fog computing are in turns proposed by the researchers at
Carnegie Mellon University and Cisco. Specifically, cloudlet and fog computing carry out the same
goal as multi-access/mobile edge computing, which aims to bring the edge computing capabilities
closer to the mobile devices.

Derived from the above concepts, we then present the architectures of MEC. Specifically, MEC
can be first realized in a three-layer architecture, from top to bottom, including the centralized
cloud, MEC, and the mobile devices. As placed in the middle layer, MEC brings the resources (e.g.,
computation and storage) in the proximity of the mobile devices. Consequently, the introduction of
MEC significantly reduces the burden of the centralized cloud. Afterwards, we discuss the architec-
ture of MEC in the mobile network, whereby the MEC servers can be located at the base stations.
Thanks to this design, the network operators can provide the access to the cloud services for the

mobile devices within the mobile network. Notably, providing the edge computing capabilities leaves
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the existing mobile network architecture unchanged, thus facilitating the wide adoption of MEC in
the mobile network.

We then introduce the enabling technologies for MEC and the other related concepts that are
frequently combined with MEC. Specifically, SDN and NFV are two enabling technologies that
play important roles in MEC. SDN provides the flexibility of the network in MEC by moving
the network intelligence to the control plane and thus allowing the network devices in the data
plane to be programmable. Meanwhile, NFV aims to separate the software from the underlying
hardware devices, which is so-called softwarization, thus allowing the flexible deployment of the
MEC applications in the virtualized environments. We then present three popular concepts that are
frequently combined with MEC, namely, network slicing, information centric networking (ICN), and
machine learning. The network slicing aims to divide the network into multiple separated instances,
each used to serve the specific services. The use of the network slicing in MEC is promising due
to the fact that the MEC applications have the diverse requirements such as low latency and high
throughput. ICN is another popular concept that aims to cache the frequently requested data that
can be later used to serve the similar requests. For the popular data that the mobile devices request
from the centralized cloud, the use of ICN in MEC allows to cache the data right at the MEC
servers. Machine learning is also a widely studied concept that allows the machines to imitate the
way humans learn through a large amount of data and numerous algorithms. The mobile devices
can employ MEC to run the machine learning applications. Moreover, MEC can take advantage of
the machine learning techniques to efficiently place the applications on the MEC servers.

Given the broad overview of MEC mentioned above, we then provide the literature review to
assess whether the previous work can fulfill the scope of this thesis, which is about the low-latency
and resource-efficient orchestration for the applications in MEC, which can be realized in three
aspects: the diversity of the applications, resource efficiency, and low-latency support.

In the next chapters, we introduce the major challenges in MEC and our corresponding contri-
butions to solve these challenges. We start the coming chapter with the study of the computation

offloading in MEC.
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Chapter 3

Computation Offloading

In this chapter, Section first introduces the computation offloading for the immersive media
applications in MEC. Section 2.2 then reviews the previous studies on the computation offloading in
MEC and discusses their possibilities for the immersive media applications. Afterwards, Section B.3|

describes our proposed design and offloading schemes for the immersive media applications.

The content of Section is referenced from our IEEE Open Access journal [31]:
D. You, T. V. Doan, R. Torre, M. Mehrabi, A. Kropp, H. Salah, G. T. Nguyen and F. H. P.
Fitzek, "Fog computing as an enabler for immersive media: Service scenarios and research

opportunities", in IEEE Access, 7, 65797-65810.

The content of Section is referenced from our IEEE BMSB conference paper [32]:
T. V. Doan, D. You, H. Salah, G. T. Nguyen and H. P. Frank Fitzek, "MEC-assisted Immer-
sive Services: Orchestration Framework and Protocol," 2019 IEEE International Symposium

on Broadband Multimedia Systems and Broadcasting (BMSB), 2019, pp. 1-6.

3.1 Introduction

Thanks to the rapid development of computing and communication technologies, immersive me-
dia services have recently demonstrates their possibility. Two typical examples of these services
are virtual reality (VR) and 360-degree video [33]. These immersive services have been known to
require less than 10ms end-to-end (E2E) latency. However, they also demand a huge amount of
data for transferring, processing, and storing processes. Meanwhile, the study in [34] shows that
the high-quality 360-degree video requires at least 12K resolution (i.e., 11520x6480) and a very

high frame rate, e.g., 100 frame per second (fps). Therefore, low latency and high computing ca-
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pability are undoubtedly two inevitable requirements to deliver the immersive services. However,
the traditional mobile networks are unable to meet these requirements due to their structural and

functional problems . Many studies have been trying to solve the aforementioned problem by

using MEC [36}38].
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Figure 3-1: An example of mapping between SFC and FTV services (adapted from )

MEC has been widely considered as an enabler for the immersive media . The emerge
of the immersive services in MEC facilitates the involvement of softwarization technologies such as
SDN and NFV. Fig. B-T]illustrates a potential mapping between SFC and Free Viewpoint Television
(FTV) services, whereby the SFC is formed seven network functions including correction, depth
estimation, view synthesis, storage/transmission, encoding, decoding, and display. The network
functions in the SFC can be placed in different locations based on various requirements such as
computing capacity, bandwidth, and distance. For example, Fig. shows an SFC (red solid line)
that is rendered as follows. First, the correction and depth estimation functions are placed in the
application server because they require huge hardware capacities (e.g., CPU, memory, and storage).
The central processing of these network functions in the application server allows sharing the output
with a large number of end users. Next, the view synthesis, encoding, and storage/transmission
functions are offloaded to the MEC servers attaches to the base stations. The reason for such a
placement is that these functions are only well-suited for specific areas and specific types of the end
users, e.g., laptops or smartphones. For instance, the channel condition between the end users and
the base stations leads to the employment of different encoding schemes. The remained network
functions (i.e., decoding and display) are located in the user devices as usual. We also notice that

there is an another SFC (green dashed line) that attempts to offload the view synthesis function to
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Figure 3-2: Mapping between ETSI MEC reference architecture [7] and FTV

F-UEL, which is an MEC server in the serving area of F-AP2, closer to UE5. Consequently, this
offloading scheme relieves the burden on the MEC server attached to F-AP2. Moreover, the latency
is potentially reduces as F-UE1 provides the view synthesis function for several users while the MEC
server attached to F-AP2 might need to run different network functions simultaneously serving a
large number of users. In summary, the above two scenarios demonstrate the flexibility of SFC for
the FTV services.

From the above example, it is worth noting that the MEC servers are distributed over the
network and might have scarce resources. These challenges together with the typical characteristics
of the immersive media services (e.g., the FTV services mentioned above) demand an orchestration
framework and protocol. To the best of our knowledge, only the design concepts have been introduced
[39H41]. Therefore, there is a lack of detailed design of a dedicated orchestration framework and
protocol in MEC for the immersive media services.

In this thesis, we study MEC-assisted immersive services (MECIS). Specifically, we propose a
MECIS orchestration framework and its protocol to improve the resource efficiency and the quality
of services. Moreover, we introduce a task offloading scheme for the immersive services taking
advantage of their characteristics. Considering the cooperative communication between the users
and the base stations, we exploit a multiple-input and multiple-output (MIMO) antenna technique
for the transmission of computation tasks. To the best of our knowledge, there are few studies
considering the MEC-assisted immersive media [42].

We proceed to present a motivating example considering a tile-based 360-degree VR wvideo ser-
vice |43H45|. Since the 360-degree video contains a large amount of data, the 360-degree video is
generally divided into small tiles, each can be encoded and decoded independently. To achieve a

seamless user experience while reducing the bandwidth consumption, the 360-degree video service
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Figure 3-3: System model: Tiled 360-degree video service with the proposed MECIS orchestrator
(adapted from [32])

providers only need to transfer high-quality tiles for primary views and low-quality tiles for secondary
views. Fig. shows how the MECIS orchestrator can assist the tile-based 360 VR video services
with the computation offloading. Specifically, when an user device requests the tiles of the current
Field of View (FoV) from a 360-degree video service provider, there are three possible offloading
schemes that can be provided by the MEC orchestrator. The first possibility is that the MEC
servers attached to the base stations can provide both high-and low-quality tiles. However, enabling
this possibility demands the rich resources of the MEC servers. Another possibility is to process the
requests of the high-quality tiles at the base stations, while handling those of the low-quality tiles
at the base band unit (BBU) pool, which is similar to the centralized cloud. The third possibility is

that the user devices request both high- and low-quality tiles at the BBU pool.

As can be seen in the motivating example, there should be an orchestration manner receiving
the requests of the immersive services and then searching for where to serve these requests. Powered
by the ETSI reference MEC framework , Fig. shows an example of the mapping between the
MEC framework and the immersive services. Specifically, the users request the immersive services
through the user interfaces (i.e., CFS Portal and User App). Next, the request is handled by the

MEC framework. The immersive applications are then deployed on virtual machines or containers.
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3.2 Related Work

The the potential benefits of the computation offloading lead to a huge number of studies in the
literature. Among them, most studies attempt to introduce generic offloading schemes that can be
potentially applied to a wide range of the applications in MEC. Meanwhile, there are few studies on
the computation offloading for the immersive media applications. In the following, we review and
discuss these studies in details.

We start with the review of the existing studies that consider the computation offloading for a
broad range of the applications in MEC. Due to the huge number of studies, the authors in [46{-48|
provide comprehensive surveys on the computation offloading. Specifically, the previous studies on
the computation offloading seek the answer for following four questions: i) Why task offloading
is needed?, i) Which tasks can be offloaded?, iii) When to perform the task offloading?, and
iv) Where the tasks can be offloaded to? Answering these questions requires the employment
of various offloading techniques. For instance, to answer the question why the task offloading is
needed, the previous work attempts to optimize various costs such as energy consumption [49}52],
computation resource [53/54], and execution delay [55,56]. For the second question, recent studies
such as [57H59] propose splitting tasks into multiple subtasks and then present the offloading schemes
for the subtasks. For the third question, the studies such as [60,{61] propose schedulers that select the
time slots for the task offloading. To determine where to offload the tasks, various studies like [62]63]
present the offloading schemes that rely on the collaboration between MEC and the central cloud.
However, the existing offloading schemes mentioned above are mostly applied to a wide range of
applications. Consequently, this issue makes these schemes generic and thus might be ill-suited to
the computation offloading for the immersive media applications.

Even though the immersive media applications in MEC have recently gained significant inter-
est [64H72|, there are few studies on the computation offloading for these applications [[70H72]. Liu et
al. |[72] propose an offloading scheme that focuses on latency minimization for the AR applications.
To reduce the energy consumption for the AR devices, Yu et al. introduce a cooperative offloading
strategy that allows to share the computation results among the AR devices. Meanwhile, Abdullah
et al. |70] propose an offloading scheme for the VR applications considering the joint optimization
of latency and energy consumption. However, the above studies still employ the generic offloading
techniques while the characteristics of the immersive media applications have not been considered

for the computation offloading.

3.3 Computation Offloading Schemes for Immersive Services

In this section, we first introduce the simulation model for the computation offloading of the immer-

sive media applications. Afterwards, we present our proposed offloading schemes followed by their

37



realization and evaluation.

3.3.1 System Model
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Figure 3-4: The design of the MECIS orchestrator consisting of four components: a request handler,
a task scheduler, a view seeker, and a placement manager (adapted from [31]).

Fig. shows our proposed MECIS orchestrator for the immersive services. Accordingly, the
framework consists of four components including request handler, view seeker, and task scheduler,
and placement manager. Specifically, a request handler is served as a dispatcher receiving the
requests for the immersive services from the users. A view seeker is responsible for obtaining the
information about the base station and its corresponding MEC server own a certain viewpoint in
its coverage. A task scheduler is in charge of making placement decisions about the selected base
stations and their corresponding MEC servers to serve the requests of the immersive services. The
task scheduler can employ various offloading schemes for the placement decisions based on various
factors such as channel state information and the available resources of the MEC servers attached
to the base stations. A placement manager coordinates the operations between other components
in the MECIS orchestrator.

Fig. 3-5] presents the communication protocol between the internal components in the MECIS
orchestrator. The detailed protocol is detailed as follows. We assume that UE 1 sends a view request
to its primary base station F-AP 2. The request indicates that UE 1 is missing the video frames 1,
2, 4, and 6. Afterwards, the request handler dispatches a request to the view seeker, looking for the
base stations whose MEC servers provides the requested video frames. Next, the placement manager
coordinates the operations between the view seeker and the task scheduler to find the suitable base
stations and the MEC servers. More specifically, the scheduler inquires the CSI information of
all possible base stations from the placement manager. The scheduler then makes the placement
decision for the requested videos frames. For instance, the scheduler assigns the video frame 2 to
the base station F-AP 1, the video frames 1 and 4 to the base station F-AP 2, and the video frame
3 to the base station F-AP 3.

Fig. shows the proposed system model consisting of a BBU pool (i.e., a central cloud), F fog

access points (F-APs) that can be the base stations or wireless access points, and U user equipments
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Figure 3-5: The proposed orchestration protocol for the MECIS orchestrator (adapted from [31]).

(UEs). We denote F = {1,..., F'} as the set of F-APs, whereby each F-AP is attached to an MEC
server, which has much less resources compared to the BBU pool. Let U = {1,...,U} be the set of
UEs, which are randomly distributed in the coverage of the F-APs. We assume that the i-th UE
(i € U) supports MIMO technology, including a set of antennas A; = {1, ..., A;}, whereas the j-th
F-AP (j € F) includes a single antenna. The multiple antennas allow the UEs to offload computation
tasks to multiple F-APs simultaneously. The MECIS orchestrator accounts for making the offloading
decisions for the tasks of the UEs to an MEC server or to the BBU pool, considering the end-to-end

latency, the computation and network resources.

Communication Model

We consider the communication model for the wireless radio frequency (RF), fronthaul, and backhaul
links. The RF links provide wireless communications between the UEs and the F-APs. Meanwhile,
the fronthaul provide wired communications between the F-APs and the BBU pool while the back-
haul links provide those between the BBU pool and mobile packet core.

The maximum data rate R of the wireless link between the i-th UE and the j-th F-AP can be

expressed as follows:

R}, = BWylogs(1 +
wj

) (3.1)

where k and BW,, denote the k-th antenna (k € A;) of the i-th UE and the wireless bandwidth,

respectively. p;; and gfj indicate the transmission power of the i-th UE and the channel gain
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between the k-th antenna of the i-th UE and the j-th F-AP, respectively. w; denotes the additive
white Gaussian noise (AWGN) imposed on the j-th F-AP.

Computation Task Processing Model

We model the scenario with multi-task and MIMO processing due to the fact that the UEs can
cooperatively receive from multiple F-APs. Assume that the i-th UE request a set of tasks T; =

{1,...,T;} from the immersive application, which are randomly distributed to multiple antennas A,;.

We denote 7; as the total execution time for the tasks of the i-th UE. It can be expressed as
— Ttrans + Twait + Tcomp (3 2)
7 7 i 9 .

where T;irans Twait  and T.°°"? are in turns the transmission time of the i-th UE tasks, the waiting
time experienced by the i-th UE, and the computation time for the tasks of the i-th UE executed
by either the MEC server of the BBU pool. These three components can be expressed and detailed

as follows:

F

7——trans ZZ i B Z (33)

t=1j=1 k=

where BW ; and b, denotes the fronthaul bandwidth and the size of tasks (¢t € T). Meanwhile, d;;
and d”? are the offload decision indicators. d;; indicates the offloading target that can be either the
MEC server or the BBU pool. If a task of the i-th UE is offloaded to the BBU pool via the j-th
F-AP, d;; = 1; otherwise d;; = 0. On the other hand, dfj denotes the antenna of the i-th UE that is
selected to offload the UE’s task. If the k-th antenna of the i-th UE is adopted for the computation
offloading, d. ;; = 1; otherwise, dk =0.

1

wait __
7; _,LL*N)\,

(3.4)

where N denotes the number of users. Meanwhile, A and p are in turns the arrival rate and service

rate in M/M/1 queuing system.

A
,Ecomp - ZZ ij Cbbu Z Cmec (35)

where ¢; is the required number of instructions per second (IPS) of the t-th task. C*** and C™¢¢

are in turns the total number of IPS of the BBU pool and the MEC server.
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Problem Formulation

We formulate the optimization problem that aims to increase the number of successful tasks as

follows:

T A F
max ZZ(dw+ZdZ)
j=1

t=1k=1
st. Cl:7T; <Tme® i€ U

C2:dy; #dj;, VieUVjeF,VkeA

ij

A
C3:» diy<1, VieUVjeF
k=1

F
C4:> dfy<1, VieUVkeA
j=1

The constraint C'1 ensures that the total latency of the i-th UE cannot exceed the latency budget
T.™**. The constraint C2 ensures that the offloading decision is consensus. The constraints C'3 and
C4 indicate that only one offloading decision for the k-th antenna of the i-th UE and the j-th F-AP
is made for UE’s task. In other words, a task offloaded through the k-th antenna of the i-th UE is
only dispatched to the j-th F-AP, not the other F-APs at the same time.

3.3.2 Proposed Computation Offloading Schemes

We first classify UE’s tasks into primary tasks and secondary tasks. For the FTV service scenario,
the primary tasks are the requests for the high-quality views while the secondary tasks are those
for the low-quality views. Therefore, to solve the optimization problem in Section B.3.1} we propose
three heuristic algorithms: (i) Edge-Cloud Cooperation (ECC) that attempts offload UE’s primary
tasks to the MEC servers and the secondary tasks to the BBU pool, (ii) Edge-Edge Cooperation
(EEC) that prioritizes all UE’s tasks to be only handled at the MEC servers, and (iii) Hybrid Edge-
Cloud (HEC) that combines ECC and EEC, whereby the primary tasks are processed at the MEC
servers while the secondary tasks are randomly handled either at the MEC servers or the BBU pool.

For the three proposed algorithms, the input includes the properties of task ¢ (i.e., task size b;, the
required computation resource ¢, and task type that can be either primary or secondary task), the
BBU bandwidth (BWpyy,, ), the wireless bandwidth between the UE and the F-AP (BW,,...), the BBU
pool properties BBU (i.e., number of VMs, CPU/memory/storage per VM), and the edge server
properties M EC (i.e., number of the MEC servers, number of VMs per server, CPU /memory/storage
per VM). The goal of each algorithm is to find the offloading target m, which can be either the BBU
or an MEC server. In the following, we detail the three algorithms.

As can be seen in Algorithm I} ECC first identifies the task type using the method T'ype(t) (lines
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Algorithm 1: Edge-Cloud Cooperation (ECC)
Input : ¢, BWyy,, BWomee, BBU, MEC
Output: offloading target m
Initialization: m =0, isBBU = false, isM EC = false
if T'ype(t) is primary then

‘ isMEC = true
end
if Type(t) is secondary then

‘ isBBU = true

end

if isBBU then

| m = findVmToAllocate(BBU)

end

if isM EC then

| m = findVmToAllocate(MEC)

end

© 00 N o oA~ W N =

e e
W N = O

2-4). Specially, the task type is contained in the requests sent by the UEs. If ¢ is a primary task,
it is assigned to the MEC server. Otherwise, it is assigned to the BBU pool. ECC then uses the
findV'mToAllocate method to find the best-fitted VM to handle task ¢ (lines 12-16).

Algorithm 2: Edge-Edge Cooperation (EEC)
Input :t, BWypw, BWiee, BBU, MEC
Output: offloading target m

1 Initialization:

2m=20

3 m = findVmToAllocate(MEC')

Since EEC (Algorithm prioritizes the UE’s tasks to be handled at the MEC servers, it simply
finds the best-fitted VM on one of the MEC servers without considering the task type (i.e., a primary
task or a secondary task).

HEC (Algorithm [3) first uses the method Type(t) to determine whether ¢ is a primary task or a
secondary task (lines 2-9). Specifically, the primary task is assigned to the MEC server and served
by the best-fitted VM on it. Meanwhile, if ¢ is a secondary task, HEC randomly assigns it to either
the BBU or to a MEC server (lines 5-8). Then, the findVmToAllocate method is invoked to find
the best-fitted VM for ¢ (lines 10-15.

3.3.3 Realization

To study the proposed offloading schemes, we need a simulator that can provide two functions: (%)
1-tier and 2-tier network models, and (i) the ability to program the MECIS orchestrator. Recently,
various open-source simulators for MEC have been developed, such as EdgeCloudSim [73|, EmuFog

|74], and FogNetSim [75|. Among them, EdgeCloudSim is the most suitable one that meets our
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Algorithm 3: Hybrid Edge-Cloud (HEC)
Input : ¢, BWyy,, BWomee, BBU, MEC
Output: offloading target m
Initialization: m =0, isBBU = false, isM EC = false
if T'ype(t) is primary then
‘ isMEC = true
end
if Type(t) is secondary then
i1sM EC = Rand(true, false) if isM EC is false then
‘ isBBU = true
end

© o N O R o N M

end

if isBBU then

| m = findVmToAllocate(BBU )
end

if isM EC then

| m = findVmToAllocate(MEC)
end

T S
N W N = O

expectation for the simulation model. Therefore, we adopted EdgeCloudSim to investigate the
performance of the proposed offloading schemes using the MECIS orchestrator.

We first leveraged the five basic functions of EdgeCloudSim including: () Core simulation module
that is responsible for loading and running the edge computing scenarios, (i4) Networking module
that simulates the network models including the transmission model and queuing model from the
UEs to the MEC servers and the BBU pool, (iii) Load generator module that generates the tasks
for the UEs, (iv) Mobility module that manages the location of the MEC servers and the UEs, and
(v) Edge orchestrator module that is responsible for making offloading decisions. Then, to obtain
the simulation results, we proposed an extension of EdgeCloudSim to include the following advanced

functions:

e Cellular network model: EdgeCloudSim only supports a WLAN model between the UEs
and the F-APs. Therefore, the transmission rate from the UEs to the F-APs is simply fixed.
We extended the network model to simulate the cellular network between the UEs and the
F-APs. Consequently, we are able to adjust the transmission rate from the UEs to the F-APs

by changing the distance and transmission power.

o Multi-antenna system: The current implementation of EdgeCloudSim only allows a single
antenna per UE. Therefore, the UE’s tasks can only be offloaded through one antenna. Con-
sidering the huge amount of data in immersive media applications, the single-antenna system
is not suitable for our simulation model. To tackle this issue, we introduced the multi-antenna
feature that is applied both to the network model and to the load generator model. Therefore,
we can simulate the wireless communication between each antenna and the respective F-AP.

The UE’s tasks are generated and randomly offloaded through one of the UE’s antennas.
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e MECIS orchestrator: It is proposed to provide offloading decisions for the immersive ap-
plications considering the two above-mentioned functions in EdgeCloudSim. We implemented

our three proposed algorithms (ECC, EEC, and HEC) in the MECIS orchestrator.

3.3.4 Evaluation
Evaluated Scenarios and Metrics

In this section We evaluated the following three scenarios:

1. 1-tier: The UEs offload their tasks to a set of cloud servers without considering the MEC

servers.

2. 2-tier without the MECIS orchestrator: The 2-tier network model includes BBU pool
and MEC servers. Since there is no MECIS orchestrator, UEs randomly offload the tasks to
the BBU or to MEC servers.

3. 2-tier with the MECIS orchestrator: Unlike the above approach, the MECIS orchestrator
is responsible for deciding where to offload UE’s tasks. The MECIS orchestrator executes our

three offloading schemes including ECC, EEC and HEC.

We investigated the impact of the above scenarios on the percentage of failed tasks, whereby
a task fails if there is no computation resources assigned to handle it or the latency constraint is

violated.

Experimental Setup

We implemented the extended version of EdgeCloudSim as follows. First, we wrote the properties
of the investigated applications (i.e, delay budget and usage percentage) in XML file format. In
addition, we also use XML file to store the configurations of the MEC servers (i.e., the number
of MEC servers, number of VMs per server, the CPU/memory/storage configuration of each VM).
Meanwhile, we used a Java Properties file to describe the configurations of the simulation scenarios.
These configuration files are then loaded into the core simulation module. Afterwards, the extended
EdgeCloudSim executes the load generator, networking, and mobility modules. The MECIS orches-
trator is finally invoked to make the offloading decisions for the UEs’s tasks with the given simulation
scenario.

We conducted the simulations on a PC configured with Intel Core i7-6700T CPU and 16 GB
memory, running Ubuntu 16.04 LTS. The experiments were repeated 10 times and presented with
95% confidence interval. Using the extended EdgeCloudSim, we investigated the performance of the
studied offloading schemes for the augmented reality(AR)/virtual reality (VR) application, which

has not only low-latency requirement but also demands frequent task offloading. For the wireless
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Figure 3-6: Average percentage of failed tasks.

network model between the F-APs and the UEs, we set the bandwidth to 10 MHz, the Gaussian

noise to 100 dBm, and distance loss factor to 4, and the transmission power of UEs the 100 mW.

Experimental Results

In this section, we first study the impact of the number of UEs on the average percentage of failed
tasks for the AR/VR application. Afterwards, we investigate the performance of the proposed
algorithms.

The impact of the number of UEs: Fig. [3-6] shows the upward trend in the number of failed
tasks with increasing the number of UEs in the system. The reason is that the resources assigned to
UEs’ tasks get exhausted when the number of UEs is large. Fig.[3-6(a)|shows the average percentage
of failed tasks when using ECC. The results show that 2-tier with MECIS outperforms the other
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approaches in terms of the number of failed tasks. Specifically, 2-tier with MECIS increases the
average percentage of failed tasks from 0% to roughly 35%. Meanwhile, 2-tier without MECIS and 1-
tier scenarios increase the percentage from 0% to 50% and from 0% up to 70%, respectively. Notably,
the average percentage of failed tasks in 2-tier with MECIS is relatively small when the number of
UEs is between 100 and 500. The reason is that the MECIS orchestrator flexibly distributes the UEs’s
tasks to different servers, without tightly attaching them to a specific server. When the number of
UEs increases from 500 to 1000, since the resources are exhausted, the average percentage of failed

tasks increases rapidly.

As can be seen in Fig. the results show that 2-tier with MECIS incurs fewer failed tasks
than the other scenarios when the number of UEs is between 100 and 500. It is worth noting that
when the number of UEs increases from 500 to 1000, 2-tier with MECIS performs worse than 2-
tier without MECIS. We observe from Fig. that 2-tier with MECIS increases the percentage
from 0% to roughly 70%, meanwhile 2-tier without MECIS increases from 0% to roughly 46%.
The reason for this remark is that the AR/VR application requires low-latency communication and
frequent offloading tasks. Meanwhile, EEC prioritized to offload UE’s tasks to the MEC servers.

Consequently, the limited resources of the MEC servers result in more failed tasks.

Fig. [3-6(c)| shows that 2-tier with MECIS performs better than the other scenarios when the
number of UEs is between 100 and 600. Meanwhile, when the number of UEs increases from 600
to 1000, 2-tier with MECIS performs very similar to 2-tier without MECIS. Specifically, we observe
from Fig. that 2-tier with MECIS and 2-tier without MECIS increase the average percentage
of failed tasks from 0% to roughly 50% and from 0% to roughly 46%, respectively. The reason for
this achievement is that HEC randomly offloads the secondary tasks of UEs to either the BBU or
to the MEC server.

The impact of the proposed offloading schemes: In almost settings, the results in Fig. 3-6]
show that ECC outperforms EEC and HEC in terms of the average percentage of failed tasks. This
is because ECC offloads all secondary tasks to the BBU, which has more capacity than the MEC
server. This is reasonable because the secondary tasks are less important than the primary ones.
For other applications that are latency-sensitive, ECC might not be the best choice due to the long
distance between the UEs and the BBU pool. Fig. shows that HEC outperforms EEC in terms
of the average percentage of failed tasks (see Fig. [3-6(a)). The reason is that some secondary tasks
in HEC have chance to be offloaded to the BBU pool. We notice that the low-latency applications
that do not require frequent task offloading can greatly benefit from EEC. Meanwhile, as can be
seen in Fig. HEC can be considered for the low-latency applications that demands frequent
task offloading.
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3.4 Summary and Discussion

In this chapter, we review our first use case, which is the computation offloading in MEC. We
first introduce the need for the computation offloading in MEC by showing a motivating example
of immersive media applications, such as AR/VR and 360-degree video. More specifically, the
immersive media applications typically require a huge amount of data for transferring, processing,
and storing processes, consequently exposing the stringent requirements such as low latency and
high computing capabilities. As a remedy, the mobile devices can offload the heavy computation
tasks of the immersive media applications to MEC for further processing while still satisfying the
low-latency requirement.

The computation offloading of the immersive media application in MEC have been widely stud-
ied due to its great advantages. However, existing studies mostly rely on general characteristics of
the computation tasks such as task size or task splitting as they are proposed to any applications.
It is worth noting that each application has its own characteristics and thus potentially introduces
significant impact on the computation offloading. As the functionalities for orchestrating the im-
mersive media applications have not been considered yet in the literature, We first propose MECIS
orchestrator that can be an add-on to APMEC. Afterwards, we present our computation offloading
schemes based on the characteristics of the immersive media applications. Specifically, instead of
offloading all computation tasks to MEC, we offload the primary tasks (i.e., for high-quality views)
to MEC while flexibly offloading the secondary tasks (i.e., for low-quality views) to either MEC or
the centralized cloud. The results show that our proposed offloading schemes significantly increase
the number of successful tasks.

Following the study of the first use case in this chapter, in the coming chapter we proceed to

review the second use case that is the resource optimization in MEC.
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Chapter 4

Resource Optimization

In this chapter, Section first introduces the resource optimization in MEC, motivating the joint
combination between MEC applications and network functions. Section {.2| then reviews and dis-
cusses the previous studies on the resource optimization in MEC. Afterwards, Section [.3] present

our system model and proposed optimization scheme followed by the realization and evaluation.

A part of this chapter (mainly Section has been published in our IEEE ISCC conference
paper [38] and submitted to IEEE TNSM journal paper [76]:

T. V. Doan, A. Kropp, G. T. Nguyen, H. Salah and F. Frank H. P., "Reusing Sub-chains of
Network Functions to Support MEC Services," 2019 IEEE Symposium on Computers and
Communications (ISCC), 2019, pp. 1-8.

T. V. Doan, G. T. Nguyen, M. Reisslein and F. H. P. Fitzek, "SAP: Subchain-Aware NFV
Service Placement in Mobile Edge Cloud," submitted to IEEE Transactions on Network and
Service Management (TNSM), 2022.

In the IEEE ISCC paper, we present our preliminary algorithm that reuses the subchain of
network functions for the joint optimization of MEC and NFV. In the IEEE TNSM paper, we

extend the study to examine the joint optimization of MEC and NFV in large-scale networks.

4.1 Introduction

MEC is characterised by its capabilities to move the cloud services closer to end users. Such a
feature paves the way for emerging applications ranging from latency-sensitive applications such
as self-driving vehicles and remote surgery to computation-intensive applications such gaming and
streaming applications. To bring these applications in the proximity of the end users, MEC can be

potentially deployed in various locations such as at the base stations or in the shopping centers. The
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deployment in such a distributed manner poses a critical challenge on managing the resources and

orchestrating the applications in MEC.

Moreover, the stringent requirements (e.g., latency and throughput) of the applications are ex-
pected to meet when deployed, and thus putting a huge pressure on the design of MEC. To solve
this challenge, recent studies [47] have been proposed to re-design the applications by employing
computation offloading schemes, e.g., offloading the computation-intensive tasks to MEC for remote
processing while handling the remained tasks locally at the end devices. Therefore, the comput-
ing offloading potentially improves the performance of the applications. However, considering the
end-to-end communication between the applications and the end devices, the performance of the

applications in MEC can be further enhanced.

We further examine in-network support to improve the performance of the MEC applications by
leveraging NF'V network functions. We gave some examples to shed lights on the impact of the NF'V
network functions in MEC. For video caching application in MEC, network functions such as Firewall
or Intrusion Detection System (IDS), when putting in front of the video caching application, could
protect the application from cyber attacks (i.e., attackers could send superfluous requests and thus
make the caching application incorrectly compute the caching ratio). Meanwhile, traffic optimizers
could employ various techniques such as traffic shaping and compression techniques to enhance the
network performance between the users and the applications in MEC. For the computing-intensive
applications, load balancers could be used to share the workload between multiple applications in

MEC.

In addition to the potential benefits, the involvement of NFV in MEC introduces significant chal-
lenges. The limited hardware resources already challenge the deployment of the MEC applications.
Meanwhile, the presence of the NFV network functions demands the hardware resources allocated
to support the MEC applications. Therefore, the question is how to efficiently manage the hardware
resources for both MEC applications and the NFV network functions considering the scarcity of
the resources in MEC. Such a problem becomes more exacerbated due to two following reasons.
First, the network functions are extremely diverse and can be distributedly deployed in the network.
Therefore, the placement of the network functions to support the MEC applications is a non-trivial
task. Second, the network functions are typically stitched with each other to form a service function
chain (SFC). For example, an SFC including a firewall and an IDS could strengthen the protection
of the MEC applications against the cyber attacks. The introduction of SFC further challenges the
joint placement of the network functions and the MEC application in MEC.

After finding the placement schemes, the subsequent challenge is to deploy the network functions
and the MEC applications on the underlying infrastructures. From the state-of-art studies, there
are two possible deployment options. First, the NFV MANO framework, which was proposed to
deploy the network functions, is also used for the deployment of the MEC applications [77(78|. This
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option makes the support of the MEC applications tightly couple with NF'V MANO functionalities.
Moreover, such a design makes the existing NFV MANO frameworks cumbersome and prone to
error. Meanwhile, the MEC framework demands a lightweight manner design so that it can be
easily deployed at various locations. Due to this requirement, coupling NFV and MEC functionalities
could potentially hinder the NFV MANO frameworks from being adopted in MEC. To overcome
the above issue, the idea is to design a dedicated MEC framework that is completely independent
from the NFV MANO frameworks [79,/80]. However, the lack of the cooperation with the NFV
MANO frameworks makes such a design impossible to leverage the network functions to boost the

performance of the MEC applications.

/ = ’& N ‘ £
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End’dic\‘iccs
Virtualization Infrastructure
Managers (VIMs) R V12

NFV » @ MEC >

Figure 4-1: An example of an MEC architecture consists of three layers, from left to right, including
end devices, NFV, and MEC (adapted from [76]).

We first take an intuitive example to motivate the combination between MEC and NFV. Specif-
ically, we show the potential of reusing NFV network functions in MEC. Fig. -1 shows an MEC
architecture consisting of three layers (from left to right): end devices, NFV, and MEC. The end
devices are under the coverage of a cellular base station. In the NFV layer, MANO is used to pro-
vide management and orchestration (MANQO) of NFV network services i.e., to improve the network
performance. Specifically, the MANO offers: i) service A including two network functions (NF 1
and NF 3) deployed on VIM 1 and an MEC application Appl deployed on VIM 2, and i) service B
including three network functions (NF 1, NF 2, and NF 3) deployed on VIM1 and an MEC appli-
cation App2 deployed on VIM2. Through the MANO, service A and service B share NF 1 and NF
3. In this way, the reuse of the network functions could save the hardware resources. Nevertheless,
achieving this goal considering the large-scale networks is challenging.

In the real-world implementation, the network functions can be distributedly deployed in the
network. Meanwhile, the NFV network services are diverse, i.e., including different types of the
network functions and with different order of them. Thus, while reusing the entire NF'V network
services is impossible, there is a solution to leverage individual network functions, which belong to
different NFV network services. However, finding an optimal solution for the reuse of the individual
network functions is challenging. On the one hand, the reuse of the individual network functions
greatly lowers the computation cost, i.e., no need to create new virtual machines or containers to serve

the requested network functions. On the other hand, the communication cost is potentially increased
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Figure 4-2: An example of the NFV network service configuration in OpenStack. The green curve
represents the service function path steering user’s traffic through NF 1, NF 2, and NF 3 (adapted
from [76]).

since the reused network functions might belong to different NFV network services. Many previous
studies |[81H84] have recently tried to seek the performance trade-off between the computation cost
and the communication cost. Meanwhile, the impacts of the reused network functions on the service

reliability and service configuration have remained unattended.

Service Reliability

For the service reliability, the reliability of a network function could seriously impact the entire NF'V
network service. This is because the NFV network service is a composition of multiple network
functions. Thus, it is critical to prevent multiple NF'V network services from sharing low-reliability
network functions. The hardware reliability is expected to be higher than the software reliability
when considering the replacement or redundancy cost [85|. This will be unfair if the high-reliability
application is placed on a low-reliability hardware devices. However, most studies consider only the

hardware reliability while ignoring the software reliability.

Service Configuration

The service configuration in cloud computing networks is an inevitable task, which is extremely
complicated, error-prone, and tedious. The misconfiguration of the cloud services becomes a critical
issue and leads to serious consequences such as data leakage or service outage [86,87|. Taking the
configuration of the NFV network service into consideration, the state-of-the-art studies focus on
the placement of the network functions but neglect how the NFV network service is configured in
the real-world implementation. In the following, we show why the configuration of the NFV network
service is worth to study.

The NFV network service is formed by the predefined order of the network functions, which is
well-known as a service function chain (SFC). The study of SFC is well considered in the litera-
ture [88H92| with its major concern about traffic steering through the involved network functions.
As defined in IETF RFC 7665 |88, an SFC architecture consists of three main components: network
functions, service function forwarders, and traffic classifiers. As the focus of SFC is on the traffic

steering, one first needs to classify incoming traffic into flows (i.e., based on predefined criteria such
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as source and destination IP addresses) so that they can be then handled by the corresponding SFCs.
Such a classification process leads to the introduction of the traffic classifier. Afterward, the question
is to steer the traffic of each flow between the involved network functions. Such a forwarding process

is performed by the service function forwarder.

Together with the SFC architecture, a dedicated transportation protocol is required to prevent
the dependence of the traffic steering for SFC on underlying networks. More specifically, without the
dedicated transportation protocol for SFC, topology changes (i.e., based on various factors such as
the change of routing protocols and new network nodes added or removed from the network) make
the traffic steering for SFC statically configured and tightly bounded to the network topologies.
Furthermore, many network functions such as firewall and network address translator (NAT) have
the ability to modify packet headers and thus complicating the traffic steering process. For instance,
if the traffic classifier identifies a flow based on the destination IP address, the involvement of NAT
could change the destination IP address and consequently make the packets of the flow unable to
reach the next network functions in the SFC. Thus, the use of the dedicated transportation protocol

for SFC enables elastic service delivery considering the fluctuation of the networks.

Recent studies proposed different transportation protocols [92] for SFC such as Network Service
Header (NSH) and Segment Routing Header (SRH). Among them, NSH is a well-known transporta-
tion protocol, which is inserted into the data packets to ensure that the traffic is correctly steered to
the network functions in an SFC. Since NSH contains the service function path identifier, it requires
network functions (i.e., if the network functions are SFC-unaware, there must be SFC-aware proxies
for them to encapsulate and decapsulate NSH) and service function forwarders to be aware of the
SFC. Thus, the use of NSH potentially introduces scalability issue while considering the large num-
ber of the SFCs. To tackle this drawback, SRH simply carries “segment” information instead of the
SFC information. A segment represents a pair of two adjacent network functions (subchain) in the
SFC. The use of segment routing implies that a network function or SFF only needs to acknowledge

the next network function, which the packets are forwarded to.

In summary, the configuration of the NFV network services basically requires a novel SFC ar-
chitecture and a dedicated transportation protocol as mentioned above. We proceed to give an
example of the NFV network service in the real-world implementation. Taking a closer look into
service B offered by MANO 2 in Fig. -1} we assume that VIM 2 is OpenStack. As provided by
OpenStack, Tacker [93] is a management and orchestration (MANO) framework for the NFV net-
work services. Meanwhile, Networking-SFC [94] is used to create the SFC for the NFV network
service. The procedure of creating an NFV network service in OpenStack is performed as follows.
First, an NFV service is requested through the API offered by Tacker. Afterwards, Tacker creates
the involved network functions in the requested NFV network service and calls the API offered by

Networking-SFC for the creation of the SFC.
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Fig. illustrates the creation of the SFC for the NFV network service in Networking-SFC.
First, Networking-SFC creates a flow classifier FC based on predefined criteria such as source and
destination IP addresses. Assume that each network function created by Tacker has one ingress
network port and one egress network port attached to its corresponding service function forwarder,
which is carried out by Open Vswitch [95]. In Fig. the ingress and egress ports of NF 1, NF
2, and NF 3 are in turns (P11, P12), (P21, P22), and (P31, P32). Networking-SFC then creates a
port pair (ingress and egress ports) for each network function. Let PP1, PP2, and PP3 created by
Networking-SFC are in turns the port pair of NF1, NF2, and NF3. Next, a port pair group is created
for each network function, whereby each port pair group may contain more than one port pair if
there are multiple instances for each network function. For simplicity, in this example each network
function has one instance and thus each port pair group contains only one port pair. Let PPG1 =
{PP1}, PPG2 = {PP2}, and PPG3 = {PP3} are in turns the port pair groups of NF 1, NF 2, and
NF 3. Finally, a port chain PC = {FC, PPG1, PPG2, PPG3} consisting of the flow classifier and
the port pair groups is created for the SFC of service B. Notably, one can specify the transportation
protocol (i.e., NSH) via chain_ parameters when creating the port chain. Networking-SFC then
“populates” the port chain configuration into: 4) classifier 1 and classifier 2 for the flow classification
configuration and the transportation protocol, and i) SFF 1, SFF 2, and SFF 3 for the port pair
group configuration and the transportation protocol.

As can be observed from the above example, more NFV network services result in more compli-
cated service configuration for the entire network. Sharing the individual network functions [81{-84]
(i.e., which belong to different NFV services) makes the service configuration exacerbated. The
misconfiguration of an NFV network service potentially influences other services. For example, a
network function is currently shared between two different NFV network services. Assume that a
new NFV network service is also trying to reuse this network function. While configuring the SFC
for this new NFV network service, the existing forwarding rules between the reused network function
and other network functions in two other services are mistakenly removed. This misconfiguration
ends up the failure of two other NFV network services.

To summarize this section, taking advantage of the combination between MEC and NFV, we
study the placement optimization in terms of the computation cost, the communication cost, the
recovery cost, and the chain configuration cost of the NFV network services under various constraints

such as computing capacity, link capacity, and end-to-end service delay.

4.2 Related Work

There are numerous studies tackling the challenge of application placement in MEC [2124]. Goudarzi

et al. have studied the placement of IoT applications in MEC with the focus on minimizing the
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execution time and energy consumption. Meanwhile, Taneja et al [21] proposed a placement scheme
for the IoT applications by taking advantage of the interplay between MEC and the centralized cloud
computing. With the focus on applications that serve the high-mobility users, Hossein et al. |22]
introduced a placement scheme to maximize the QoS for all users while considering the limited
energy budget of the MEC servers. Similarly, Bahreini et al. 23] presented the placement schemes
for the multi-component applications (i.e., the applications that include multiple components; each
component can be distributedly deployed on different MEC servers), taking into account the mo-
bility of users and network capabilities. The multi-component applications have also been studied
in [24], whereby the authors propose online placement schemes with the presence of the interplay

between MEC and the centralized cloud computing.

A significant number of studies on the NFV placement [96-99] are based on the centralized
cloud computing, focusing on various performance perspectives such as hardware resources (e.g.,
CPU and memory), network resources (e.g., link bandwidth), and energy consumption. In [96], the
authors studies the NFV placement with the objective is to minimize the hardware resources in
the data center under the consideration of time-varying workloads and basic resource consumption
(i.e., resources consumed to maintain basic functions such as the operating system and the libraries
of the network functions). The study in [97] improves the CPU and bandwidth utilization by
coordinating the selection (i.e., assume that the instances of each network function are unnecessarily
identical), placement, and routing. Bari et al. [98] tried to minimize the energy consumption and
carbon footprint by utilizing the renewable energy and simultaneously making the placement and
consolidation decisions so that unnecessary devices (e.g., switches and servers) are put into low-power

consumption state.

Recent studies [L00H106] have moved the focus on the NFV placement in MEC. Li et al. [105]
have considered NFV placement and resource optimization in a hierarchical and geo-distributed
edge computing paradigm. Solozabal et al. [104] have chosen to modify the VIM entity, considering
the mixed radio-cloud environment at the edge. Zhao et al. [L01] have proposed to merge multiple
Service Function Chain (SFC) requests into one request in order to utilize resources in cloud-fog
environment. However, the above studies require the resources (e.g., VMs) instantiated to serve
the requests. When the lifetime of the requests is expired, the deployed VMs could potentially
become idle and thus mitigating the efficiency of the placement schemes i.e., which did not consider
utilizing the VMs to serve multiple requests. Liu et al. [106] consider the SFC deployment and
resource management in heterogeneous MEC environment. As the challenge in MEC is to allocate
the limited resources for a large number of users, reusing the existing resources could be potentially
applied. Kuo et al. |81] have proposed the joint optimization of VNF placement and path selection
by considering sharing the network functions between multiple SFCs. We acknowledge that the

chain configuration cost is worth mentioning since it is cumbersome and error-prone. Our previous
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studies [107,/108| have solved this issue by reusing the whole SFCs instead of the individual network
functions. However, this solution results in less efficient use of resources as compared to [81]. Jia
et al. |109] consider routing walk (one network node can be visited several times for each request)
instead of routing path but requires revisit the node potentially introducing the communication cost.

In this paper, we propose to combine the advantages of the two aforementioned approaches
[81,/107] to improve resource utilization while reducing the network configuration cost. Toward
this end, a novel architecture for MEC, called APMEC, is proposed to take advantage of the NFV
functionalities. We are the first considering the reuse of the network functions while taking into

account its impact on the reliability and chain configuration.

4.3 Joint Optimization between MEC and NFV

4.3.1 System Model

We consider a network graph G = (V| E) representing an edge cloud network consisting of a set V
of network nodes and a set E of edges. Each of the |V| network nodes is an MEC server with node
computation capacity C, and node reliability Rel,. Each edge e € E is a link connecting two MEC
servers. Let B, and D, denote the available bandwidth and delay of link e, respectively.

We denote F' as the set of given network functions that are allowed to deploy in the network.
Each network function f € F' with the reliability Rely and processing delay D; when deployed
requires the computing capacity C;.

Unlike many previous studies [97}{110H114] which assume a network node has the ability to serve
any given network functions if the node has sufficient computing capacity, we denote F,, C F' as the
set of network functions allowed to deploy on node v € V. The reasons for the introduction of F,
are presented as follows. First, F,, ensures that the placement of the network functions for different
service requests will be performed in a fair manner. More specifically, if every node v € V is able
to host any network functions f € F, the preceding service requests will try to simply and greedily
“fill“ node v with their requested network functions to optimize the deployment costs, e.g, reduc-
ing the communication cost and lowering end-to-end latency while easing the service maintenance
(maintaining the deployed network functions on a single network node potentially introduces less
effort than being distributedly deployed on different nodes). Consequently, the succeeding requests
are potentially rejected when they adopt the network nodes that are already overloaded. Second,
in the practical deployment point of view, network functions can be vendor lock-in and thus might
be impossible to be available at all network nodes. Third, modern network functions require spe-
cial hardware characteristics that might not be supported by all network nodes. For instance, the
network functions deployed using popular high-performance packet processing frameworks such as

NFF-Go [27] or OpenNetVM |26] require network interface cards of the network nodes that are
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System model

G=(V,E) Graph @ including nodes set V' and links set E

Cy Computation capacity of node v € V

Rel, Reliability of node v € V

F Set of network functions f € F

F,CF Set of allowed network functions on node v € V'

Dy Processing delay of network function f € F'

Cy Required computing capacity of network function
feF

Iy Deployed instances of network function f € F,

Rel ¢ Reliability of network function f € F

S Set of overall services s € S

R, Traffic rate of service s € S

Cs Requested processing capacity of service s € S

Dy Delay constraint of service s € S

F,CF Set of requested network functions in s € S

VisCV Set of network nodes v € V that are allowed to serve

network functions f € F; (s € 5)

) The predecessor of f € Fy in service s € S, its serving
node and instance, respectively

Py(s.s), Routing path between node V(f, s) and node v € V5

Ly f.s Deployed instances of network function f € F on
node v € Vi (s € 5)

B., D, Bandwidth and propagation delay of link e € F

Se C S Set of running services which traverse the link e € E

Decision variables

z$, A decision variable indicates whether network service
s adopts node v € V¢ , to serve the requested network
function f € Fj

Ty A decision variable indicates whether network service
s reuse instance ¢ € I, y on node v € V to serve the
requested network function f € Fj

Ty A decision variable indicates whether the routing

path Py(f ), between node V(f,s) and node v €
V},s traverses link e € E (f € F; and s € S)

Table 4.1: Summary of key notations
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compatible with Data Plane Development Kit (DPDK) [115].

Let S denote the set of requested network services. Each service s € S requests a set of network
functions Fs; C F with a given traffic rate Rs and delay constraint Dg. In this paper, we use the
term “deployed services* to indicate all services s € S which are already deployed in the network, i.e.,
including the running services and the expired ones. We denote I, ¢ as the set of deployed instances
of f € F, on node v € V. Note that I, s is existed when the deployed services s € S request the
same f on node v. For a requested network service s € S, let P(f, s) be the predecessor of f € Fj;

V(f,s) and Z(f, s) are in turns the network node and instance of P(f,s).

4.3.2 Cost Components

Computation Cost

We first present how the computation cost is calculated as follows. Considering the processing de-
mand of a network function in a requested service, a placement scheme first tries to reuse an existing
instance on a network node, i.e., if succeeded, we denote this case as reuse. We assume that the
processing demand of the requested network function is served by only one instance. This is because
the cooperation of multiple instances to handle the processing demand of the requested network
function could require the strong consistency and potentially introduce considerable processing de-
lay. Thus, if none of the existing instances have enough capacity to serve the processing demand
of the requested network function or no instance is existed on the selected network node, a new
instance is then created. Thus, we denote this case as non-reuse.

For each requested network function f € Fj in service s € S, let V¢ s C V be the nodes that are
allowed to serve network function f. Meanwhile, I, s is the set of deployed instances of network
function f € Fs on node v € Vy (s € S). Let o3, be a decision variable, whereby x4 , = 1 indicates
that network service s € S adopts node v € V¢, to serve the requested network function f € Fj;
x, =0 otherwise.

We denote C5°™P as the total computation cost to serve service s € S, whereby CS°™P is calcu-
lated by the sum of the computation cost C¢°;"” for each requested network function f € F.

We first calculate the expected computation load Ef}o;“ P on node v € Vy; after serving f € F;

by a new instance (non-reuse case) as:

EfY=Cr+ Y Cplluy] (4.1)
fiep,

In Eq. |Zo, /| denotes the number of deployed instances of network functions f’ € F, on node
v € Vysand 3 i p Cplly | denotes the existing computation load of node v.

Let F7%, be a factor denoting the impact of network function f € Fs on node v € Vy s:
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Cy
= cCOIm’ (42)
B

7;

.)v

We denote S f.,,; C S be the set of running network services s’ € S s, ; which shared an instance

i € I, 55 on node v € Vy, with each other. We denote Ic‘md ={ili € I, 15, Cs + >, CS/ <

8'€Ss,f .0,

Cy} as a set containing all candidate instances ¢ € I, ;s on node v € Vj, which have sufficient
computing capacity to serve network function f € Fy of service s € S. Note that Il‘j‘“f = () if there
is no candidate instances of f € F, on node v € V. To cover this case, let x5, be a decision
variable indicating whether a new instance is created to serve network function f € Fy on node

Ve Vf7s.

new 11fIC“"d () and Cf+2f’€F Cy|L, 5] < Cy, A
‘rs,f,v - ( 3)
0 otherwise

We next denote r%,;asa decision variable, whereby xh,; =1 indicates that a requested service
s € S adopts instance i € Ig“;“si on network node v € Vy ¢ to serve the network function f € Fj;
z%,; = 0 otherwise.

Ecomp

v.5. f i of instance i € Ic‘md on node v € Vy, is calculated by:

The expected computation load

B =Co+ Y. Ca, (4.4)

s'€Ss fiui

whereby Cy is the existing computation load of instance i € I} C‘““i

Ss'€Ss fu,i
Let F3 ,; be a factor denoting the impact of the computing demand Cs of service s € S on

instance ¢ € I C‘md We compute F7 , ; as follows:

Cs
Fjos = g (4.5)

The computation cost CSCO;T’I ¥ to serve network function f € Fy of network service s € S on node

v € Vi s is expressed as follows:

Cz?;?(? =Y fw gefwv + Z xj v,1 f ) (46)

cand
ZGIUY S

Eq. shows that CEO;H P is significantly reduced if node v € V; 4 is the most utilized node and

instance 7 € [ C“fg is the most utilized instance on v. For the non-reuse case, the computation cost

Cy is determined by C7%" = F3 . Subsequently, C{%"” depends on the expected computation
load of nodes v € Vy, after placing a new instance for f on node v. The higher the expected
computation load on node v (i.e., the more utilized node v is), the lower the computation cost

.. This also means that placing a new instance on a low-loaded nodes v € Vj ; introduces
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Ccomp

significant computation cost C Fov

The computation cost C¢°"" for each network function f € Fy

in service s € S is calculated by:

comp 2 : va SCO‘;ILp (47)
’UGVfS

The computation cost C°™P to serve a network service s € S is determined by:

Ccomp Z Ccomp (48)
fEFs

Communication Cost

Considering network function f € Fy and its predecessor P(f, s) in service s € S, we denote Py ),
is the routing path between V(f,s) and v € V; ;. We denote z%, . as a decision variable, whereby
z}, . = 1 indicates that link e € E is included in Py s) o5 2}, . = 0 otherwise. Let Se C S be the
running services s” € S. which share the link e € E. For the links e € E that belongs to Py 5.,

comm

the total expected link usage E¢' Fo 18 given by:

;:o){nm Z ij v, e R, + Z RS//) (49)

ecE s""€S,

The communication cost C{%"" when serving f € F, on v € V5 is given by:

2iccrTivels
;370;?511 = eeE‘comm - (410)
fv

Eq. .11} implies that the communication cost C$%7" is significantly reduced if the most utilized
links e € E are included in Py ) ,. The communication cost C;’f’;nm for each network function

f € Fs in service s € S is calculated by:

commi Z va ;:ofx?vm (411)
veVy s

We calculate the total communication cost C°™™ as follows:

ceomm = N " oo (4.12)
fEFs

Chain Configuration Cost

Considering a subchain (P(f,s), f) in service s € S (f € Fy), we denote xz(s),; (i € I, ys) as a
variable, whereby x7s ) ; = 0 indicates that the paired instances (Z(f, s), ) is used by the subchain

of any deployed services; xz(s ) ; = 1 otherwise. Let C’gl}ag‘ be the chain configuration cost for the
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subchain (P(f,s), f) if f € Fy is served by node v € Vy 5. Thus, C#n is calculated by:

s, fv

O =) (. (4.13)

i€ly 5 s

The chain configuration cost C’g‘fi“ for each network function f € Fj in service s € S is calculated

by:

Coft = 3w LRy #4149
’IJGVf)S

The total chain configuration cost C#" for the network service s € S is given by:

C;hain _ Z C;}}ain (415)

fEFs
In Eq. [£15] if there is no instance to be reused for all requested network functions or none of
the reused instances belong to the subchain of any deployed network services, Ch#" is determined
by Cain — |F | — 1. Ideally, CP8i" = 0 if the chain of network functions f € Fj in the requested

service s € S is a part of any deployed services.

Recovery Cost

The recovery cost C;?}} when serving network function f € F, on a network node v € Vy 4 is modelized

as:

s fo = 1 — RelyRel, (4.16)

In Eq. [17] the higher network function reliability and node reliability, the lower recovery cost

rec

for
The recovery cost Cg% for each network function f € Fj in service s € S is calculated by:

SE= ) 27,05, (4.17)
vEVy s

We then compute the total recovery cost for network service s € S as follows:

cre=> % (4.18)

fEFS

The reliability Rels of service s € S is calculated by:

Rely= ] | Y. #},RelsRel, (4.19)
feFs vevf,s
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From Eq. 7 we could use C}°° = 1— Rel,, which is the failure probability of service s € .S, to
represent the recovery cost. However, this way requires that the placement of all network functions
f € Fy is simultaneous known. Meanwhile, to reduce the computational complexity, (meta-) heuristic
algorithms potentially determines the placement of the network functions f € Fy individually. Thus,

we only use Rels as performance metric to evaluate the studied algorithms.

4.3.3 Constraints

We proceed to present the constraints for communication cost. Meanwhile, the computing capacity
constraints are mentioned in Section when introducing e, (computing capacity constraint

for network node) and I, fj“f"g (computing capacity constraint for network function instance).

Network Node Selection

For a network service s € S, the network node constraint means that the network function f € F;

is only served by one network node v € Vy,. This constrain is modeled as:

> aj,=1 VseS feF, (4.20)
’UEVf’S

Network Function Instance Selection

For a network service s € S, if the network function f € F adopts network node v € V; 4, it will be
served by only one instance i € If)?]lld on node v, i.e., there could be multiple instances of f on v.

This constraint is rewritten by:

Y T D Thei=1 VseS fER (4.21)
vEVy,s iercapd

Node-instance Relation

This constraint ensures that the relation between the adopted network node and the adopted network

function instance is consistent.

xh,= Y wj,, Vs€S feF,veVy, (4.22)

iEIf}‘ff"j
Link Capacity

If service s € S adopts link e € E for the service path, the link capacity constraint ensures that link

e has enough capacity for s. We formulate the link capacity constraints as follows:
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Ro+ Y a3, a5,. Y Rew<B. VfeF,s€eS (4.23)

vEVy o ecE s"€S.

Service Delay

We acknowledge that the service delay typically includes the transmission delay, the link propagation
delay, the queuing delay and the processing delay. As stated in many previous studies [98}[100L{116],
the transmission delay and the queuing delay are negligible. Thus, we define the service delay for
service s € S as the sum of propagation delay of all traversed links e € E and the processing delay

of all network functions f € Fj.

SADr+ Y a3,> ah,.De| <Dy VseS (4.24)

fEFS vEV), s e€E

4.3.4 Objective Function

We aim to minimize the total cost C'°*3!  which incorporates the computation cost CS™P  the
communication cost C°™™  the chain configuration cost CP#n and the recovery cost C°¢ for all

network functions in network service s € S.

min C{°“! = min (aC5™P + BCL™™ + 4O +6C1°) (4.25)

where «, 3, 7, and § are tunable weights that control the relative importance (priority) of computa-
tion cost, communication cost, chain configuration cost, and recovery cost subject to the constraints
of Section 511

NP-Hard proof for the problem in Eq.[5.18: We show the NP-hardness of our problem in Eq. [5.18]
by a reduction from a special case of Generalized Assignment Problem (GAP) [117], which is known
as an NP-Hard problem. Accordingly, GAP is defined as follows. Let A and B be in turns a set of
|A| items and a set of |B| bins. Each bin b € B is associated with a budget ;. Let p, and wq
be in turns profit and weight when assigning item a € A to bin b € B. We denote z,; is a decision
variable, whereby x,;, = 1 if item a € A is assigned to bin b € B; z,, = 0 otherwise. The goal of
GAP is to optimally assign items a € A to bins b € B so that the total profit of packed items is

maximized. We formulate this goal as follows:

max E § La,bPa,b

acAbeB

s.t. Z TapWap <ty VbEDB (4.26)
acA

Zxa’bzl Va e A

beB
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We proceed to transform the problem in Eq. to GAP as follows. We first simplify the
problem in Eq. by setting « = 1 and 8 = v = § = 0. The problem is transformed to the one
that tries to minimize C5°™ subject to all constraints mentioned in Section [5.5.1] From Eq. ff.8]and
in Eq. we then rewrite CS°™ in Eq.( as follows:

come = Y e

fEFS

o comp

=D > O (4.27)
fEFs vEV)

=3 Y (w0 -CD)
fEFs veVy s

Let assume there is no deployed instances to be reused for all requested network functions f € F

(z ‘;ejﬁ"v =1Vse S, f e Fs,ve V). Thus, from Eq. and Eq. (4.2) we have C{%° = Fj7 =

Ecomp Consequently, Eq. (4.27)) is transformed to:
v, f,s

crom — 3 ( $ (- Eg{np)>

fEF vEVy o v, fs
comp (4.28)
s s Ev’f B Cf
= Z Z mf,v - xf,v Ecomp
fEFs vEVS o v, fs

In Eq. (4.28), let C3% = E°Y — Cy be the current computing load of node v € Vy 5 before
considering the assignment of f € Fy to node v. Thus, Eq. (4.28) is expressed by:

OC’U.’I'"I"
e = 3 z( —w:«szofn;)

fEF, vEV;., v.f,
B B Csu]z:r
SIDMCRE
JEFs vEV) fs (4.29)
51,;(7_"7‘
=D D e ) D e Fore
fEFs vEVS fEFs veVs s
C’IJ,f?."T‘
=IFsl= Y Y Thopems
fEFs vEV) o vf,

From Eq. (4.29), the problem in Eq. (5.18) is finally transformed to:

CuTT

Z Z f7 (13}0{1711) ’ (430)

fEF, veV; , E, ofrs

The simplified problem in Eq. (4.30) subject to the constraints in Section is a GAP instance
as mentioned in Eq. (4.26]). Thus, the NP-hardness of problem in Eq. (5.18) is proved.
Since the problem in Eq. (4.30) is service level, we further transform it so that it could be easily

used by the (meta-) heuristic algorithms which individually solve the placement of the network
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functions of a requested service (network function level). Thus, the problem in Eq. (#.30) is rewritten

by:

where

min C;Ot“l = min (aC’gomP + gCgemm 4 ’yCﬁh‘”” + 5C§e°) ,

—min | 33 @, Clp

fEFs veVy s

(4.31)

C;O}‘Ll is the total cost if the network function f € F, (s € S) is served by node v € Vy:

Clofl = aCOPP + BCPA™ +4C8n 4+ 5055, (4.32)

Algorithm 4: Heu-SAP algorithm

Input :G=(V,FE), F, s
Output: Listéend

1 Listéond =]
o (total —
3 for f € F; do

© g O s

10
11
12
13
14
15
16
17
18
19
20

Listgf’;t =1]

for v € V;, do

if constraints Egs. and are violated then
‘ continue

end
Calculate CJ%"" using Eq.(

Calculate Co7™ using Eq.(
Calculate C:’;“f}" using Eq.(
rec

Calculate C{%f , using Eq.( [4.16

Calculate C’;O}“vl using Eq. (4.32) for node v

s

Lists".append(

end
cand _ ; ; ofCost
v = arg,min(List°")

cand cand

Get instance i on node v
pair — (,Ucand’ Z'Cand)

List¢e append(pair)

end

4.3.5 Proposed Optimization Schemes

To solve the problem in Eq. there are two possible solutions by employing heuristic and meta-

heuristic algorithms. While the heuristic algorithms are tightly applied for a specific problem, the

meta-heuristic ones leverage general techniques [118| that have been proved to efficiently solve a

broad range of problems. Thus, employing the meta-heuristic algorithms is widely considered in

the literature [119]. Among them, the most popular ones include ant colony optimization [120],

65



genetic algorithm [121], and Tabu search algorithm [122|. As mentioned in [123], the Tabu search
algorithm introduces less complexity than the others. Since such a feature is well-suited for low-
latency requirement in MEC, we employ the Tabu search algorithm to solve our problem in Eq. f.18]

Tabu is an iterative search process used for mathematical optimization. It first starts to explore
the search space from an initial solution and then iteratively performs moves from its neighborhoods
to transit from a current solution to a better one until the stopping condition is met. The imple-
mentation of Tabu search uses Tabu list representing a memory structure to describe the visited
solutions, allowing it to avoid re-visiting the previous solutions. We describe major elements of the

Tabu search algorithm as follows:

e Tabu starts searching with an initial solution which is described in Algorithm [} We propose a
greedy initial algorithm that tries to seek a best “node-instance* pair for each network function
in a requested NFV network service. A node-instance pair consists of a target network node
and a target instance used (or newly initiated) to serve the network function. The Algorithm EI
is performed as follows. First, we iteratively examine all possible candidates v € V¢ s for each
network function f € Fy (lines 3-21). Accordingly, the algorithm bypasses a node v if the
link capacity Eq. and the service delay Eq. are violated (lines 6-8). Otherwise,
we compute the computation cost Cgf)ﬁp using Eq.( , the communication cost Cg"f”z)m
using Eq.( , the chain configuration cost C’;‘}}af)" using Eq.( , and the recovery cost

f, using Eq.( for each network function served by node v (lines 9-14). For the

comm

communication cost C ;%" ™,

we note that the Dijkstra algorithm is employed to compute the
shortest path between a network function and its succeeding one. Afterwards, the total cost
Ctofal is calculated using Eq. and then added to a list List(%" (lines 13-14). In lines
16 to 17, we adopt the target node v°*"? with the minimum total cost from Listgj’]ft and the
target instance i°*"? on node v°*"?, i.e., i°*"? is determined while calculating C;Jf’ﬁ)p in line 9.

Finally, we create a pair consisting of v°*"¢ and i°®"? and then add it to List<®"? (lines 18-19).

e Tabu explores the neighborhood of the current solution to seek the better one as outlined in
Algorithm[7] A neighborhood solution is determined by applying a single move from the current
solution. A move is defined as a mapping between a network function and a node-instance pair.
We first randomly select a network function f from F,. Afterwards, we move its corresponding
node-instance pair to another that satisfies the constraints described in Section To
examine all possible node-instance pairs, we select a random network node in Vy, and then
randomly adopt the instance of type f on node v, i.e., if there is no instance of type f on node

v, a new instance is assumed to create.

e To prevent cycling the previously visited solutions, Tabu uses a list (i.e., Tabu list) to store

moves. The move that satisfies the constraints in Section B.5.1] is added to the Tabu list

66



Listiapy. If the Tabu list exceeds its pre-defined length, the algorithm is stopped. This facil-
itates reducing the complexity of the search process. Notably, we set an aspiration criterion,
whereby if it is met, the move is released from the Tabu list. The aspiration criterion is defined

as the case when a better solution than the current best solution is found.

In summary, our proposed algorithm that relies on Tabu search, as outlined in Algorithm [7] is
presented as follows. First, the initial solution Sy containing a list of target MEC servers is obtained
from Algorithm |§| (line 1). Afterwards, Sy is assigned to the current solution Sgy.- and the best
solution Spest, while a tabu list Listiqp, is also initialized as empty (lines 2-3). A while loop is
performed to iteratively seek a solution until the number of iterations exceeds isop (lines 4-24).
Specifically, the move strategy is applied and S¢y is updated from the move (lines 5-6). The total
cost f(Seurr) is re-calculated using Eq. and then the number of iteration is increased by one
(lines 7-8). In lines 9 to 19, the algorithm determines whether the move is in Listiup,. While the
move has not been previously visited, unless the length of Listiqp, exceeds iiqpy, the move is added
to Listiqpy; the algorithm is stopped otherwise (lines 10-14). If the move is in Listiqpy, the algorithm
checks whether the aspiration condition is met (lines 16-18). The move is released from Listiqp, if
the total cost of S.y, is lower than the one of Spes;. In lines 20 to 23, if a solution is found, the

algorithm assigns S¢yr t0 Spest and restarts the while loop.

4.3.6 Realization

In this section, we first introduce the concept of the management and orchestration (MANO) frame-
work in MEC. Derived from the concept, we then describe the requirements of the MANO framework
in MEC. Afterwards, we present the reference MANO framework and the real-world MANO frame-
works in MEC. We then introduce APMEC that is our proposed MANO framework in MEC.

The Concept of MANO

The MANO framework in MEC, which is also frequently referred as MEC framework for simplicity, is
responsible for managing the resources such as computation and storage resources and orchestrating
the applications in MEC. Intuitively, the objective of the MANQO framework in MEC is similar
to that of operation systems such as Windows or Linux. While the operating system manages
the hardware resources and the applications running on a computer, the MANO framework in
MEC manages the resources and the applications across multiple MEC servers. More specifically,
the MANO framework provides the resource inventory, e.g., the available resources on each MEC
server. Thanks to this feature, the MANO framework performs the automated provisioning of the
applications by allocating the resources to the applications on specific MEC servers. Moreover,

the MANO framework also performs other essential life-cycle operations of the applications such as
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Algorithm 5: Tabu-SAP algorithm

Input : G=(V,E), F, s, istop, itabu
Output: Spest
1 Sp = List® obtaining from Algorithm EI
2 1= 07 S(:urr = S07 Sbest = SO
3 Listigpy =[]
4 while ¢ < ig4,, do

5 move = MoveStrategy(Seurr)
6 Update(Seyrr) from the move
7 Calculate f(Scyurr) using Eq. |5.18
8 t=14+1
9 if move is not in Listiqp, then
10 if len(Listiapy) < itaby then
11 ‘ Listiqpy-append(move)
12 else
13 ‘ break
14 end
15 else
16 if f(Securr) < f(Spest) then
17 ‘ Listiqpy-remove(move)
18 end
19 end
20 if f(Scurr) < f(Sbcst) then
21 Sbest = Scurr
22 1 =0
23 end

24 end




monitoring, updating, deleting, and scaling.

Requirements

Unlike the operating system that manage the resources and applications in a single computer, the
design of the MANO framework in MEC is challenging because of two reasons. First, the MEC
servers are distributed in the networks and have the scarce resources, thus making the resource
management in MEC challenging. Second, the applications in MEC are also diverse, i.e., their
characteristics differ from each other. Consequently, orchestrating the applications challenges the
design of the MANO framework in MEC. Considering the above challenges, the design of the MANO

framework in MEC has to meet two following requirements:

e A global view of resources: The MANO framework in MEC demands a global view of
the resources across the MEC servers. To carry out this requirement, the MANO framework
in MEC requires the interactions with the underlying MEC servers. Specifically, the MANO
framework in MEC requests the inventory of the resources in the MEC servers. Afterwards, the
MEC servers collect the information about their resources (e.g., CPU, memory, and storage)
and send them to the MANO framework. Toward this aim, the MEC servers have the ability

to expose their APIs for the resource inventory from the MANO framework.

e Functionalities for orchestrating the applications: The MANO framework in MEC has
to expose its APIs, allowing its users to request the life-cycle operations of the applications.
Afterwards, the MANO framework has the ability to analyze the application requirements
such as the required resources (e.g., CPU, memory, and storage) and operating system image
(e.g., Ubuntu or Windows). The MANO framework then needs to invoke the corresponding
functionalities to fulfill each requirement. Thanks to the global view of resources, the MANO

framework finally deploys the application on a target MEC server.

MANO Reference Architecture

The reference MANO framework [7] in MEC provided by ETSI has shown its importance as it
inspires the implementation of various real-world MANO frameworks in MEC. The reference MEC
framework is driven by ETSI MEC Industry Specification Group, a standardization group who
has special interests in ETSI founded by industries such as IBM, Nokia, and NEC. We proceed to
present the reference MEC framework that consists of the internal components and the reference

points connecting these components.
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Figure 4-3: ETSI MEC reference framework.
Components

As shown in Fig. the reference MEC framework is divided into two levels, namely MEC host level
and MEC system level. The MEC host level provides the functionalities for managing the resources
and the life-cycle operations of the applications running on a specific MEC host (i.e., MEC server).
More specifically, the MEC host level, from top to bottom, includes MEC manager, VIM, and MEC
host. The MEC manager provides the interfaces for the MEC system level to request the resource
management and the life-cycle operations of the applications on a specific MEC host. The VIM
bridges the MEC manager and MEC host, providing the global view of resources by interfacing with
the MEC host. The MEC host allocate the resources such as CPU, memory and storage for the
deployment of the applications. The MEC system level provides more abstracted functionalities than
the MEC host level. Specifically, the MEC system level is responsible for managing the resources
and orchestrating the applications across multiple MEC hosts. To carry out these functionalities,
the MEC system level provides MEC orchestrator that interfaces with the MEC managers and VIM
in the MEC host level. We describe the major components of the reference MEC framework as

follows:

e MEC host: It includes a virtualization infrastructure, MEC applications, and a MEC plat-
form. In particular, the virtualization infrastructure provides the virtual resources abstracted
from the underlying hardware resources such as CPU, memory, and storage. The MEC ap-
plications are deployed on the virtualization infrastructure. Meanwhile, the MEC platform
provides various services such as traffic rule control or DNS handling for the deployment of

the applications on a specific MEC host.
e VIM: It manages the virtualization infrastructure on the MEC hosts, e.g., indicating the al-
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location of the virtual resources for the application to the virtualization infrastructures. In
the real-world implementation, VIM includes multiple components, each manages a specific re-
source. For instance, OpenStack considered as a VIM provides Nova and Neutron for managing

the computation and network resources, respectively.

e MEC manager: It consists of MEC platform element manager, application rules and re-
quirements manager, and application life-cycle manager. The MEC platform element manager
is responsible for the element management of the applications such as FCAPS (fault, con-
figuration, accounting, performance, and security). The application rules and requirements
manager provides the services such as authorizations, traffic rules, and DNS configuration for
the applications. The application life-cycle manager accounts for the life-cycle operations of

the applications such as instantiating, updating, and scaling.

e MEC orchestrator: It is the main components in the mobile edge system level, receiving the
requests from both Operating support system (OSS) and User App Life-cycle Management
(LCM) proxy. Meanwhile, OSS is responsible for deciding to serve the requests. For the
users who are already registered and validated, their requests can be directly forwarded to
OSS through Customer Facing System (CFS) portal. For the users from third parties, their
requests are first sent to the User App LCM proxy for the validation and then forwarded to
either OSS or the MEC orchestrator. After receiving the user’s requests, the MEC orchestrator
allocates the resources to the requests via its interaction with VIM and then dispatches the

requests to the MEC manager to further handle the requests.

Reference Points

The reference points provide the connections between the component, thus facilitate the internal
processing of the MEC framework. We proceed to describe the references points and show how
their roles in the MEC framework. First, the authorized user’s requests can be sent from the CFS
portal to OSS via the Mx1 interface. Meanwhile, the User App portal receives the unauthorized
requests and then forwards them to the User App LCM proxy through the Mx2 interface. After
validating the unauthorized requests, the User App LCM proxy send them to either OSS or the
MEC orchestrator though the Mm8 and Mm9 interfaces, respectively. For the requests received
via the Mx1 and Mm8 interfaces, OSS decides on the acceptance of the requests and then dispatch
them to the MEC orchestrator via the Mm1 interface. Next, the MEC orchestrator checks the
available resources on the mobile edge hosts via the Mm4 interface with VIM and then dispatch
the requests to the MEC manager for further processing via the Mm3 interface. Notably, OSS can
also directly request the functionalities from the MEC manager such as MEC platform configuration

or fault tolerance management via the Mm?2 interface. After receiving the requests, the MEC
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Framework Framework Description

StarlingX [17] Founded by Open Infrastructure Foundation, its objective is to provide cloud
infrastructure software stack in MEC for various applications such as IoT and
video delivery. The VIMs of StarlingX are OpenStack and Kubernetes for the
VMs on containers, respectively.

Airship [18] Founded by Open Infrastructure Foundation, its goal is to provide automated
cloud provisioning based on the open-source tools. Airship focuses on Kuber-
netes as the VIM.

Akraino 19| Founded by LF Edge organization. It aims to provide open infrastructures
and application blueprints for various use cases such as IoT and AI. Akraino
employs both OpenStack and Kubernetes (or Docker) for VIMs.

EdgeX [124] Founded by LF Edge, its purpose is to provide MEC framework as a middle-
ware platform for IoT devices. EdgeX adopts Kubernetes (or Docker) for the
VIM.

Baetyl [125] Founded by LF Edge, it provides a general-purpose platform in MEC, ab-

stracting different forms of hardware infrastructure to a unified container en-
vironment. Therefore, Baetyl considers Kubernetes (or Docker) as the VIM.

KubeEdge [126] | Founded by Cloud Native Computing Foundation, it aims to provide a Kuber-
netes native MEC framework. Therefore, Kubernetes is the VIM in KubeEdge.
MobiledgeX [20]| | Founded by Deutsche Telekom, Telefonica, and British Telecom. Global, its
aim it to provide a cloud-native MEC platform for telecom companies. Mo-
biledgeX adopts Kubernetes (or Docker) as the main VIM.

Table 4.2: A summary of the popular MEC frameworks.

manager performs essential functionalities such as the MEC platform configuration via the Mm5
interface with the MEC platform. In addition, the MEC manager performs the requests for the
life-cycle management such as the creation or deletion of the applications via the Mm6 interface
with VIM. Through the Mm?7 interface, VIM dispatches the life-cycle management requests to the
the MEC host. Afterwards, the virtualization infrastructure on the MEC host executes the life-cycle
management of the applications. The virtualization infrastructure can also request the services such
as DNS handling for the applications from the MEC platform. This process is performed via the
Mp?2 interface between the virtualization infrastructure and the MEC platform. The MEC platform
provides the services for the applications via the Mpl interface. In addition, the MEC platform can

also cooperate with other MEC platforms via the Mp3 interface.

State-of-the-art MANO Frameworks

In this section, we first present the related MANO frameworks that only orchestrate the applications
in MEC. We then introduce the MANO frameworks that consider the joint orchestration between

the applications and the network functions.
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The Orchestration of Applications

We outline seven most popular open-source MEC frameworks in Table including StarlingX,
Akraino, Airship, EdgeX, MobiledgeX, KubeEdge, and Baetyl. In addition, we also summarize the
activities of edge computing group in OpenStack, who has actively contribute to the development of
not only MEC frameworks but also other perspectives such as identifying use cases and development
requirements.

Open Infrastructure Foundation (OSF) is an open-source foundation whose missing is to help
their large community to build and operate open infrastructures. OSF introduces two open-source
MEC frameworks including StarlingX and Airship. Originally developed by AT&T, Airship mainly
focus on providing the MEC framework based on Kubernetes. Meanwhile, StarlingX initiated by
Wind River and Intel provides a broader scope that take advantage of both OpenStack and Kuber-
netes for the MEC framework. Under the support of OSF, StarlingX and Airship are complementary
to each other. For instance, StarlingX integrates Armada, which is an Airship sub-project to manage
Kubernetes clusters.

LF Edge organization is an umbrella organization of the Linux Foundation specialized in building
open-source software tools for MEC. LF Edge manages its projects by maturity levels, from bottom
top, including at-large stage, growth stage, and impact stage. The at-large stage provides a path for
the collaboration with the projects from other foundations. The growth stage for incubator projects
which attempt to reach the impact stage. The impact stage includes the projects that reached their
growth goals. There are three MEC frameworks under the support of LF Edge including Akraino,
EdgeX, and Baetyl. Among them, Akraino and EdgeX are the impact stage projects while Baetyl
(formerly OpenEdge) is the at-large stage project. EdgeX and Baetyl adopt Kubernetes (or Docker)
to manage applications running on containers. Meanwhile, Akraino provides both OpenStack and
Kubernetes that allows the applications to run on both VMs and containers.

Table [:2] shows two other popular MEC frameworks including KubeEdge and MobiledgeX.
Specifically, KubeEdge initiated by Cloud Native Foundation is the extension of Kubernetes, pro-
viding a light-weight MEC framework. Meanwhile, MobiledgeX is supported by telecom companies
such as Deutsche Telekom, Telefonica, and British Telecom. The goal of MobiledgeX is to pro-
vide the MEC framework for the telecom companies in the world. Even though MobiledgeX allows
the deployment of the applications on VMs, it has more focus on containers using Kubernetes (or
Docker).

We observe from Table[f:2]that OpenStack is adopted as the VIM in the MEC frameworks such as
StarlingX and Akraino due to the popularity of OpenStack. Even through OpenStack was originally
used for the centralized cloud, its scope has been extended to MEC. Edge computing group [127]
has devoted remarkable effort to encourage the adoption of OpenStack for MEC. Specifically, the

edge computing group identifies various use cases, the development requirements, and the options to
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re-design OpenStack. Therefore, the use of OpenStack introduces great potential to MEC. However,
the decoupling MEC frameworks such as StarlingX and Akraino are independent of OpenStack and
thus interface with OpenStack through the OpenStack APIs. Consequently, the rapid development
of OpenStack introduces the maintenance effort (e.g., updating the OpenStack APIs) to these MEC
frameworks. Moreover, OpenStack provides various services through its APIs while facilitating the
development of new services. This support complicates the use of OpenStack for the decoupling
MEC frameworks. Meanwhile, as these MEC frameworks have a cumbersome design, integrating
them into OpenStack is an impractical solution. This issue demands a built-in MEC framework for

OpenStack.

Joint Orchestration of Applications and Network Functions

An MEC framework needs to provide key functionalities such as Mobile Edge Platform Manager
and Mobile Edge Orchestrator, as described in the ETSI’s reference architecture [7]. Furthermore,
the MEC framework has to interact with network functions orchestrated by frameworks like NF'V

MANO [12], and should benefit from the offered services.

Coupling the MEC and NFV functionalities into one framework has been introduced by Scian-
calepore et al. |77|. This remarkable feature has recently been added into the ETSI MEC reference
architecture [7]. However, such a design lacks an efficient manner to harmonize operations between
MEC and NFV. Reusing MANO for MEC applications has been proposed by Carella et al. [78] at
the VIM entity to support container-based infrastructure. The small footprint of containers makes
them a viable candidate for deployment at edge nodes. The work has been developed on OpenBa-
ton [128]. This approach, however, has three drawbacks. First, the MEC framework is locked-in a
specific MANO implementation, hindering itself from multi-MANO support. Second, OpenBaton
has not been tested at a large scale. Third, there was no quantitative evaluation for the prototype.
In a different approach [77,{129], NFV and MEC use separate managers and orchestrators, assuming
that a common VIM is responsible for the virtualized infrastructure of both areas. MEC appli-
cations, therefore, can be flexibly provisioned either independently or in coordination with NFV.
However, it is unclear whether the architecture supports multiple MANOs. More importantly, the
framework is not designed to efficiently use resources in the MANO framework. Finally, there is

neither a prototype nor performance evaluation for the proposed architecture.

All in all, an architecture and implementation of an MEC framework that fully utilizes the NFV

functionalities are still missing.
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Figure 4-4: The concept of a MEC service (MES), consisting of a Network service (NS) and a MEA
(MEA) with an example of (Firewall-DPI) and Video Caching (adapted from [38]).

APMEC: An Open-Source MANO Framework in MEC

In this section, we introduce APMEC, a light-weight open-source MEC framework that is integrated
into OpenStack. We first present the overview of APMEC. We then describe the components and

the communication between them.

Ideas and Concepts

To loosely couple MEC applications and network services, we introduce the concept of a MEC' service
(MES) which is a combination of ¢) a MEC application (MEA) and i) a service function chain
(SFC) consisting of a set of network functions, represented by their identifiers. Fig. illustrates
an example of a MES consisting of a video cache as MEC application and a NS which includes a

Firewall and a Deep Packet Inspection (DPI). The NS lies between users and the MEC application.

To support the automated management and orchestration of MES, we introduce a unified data
model to formulate resource requirements and orchestration scenarios. Data objects of the same
format is then used for communication between users and APMEC as well as internally between
APMEC’s components. This eliminates manual tasks and data conversion, thus reducing errors,
overhead and latency. Additionally, APMEC advocates an open and clearly design of its Applica-
tion Programming Interface (API) to ensure interoperability between management and orchestration
modules of APMEC and MANO frameworks. Subsequently, different MANOs can potentially com-
municate with APMEC via its API.

Design Overview

Fig. shows the architecture design of APMEC, from top to bottom, including MEC Service Or-
chestrator (MESO), MEC Orchestrator (MEO), MEC Manager (MEM), and Virtual Infrastructure
Manager (VIM).
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MEC Service Orchestrator (MESO)

Service Orchestrator (MESQO) is responsible for jointly coordinating the operations of MEO’s and
MANO’s orchestrators. This module becomes the unique entry points to APMEC for user requests
on resource of both MEC application and NS. Without MESO, users need to interact with two
frameworks for provisioning a service. MESQO’s single interface simplifies further the operations of
APMEC’s users. MESO provides dispatching functionalities to forward separately the requirements
for APMEC and MANO modules. Since MESO has a broader view on both MEC and NFV, it is
responsible for smart decisions on the placement of MEC applications as well as network services to
optimize for a set of requirements. The use of MESO also make it simpler for APMEC to interact with
different MANOs. For each additional MANO framework, MESO might need to develop an adapted
interface, while keeping the internal operations unchanged. Using a unified data model, MESO
allows users to describe the MES whose description contains information for both the requested NS
and MEA. We adopt Topology and Orchestration Specification for Cloud Applications (TOSCA)
, an OASIS standard language specification written in YAML format, which supports
automated management and is used in well-known NFV MANO frameworks such as Tacker [93],
OSM [132], and OpenBaton [128], to describe the MEC service and the MEC application with a set

of requirements.
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Figure 4-5: Architecture design of APMEC, in connection with Management and Orchestration
(MANO) and VIM (adapted from [107])

MEC Orchestrator (MEO)

MEO maintains a global view of resources across multiple VIMs while making decisions on where to
place the applications. MEO can request the life-cycle management operations of the applications

through the API provided by MEM. Thanks to the global view of resources across multiple VIMs,
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MEOQO can offer the access to MEM for obtaining the VIM information, thus facilitating the life-
cycle management operations of the applications on a specific infrastructure. As this functionality
is offloaded to MEM, MEO can potentially eliminate a single point of failure while accounting for
the orchestration of the application across multiple VIMs.

Multi-Vim Management (MM) module is responsible for interfacing with multiple VIMs to sup-
port MEQ’s functionalities. MEO could request the resource inventory across multiple VIMs from
MM module, thus allowing the efficient placements of the applications that meet a certain crite-
ria, e.g. about distance or resource. We also consider two other essential modules in the future,
namely, Live Migration Management (LMM) and State Management (SM) modules. APMEC can
benefit from these modules to perform various use cases such as fault tolerance, scalalability, and

live migration.

MEC Manager (MEM)

MEM accounts for the life-cycle management of the applications including automated provisioning,
monitoring, configuration, healing, and scaling. We proceed to present the internal components in
MEM to carry out the life-cycle management operations.

MEM first provides the automated provisioning functionality for the applications without human
intervention. The users of APMEC send the requests to MEM through the MEM’s APIs. As the
requests contain the required resources of the applications, MEM first validates the requests and
then translates them to the ones that can be acknowledged by VIM, i.e., OpenStack. Therefore,
MEM discards the requests containing the resource requirements that are not provided by VIM.
For the requests that are successfully validated and translated, MEM invokes the VIM’s APIs to
allocate the resources for the provisioning of the applications. MEA Management module is re-
sponsible for configuring the applications after launching them. This process requires setting the
parameters for bootstrap process. For instance, MEA Management module configures the cache file
locations and the IP address of original video severs for a video caching application. During the
application runtime, MEM has to ensure that the applications run properly. To carry out this goal,
MEM includes MEA Monitoring and MEA Alarming modules. Specifically, the requests for the
provisioning of the applications sent to APMEC also contain the monitoring configurations (e.g.,
metrics and threshold) and alarm configurations, e.g.the address that an alarm is sent to. When the
MEA Monitoring module detects that a certain metric surpasses the predefined threshold, the MEA
Alarming module triggers an alarm or automatically invokes the corresponding actions. Therefore,
MEM also provides auto-scaling and auto-healing functionalities that benefit from the results of
the MEA Monitoring and Alarming modules. For the auto-scaling, when the application becomes
overloaded due to the traffic spikes, MEM provisions more instances of the application (e.g., VMs).

Similarly, for the auto-healing, to cure the application from failure, MEM can simply remove the
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Figure 4-6: The realization of APMEC framework, from left to right, including an operation dash,
an APMEC server, and an OpenStack-based dashboard for the infrastructure management. The
operation dashboard provides a friendly interface for the network operators.

failed application and launch the new one.

Virtual Infrastructure Manager (VIM)

Similar to VIM in the ETSI reference MEC framework, VIM in APMEC is responsible for managing
resources and exposing its API to allow MEO and MEM request its functionalities. Specifically,
MEM requests the life-cycle management operations of the applications from a specific VIM. Mean-
while, MEO requests the resource inventory from multiple VIMs. To carry out this functionalities,
VIM has to interact with the underlying infrastructure to provide fine-grained control for the com-

putation, storage, and network resources.

Implementation

Since OpenStack is considered as the most widely deployed open-source cloud platform that cov-
ers a wide range of services to manage the cloud infrastructures, the implementation of APMEC
atop OpenStack is well-suited to leverage these OpenStack services for MEC. OpenStack has demon-
strated its popularity and thus considered as the most widely open-source cloud computing platform.
Since OpenStack provides a broad range of services to manage the cloud infrastructures, APMEC
built on top of OpenStack has the great potential to take advantage of the OpenStack services. The
alternative approach is to build APMEC independently of OpenStack. However, this separation re-
quires APMEC to remotely access the OpenStack services through the APIs provided by OpenStack.
Therefore, the rapid development of OpenStack challenges the design of APMEC as the significant
effort is required to maintain the integration between APMEC and OpenStack. Therefore, building
APMEC atop OpenStack provides all-in-one solution and thus facilitates the adoption of APMEC in
MEC. To the best of our knowledge, APMEC is the first open-source MEC framework in OpenStack
that focuses on the management and orchestration of the MEC applications with its design closely
following ETSI reference MEC framework .

Inspired by OpenStack’s software architecture, APMEC’s codebase consists of three repositories
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Figure 4-7: Example of the deployment of a new NS with different reuse approaches (adapted
from [38])

written in Python, whereby an APMEC Server is responsible for internal processing of requests
while APMEC Client and APMEC Horizon allow users to interact with APMEC server through
command-line or web-based interfaces, respectively. For non-OpenStack users who are unfamiliar
with the APMEC Clients, we provide an intuitive operation dashboard, which is an web-based
interface written in JavaScript as shown in Fig. f=6] APMEC Server executes all management and
orchestration modules such as MEO and MEM, each includes an API handler, a plugin module, and
backend driver modules. The API handler receives the user’s requests and dispatches them to the
corresponding modules for further processing. The plugin module routes the requests from the API
handler to the corresponding driver modules. The backend driver modules contain the API calls
offered by external services to perform the specific functionalities. This design is extendable and
thus facilitates new features in APMEC.

APMEC invokes Tosca parser to validate the requests and Heat Translator |133] to translate
resource requirements from TOSCA format to Heat Orchestration Templates (HOTs) format un-
derstood by underlying VIM. Similar to OpenStack, there can be translators supporting different
VIMs, such as Amazon AWS and Microsoft Azure.

Preliminary Evaluation
Evaluated Schemes

In this section, we examine the joint optimization between MEC and NFV on a single MEC server.
We study the placement problem in a single MEC server as the MEC server can serve hundreds of
VMs. We propose Reused Sub-chain based (ReS) that is an heuristic algorithm attempting to to
increase the resource utilization (i.e., minimize the number of virtual machines used to initiate an
MEC service) in MEC while at the same time reducing the configuration cost of the NFV network
services.

Fig. p-3] illustrates an example for the placement of a new NFV network service considering the
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reuse of existing network functions. As shown in Fig. au)7 NS1 is formed by NF1, NF3, and NF5
while NS2 is formed by NF1 and NF2. Assume that NS3 including NF1, NF2, and NF3 is then
requested for the placement. Fig. b) shows the VNF-based reuse approach that tries to reuse
NF1 and NF3 in NS1 and NF2 in NS2. This approach results in two new links, one from NF1 in NS1
to NF2 in NS2 and another from NF2 in NS2 to NF3 in NS1. Alternatively, the SFC-based reuse
approach in Fig. c) aims to reuse the whole chain of NS2, thus reusing NF1, NF2, and their
connection. The drawback of the SFC-base reuse approach is that we have to create NF3 and its
connection with NF2. Fig. d) shows the proposed RES approach, whereby we reuse the whole
chain of Ns2 and only create a new connection between NF2 in NS2 and NF3 in NSI.

Afterwards, we introduce our simulation model for the resource optimization. Assume that
the MANO framework offers a set of m the NFV network services S = {S1,953,...,5,} and a
set of n available network functions F = {F}, F5, ..., F,,} with the corresponding reuse capacities
f=Af1, fa, -, fn}. Each network service S; € S represents as a chain of the network functions and

can be described as follows:

Si = (Vi, E) (4.33)

where V; € F indicates the network function instances in S;, and the set of edges E; represents the
connections between those instances.

We consider that a new service Sy, is requested. The total deployment cost Cf,‘;,t“l of the network
service S, includes both the creation cost (i.e., number of deployed VMs) of all requested network

functions C:;L",’f . Let ¢/ denote the creation cost of each network function v € V;,/). We denote

CTo*"™9 as the configuration cost between those the network functions. We also denote ¢/otn9
as the configuration cost for the connection e € F,,; between the two requested network functions

(u,v)). Thus, C*% can be formulated as

total un routin
clotal = ovnt . orowting

= Z C:jnf"‘r Z Cgouting (4.34)

VeV, eckE,

Since C*"/ is limited by the computing capacity of the the MEC server, the lower C*"/ results in

m’ m/’
more accepted requests. Meanwhile, reducing C;f,“tmg leads to decreasing the configuration cost of
the network services. Based on these remarks, we propose Reused Sub-chain based (ReS) algorithm
to minimize C%!%. We assume that the already instantiated network functions still have some

capacities over. RES consists of two following steps:

e Step 1: The objective of this step is to reuse the subchains of the network functions in the
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existing network services S. We first adopt all existing network services in S which contain the
network functions requested by the network service S,,,. Afterwards, an iterative algorithm is
employed to search for the subchains in S, that appears in the selected network services. In
other words, we try to seek the existing network service that has the largest sub-graph present
in S,, . After each iteration, the existing network service that has the highest number of sub-
chains with free capacities is chosen to support S,,,. Afterwards, RES updates the computing
capacity of the network functions. At this step, neither C’Zﬂf nor C79""*™ is increased, since
there are no new network functions created nor no new connections established between the

network functions.

e Step 2: If there are no reusable network functions from the existing network services in S,
the missing network functions and connections between them are newly created. In this step,

the remained network functions are created one after another.

We proceed to present the computational Complexity analysis of RES. RES searches the network
functions and their connections in all network services with the requested network service. The
complexity of this process depends on the size of the existing network services |S|. Notably, |S| is
constant and limited by the computing capacity of the MEC server. It is also worth noting that
the more computing capacity of the MEC server results in higher |S| and higher complexity of the
searching processing. Therefore, the complexity of finding the largest common sub-graph in S,,, and
in the existing network services S only scales with |S], thus in O(]S]). The number of iterations in
this step is constant as it depends on the number of network functions |V;| in the network services
S;. Therefore, the overall complexity of RES is in O(|S]). Moreover, it is worth noting that the
complexity of RES increases only linearly, thus scaling well even with larger settings.

In summary, we evaluate RES and compare its performance against notable related works. Specif-
ically, we assess its capability to efficiently utilize computation and network resources, measured by
the number of accepted requests and the total configuration cost, respectively. We compared ReS

with the following three approaches including two notable related works and a baseline approach:

e Reused VNF-based approach (ReV) |81]: Inspired by the study in [81], ReV, as shown
in Fig. b)7 aims to leverage the individual network functions from the existing network
services S. The reused network functions for the requested network service can belong to any

existing network service S; € S.

e Reused chain based approach (ReC) [107): The idea of ReC, as shown in Fig. [5-3{c), is
to reuse the whole SFC for incoming requests. If there is no SFC candidate, the new network

functions and their connections are created to serve the requests.

e Baseline approach: The baseline approach does not consider the reuse of the network func-
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tions. Alternatively, it creates new network functions and their connections to serve the in-

coming requests.

Among the evaluated algorithms, the baseline approach does not require the cooperation between
the MEC framework and the MANO framework and thus operates them separately. Meanwhile,
ReS, ReV, and ReC are implemented by the MEC framework through interaction with the MANO

framework.

Evaluation metrics

e Number of accepted requests: The evaluated schemes accept a request if they can allocate
the computation resources to the requested network functions, and rejects the request oth-
erwise. Given a certain computing capacity of the MEC server, the more accepted requests
results in more resource efficient. We assume that the reusable network functions are able to

maintain the quality of different network services.

e Total configuration cost: It represents the total number of configurations that Service
Function Forwarders (e.g, Open Vswitch) need to configure for the traffic steering through
the network functions in the end-to-end SFC. Therefore, the total number of configurations is
equal to the number of links connecting any two adjacent network functions in the requested

network service.

e FExecution time: This is the time consumed to serve a request. It measures the execution
efficiency of the investigated approaches. In other words, the execution time reflects the

computational complexity of the evaluated schemes.

Experimental setup

Our evaluation relies on both testbed implementation and simulation. Specifically, we first carried
out the implementation to thoroughly verify all the functional operations of APMEC. More im-
portantly, the implementation demonstrates the real-world deployment of the evaluated schemes.
Afterwards, we evaluated the performance of the evaluated schemes at a small scale due the lim-
ited resources provided by the testbed. The obtained results from the implementation are used to
validate our simulation model that has large-scale evaluation.

For the implementation, our testbed is a multi-node OpenStack platform formed by one con-
troller node and two compute nodes. We used a physical server for the controller node configured
with 32-core Intel Xeon CPU at 2.4 GHz, and 128 GB memory, running on Ubuntu 16.04. We
deployed OpenStack (Stein release) on the controller node. Tacker and APMEC are in turns the
NFV MANO framework and MEC framework built on top of OpenStack. More specifically, Tacker is
used to provision the network services. Meanwhile, APMEC is used for the deployment of the MEC
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applications individually or in combination with the network services to form the MEC services.
Each compute node considered as an MEC server ran on a computer configured with Intel Core
i7-6700 CPU at 3.40 GHz, 32 GB memory, and 500 GB hard disk. This hardware configuration
is well-suited to be used in MEC due to its small footprint. The objective of the compute node
is to launch the VMs for the network functions in the requested network services. The network
functions running on top of VMs that have identical configuration with 1 vCPU, 1024 MB memory,
and 10 GB hard disk. This VM configuration is commonly used in the real-world implementation
and equivalent to small VM flavor in OpenStack. The results obtained from the implementation
show the average and standard deviation of 10 measurements with 95% confidence interval. For the
simulation, we developed a lightweight Python simulator, implementing the studied schemes. We
used a Desktop computer with Intel Core i7-6700T CPU and 16 GB memory, running Ubuntu 16.04
LTS. The experiments were conducted 100 times and presented with 95% confidence interval. We
examined the scalability of the studied schemes by tuning the computing capacity of the MEC server
P (i.e., represented by the total number of VMs). The arrival of the MEC service request followed a
Poisson process with an average of 1-chain per 100-seconds. Meanwhile, the lifetime of each request
followed an exponential distribution with an average of 3 hours. This assumption for the arrival and
expiration of the service requests are considered by Ghaznavi et al. [134]. The traffic rate of each
request was randomly selected in the range of 10 Mbps to 50 Mbps with a step of 5 Mbps mimicking
the traffic rate of the real network functions [?]. Each MEC service request included up to 10 network
functions, similar to [135}/136]. We assumed that each network function instance requires the same
amount of hardware resources including CPU, memory, and storage. As the authors in [134] pointed
out that CPU is the most limited host resource, we adopted the CPU for the VM capacity. The
CPU of each VM executed up to 10'* instructions per second (IPS), like [81]. The computational
load of a running network function instance with an incoming traffic rate R was set to 10R IPS and
10RIn(R) IPS with probabilities 90% and 10%, respectively. The simulation started with the arrival
of the first NS request. Afterwards, subsequent requests for new network services were generated one
after another when the previous request is served. Each requested network service was generated
with a size randomly drawn between one and $,,,,. The simulation process terminated when the

system had no sufficient computing capacity to accept a new request.

Experimental results

The simulation and implementation results of the evaluated studies are compared and shown in
Fig. {10 We simplify the implementation by assuming that each network function is randomly
requested with the maximum of three instances. Meanwhile, each network function instance can
serve at most three requests. The tendency of the results between simulation and implementation

for the four studied schemes confirms the validity of our simulation model. Therefore, we used the
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Figure 4-8: The number of accepted requests for MES creation (simulation of four approaches: ReS,
ReV, ReC, and baseline approach).
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Figure 4-9: The configuration cost of the MES creation (simulation of four approaches: ReS, ReV,
ReC, and baseline approach).
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Figure 4-10: Validation of the simulation model

simulation model to investigate resource utilization in terms of the number of accepted requests and
configuration cost by adjusting two following parameters: ) the maximum size of network services
Smazs Which limits the number of number of network functions in a requested network service, and
1) the maximum number of network function instances ,q. allowed for each network functions in

a requested network service.

Number of Accepted requests: We fixed a4, to three while varying s,,q. between one and
ten. Fig. shows the number of allocated network services by setting P to 100, 500, and 1000. We
observe from Fig. [I-8| that ReS outperforms the other schemes. It is worth noting that ReS performs
significantly better than ReV when P is small. This enhancement demonstrates the feasibility of
RES because the the hardware resources in MEC are known to be limited. Specifically, Fig.
shows that at P = 100, when $,,,, increases from one to ten, ReV decreases the number of accepted
requests from roughly 85 down to 35. Meanwhile, ReS decreases the number of accepted requests
from about 90 down to almost 45. As ReC aims to reuse the whole SFC and thus does not consider
reusing the individual network functions, it performs worse than ReS and ReV. However, the results
also show that ReC outperforms the baseline scheme.

We proceed to investigate the number of accepted requests while setting 4, to five. We observe
from Fig. that the number of accepted requests in all studied schemes decreases slightly. The
results also show that ReS outperforms ReV, ReC, and the baseline scheme. Notably, ReS achieves
much better performance than ReV at a4, = 5 in terms of number of accepted requests. This is
because the existing network services have chances to be reused multiple times at aq, = 5. In
all settings, ReS accepts between 40% and 60% more requests than the baseline scheme. Such a

superiority demonstrates that ReS efficiently takes advantage of the reusable network functions, thus

86



—#— ReV Qmax=3
0.7 1 —$— ReC max =3
—¥— ReS Umax =3

0.6 -

0.5 A

0.4 A

0.3

Execution Time (s)

0.2 1

0.1+

Maximum size of NS (Smax)

Figure 4-11: Total execution time for the MES creation (simulation of four approaches: ReS, ReV,
ReC, and baseline approach).

reserving unallocated computing resources for subsequent requests.

Total configuration cost: We further examine the total configuration cost while varying s,,44
from one to ten. Fig. f-9|plots the total configuration cost under different values of P and qnqz. As
expected, the larger s,,4, results in higher configuration cost. The results show that ReS incurs less
configuration cost than other schemes. In all settings, ReS reduces over 30% the total configuration
cost compared with the baseline scheme. Meanwhile, ReC performs better than ReV when s,,45 is
small in terms of the configuration cost. We also observe from Fig. that at P = 100 ReC
outperforms ReV until $,,4, exceeds four. The reason is that the larger s,,q, hinders ReC from
reusing the existing network services. Consequently, this problem results in new network services
and thus leads to additional configuration cost.

Fig. also demonstrates the impact of a4, on the total configuration cost. We observe from
Fig. [I-9]that the configuration cost gets much lower when a4, is large. This is because the existing
network services were highly reused due to the more network function instances when when 4, is
large. Specifically, Fig. shows that the configuration cost of ReS increases from 0 to roughly

340 at ama, = 3 while increasing from 0 to only roughly 230 at aunee = 5.

Execution time: Fig.[I-11|plots the total execution time of the studied schemes while fixing cqz
to three. The results show that ReS achieves better performance than other schemes in terms of the
execution time. Meanwhile, ReV performs the worst among the studied schemes because it serves
each requested NF individually. Consequently, in ReV, more deployed network services result in
the higher execution time. We also observe from Fig. that the larger $,,4., the smaller the

execution time. The reason is that when s,,,, is small, the number of existing network services in
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Figure 4-12: Dashboard view for the operations of APMEC (adapted from [108])

the system increases drastically, thus making the studied schemes take longer to serve the requests.

Fig. also shows that ReC only performs well when $,,q, is large due to the small number of

existing network services.

Demonstration

Our demonstration setup consists of four small-sized PCs, two laptops, and three displays (only two
are shown in the figure). We used the four PCs as follows: one is responsible for collecting measure-
ments, two (labeled MANO-1 and MANO-2) are used to deploy the network services provisioned
by the OpenStack Tacker , and one is used to deploy the MEC application (a video streaming
application) provisioned by APMEC. The two laptops act as video streaming clients requesting the
video stream through MANO-1 and MANO-2, respectively. We connected the display on the right-
hand side with the video streaming server while using the one on the left-hand side to measure key
performance indicators (KPIs).

To demonstrate the multi-MANO feature, APMEC creates an MEC service consisting of a video
streaming application and a simple firewall. The video streaming application is created by APMEC
internally, while APMEC requests the provision of two firewalls on both MANO-1 and MANO-2
through their APIs. The demonstration shows that the two clients request the video stream through
the firewalls provided by MANO-1 and MANO-2.

To show the resource utilization feature, the demonstrator conducts two scenarios including
separate orchestration and joint orchestration. For the separate orchestration scenario, APMEC
and Tacker perform independently. Specifically, separate requests are created for MEC applications
through APMEC and for network services through Tacker. In the joint orchestration scenario,
AMPEC overtakes all requests, whereby it uses its own functionalities for the deployment of the MEC
applications and requests the deployment of the network functions from Tacker. We measured two
KPIs including CPU usage and memory usage. The sample results in Fig. f-13|show the superiority

of the joint orchestration (green line) over the separate orchestration (yellow line) thanks to the
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reuse of the network functions in APMEC. Overall, the results obtained from this demonstration

confirm the practicality of APMEC.

Figure 4-13: KPI view: CPU usage and memory usage (adapted from [108])

Audience can interact with the demonstrator via a web-based dashboard shown Fig. This
allows them to operate life-cycle actions, such as creating, updating, and deleting network services

as well as to explore the status of the running network services.

4.3.7 Evaluation

In this section, we proceed to answer two following questions: i) What is the performance of SAP
compared to other schemes in terms of total cost, computation cost, communication cost, chain
configuration cost, and recovery cost? and #) How much time does Tabu-SAP need to execute
a request compared to other schemes? We first present experimental setup and the benchmark
schemes. Afterwards, we examine the simulation performance between the studied schemes.

We evaluate the effectiveness of Tabu-SAP with seven performance metrics: total cost [Eqn. (5.18)],
computation cost [Eqn. ]7 communication cost [Eqn. ], chain configuration cost [Eqn. ],
recovery cost [Eqn. (£.18)], service reliability [Eqn. ([{.19)], and number of accepted requests. While
the first six metrics are mentioned earlier in this paper, the number of accepted requests represents

the requests among |S| that are successfully served by the studied schemes.

Experimental Setup

Each MEC service request sent from an access node demands an MEC application and a set of
requested network functions |Fy| (|Fs| < |Fs|maz), where | Fs|maq 18 set from 1 to 10, similar to [135]
136]. The requests arrive as a Poisson process with an average of 1-request per 100-seconds, and
the lifetime of each request follows an exponential distribution with an average of 3 hours. This
setting is also used by Ghaznavi et al. [134]. Traffic rate R; was randomly selected in the range of
10Mbps to 50Mbps with a step of 10Mbps [?]. The processing delay of each network function Dy is
randomly distributed between 10 ms and 20 ms [137]. The reliability of each network function Rely is
randomly distributed within [0.9, 0.95, 0.99], mimicking Google Apps Service Level Agreement [138|.
The end-to-end latency budget Dy of each request is randomly distributed between 100 ms to 500
ms, covering the latency constraint of many use cases in MEC [139}/140| such as augmented reality

(100 ms), intelligent navigation system (100 ms), Tele surgery (250 ms), and 4K live video (500 ms).
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Since CPU is the most limited host resource [134], we adopted the CPU usage as a presentation for
the VM capacity. Unlike the study [81] that fixes the processing capacity of all VMs to 1 x 10%°
instructions per second (IPS), we set the processing capacity of the VM for each network function
C; randomly distributed from 0.2 to 1 (with the step of 0.2) x10'® IPS, mimicking the CPU
resource planning of the real-world cloud computing platforms. For instance, OpenStack provides
different VM flavors (e.g., mI.tiny, ml1.small, m1.medium, and mI.large) based on required CPU
demand. The computation demand of each requested MEC application and network function with
an incoming traffic rate Rs was set to 10R; IPS and 10RIn(R;) IPS with probabilities 90% and
10%, respectively [81]. Note that the access node and the MEC application node are randomly
selected. We therefore aimed to seek the placement of the requested network functions to solve the
optimization problem mentioned in Eqn[5.I8] As the placement of the access node and the MEC
application node are already known, for the simplicity, we refer the service requests as the ones of
the network functions.

We used the NetworkX [141] library, a Python library for the creation, manipulation, and study
of the structure, dynamics, and functions of complex networks, to simulate two following network

models:

e Erdos-Reényi graph model [142]: It is widely considered in the literature [143H145| to simulate
real-world network topologies. The Erdos-Rényi graph is featured with the number of nodes
and the connection probability for any pair of nodes in the graph. In our setup, we initiated
the Erdos-Rényi graph with 30 nodes and the connection probability p = 0.8. The link delay
between nodes is randomly distributed between 10 ms and 50 ms, mimicking the physical link
delay. This setting is also used by Mouradian et al. [113| and Yang et al. |100]. The link
bandwidth is randomly distributed in the set of [1, 10] Gbps [113}[146].

e Barabasi-Albert graph model [147]: It generates scale-free networks that follow power-law
degree distributions mimicking real-world graphs such as World Wide Web and social net-
works [148]. There are a large number of studies considering the Barabasi-Albert graph [149-
152|. The network graph is first initiated with m seed nodes. A new node is then iteratively
added and k links are initiated to connect the new node with the existing nodes. The con-
nection probability between the new node and an existing node is proportional to the existing
node’s degree. The process of generating the network graph is complete until there is N nodes
in the network. Similar to Erdos-Rényi graph model, we set N to 30. Meanwhile, m and k
are fixed to 2. This setting is also considered by Giiler et al. |150]. The link delay and link
bandwidth are similar to that of the ER model.

For the above network modes, the processing capacity of each network node C,, is up to 10 x 10'°

IPS, reflecting the modern CPU design of physical servers (e.g., Intel Xeon E7-x870 performs up to
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9.69 x 1019 IPS [153]). The reliability of each network node Rel, is randomly selected within [0.95,
0.99, 0.999], similar to [154].

For the simulation process, the network graph is generated at the beginning. Each studied scheme
then made a copy of the network graph and maintained it during the evaluation. This process ensures
that each scheme executes independently to obtain reliable results. For each scheme, the network
starts up initially empty. The simulation starts with the first request. Subsequent requests are
generated one after another. Each request is then fed into each scheme for the placement. It is
worth noting that the network nodes and links might be “visited* (assigned) several times for each
request. To cover this case, another copy of the network graph for seeking the placement is made to
ensure that the nodes and links are correctly accumulated for each request. If the placement is found
for the request, the actual network graph for each scheme is then formally updated. The placement
of the request is accepted if the constraints in Section [b.5.1| are satisfied; otherwise the request is
rejected. Each request s is generated with its size randomly drawn between one and |F|mqq- If
the request s is accepted for a scheme, we calculate six performance metrics including total cost,
computation cost, communication cost, chain configuration cost, recovery cost, and service reliability
for s. The simulation process for each run terminated when there are |S| requests in the network.
We finally compute the average values of the six performance metrics. The total cost for each run is
calculated by the sum of the total cost for all accepted requests divided by the number of accepted

requests. The experiments were repeated 10 run times and presented with 95% confidence interval.

Benchmark Schemes

We compare our proposed Tabu-SAP algorithm against the following four benchmark schemes. We
note that all compared schemes, i.e., Tabu-SAP and the three other benchmark schemes, could

operate within the context of APMEC, i.e., operate with MESO component in APMEC.

e Optimal: We developed an optimal solution using Gurobi (version 9.02) [[155], which is a widely
used commercial optimization tool. Specifically, we first described the three decision variables
mentioned in Table 1 to formulate the optimization problem in Eqn. Based on these
variables, we then added to the constraints in Section Finally, we invoked Gurobi solver
to seek the optimal solution. If there is no available solution (i.e., model.solCount is equal to 0

in Gurobi), the request is rejected.

e Original JVP (JVP): As the code for the original JVP scheme has not been published, we
re-implemented the original JVP scheme with more than 1800 lines of code. The original JVP
scheme is performed using four phases including stress testing, path extension, bridging, and
increasing reuse factor, respectively. We first briefly describe each phase and then introduce its

adaption to our simulation model. The stress testing phase is first performed to estimate the
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reuse factor (i.e., number of requested network functions that potentially reuse existing network
functions) for each service request. Specifically, the JVP scheme continuously generates the
identical requests from the actual request and assigns them with the same reuse factor (i.e., the
maximum reuse factor is equal to the number of requested network functions). These requests
are then sent to the network for the placement until no more requests are accepted, so called
stress testing. Note that the number of accepted requests is controlled by the node and link
capacity constraints. The stress testing is repeated by changing the reuse factor. The selected
reuse factor is the one that yields the largest number of accepted requests. Afterwards, the path

length of the service request is conducted by approximating its relation with the reuse factor.

Next, the path extension phase is performed by employing a dynamic programming technique to
iteratively determine the network nodes approaching the destination node (i.e., MEC application
node in our model) under the constraints of the estimated path length (i.e., obtained from the
stress testing), node and link capacity. The result of the path extension phase includes: ) the
map between the requested network functions and their instances on the selected network nodes,

and 47) the path ’stitching’ these network functions.

The path obtained from the path extension phase may not reach the destination node. To
solve this issue, bridging phase is then executed to extend the path toward the destination node.
Specifically, the remained network functions in the service request are iteratively assigned with
the new VMs on the selected network nodes under the constraints of the estimated path length,

node and link capacity. The bridging path is formed by the links connecting these network nodes.

The final phase of the JVP scheme is to increase the reuse factor by attempting to re-assign
the network functions that require new VMs to the network nodes offering the reusable VMs,

without violating the estimated path length, node and link capacity.

We state that our simulation model is more strict than the original model that generates the
JVP scheme. To clarify this remark, we proceed to present the adaptation of the original JVP

scheme to our model as follows.

We observed that the efficiency of the stress testing significantly contribute to the performance
of the original JVP scheme because the next phases rely on the result of the stress testing.
Consequently, the incorrect prediction of the reuse factor could result in the poor performance
of the original JVP scheme. It is also worth noting that for a given reuse factor the stress
testing counts the number of accepted requests by serving the identical requests generated from
the actual one. Therefore, for the real placement (i.e., note that stress testing is not the real
placement because it just mimics the 'future’ requests), the higher similarity between the actual

requests, the more correct reuse factor is estimated.

Towards this aim, the original model is coarse in the sense that the computation capacity of
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each network node is represented by a fixed number of VMs. Meanwhile, the simulation setup
assumed the same computing capacity for all deployed VMs. These settings increase the similarity
between the actual requests (i.e., for the placement) and thus facilitate the stress testing for the
correct prediction of the reuse factor. Note that we adopted CPU (in MIPS) as the computation
capacity of the network node and VM. As the VM capacity is randomly selected, the number of
VMs on each network node is unknown in advance, i.e., determined after the placement of the
requests. This assumption mimics the real-world scenarios and thus hindering the stress testing

from correctly computing the reuse factor.

Moreover, as the focus of the JVP scheme is to solve the NFV placement, the original model lacks
the latency constraint, which is a typical requirement in MEC. Note that the latency constraint
introduces significant impact on all phases mentioned above. For instance, the stress testing
phase counts the number of accepted requests to approximate the reuse factor. The introduction
of the latency constraint could potentially reduce the number of accepted requests, i.e., due to
the propagation delay of the links involved in the path). Therefore, to realize the JVP scheme

in our model, we added the latency constraint to all of its phases.

It is also worth noting that the original model assumed that each network node hosts any type
of network functions. This relaxed assumption allows plenty of the candidate nodes for each
requested network function, appearing at all phases of the JVP scheme. Our model relies on the
fact that each network node only hosts the specific types of the network functions. Consequently,

each requested network function might have fewer candidate nodes in our model.

e Improved JVP: Note that the original JVP scheme relies on the stress testing “scanning® the
entire network to predict the reuse factor. Therefore, this process could be ill-suited to the
large-scale networks due to the long execution time. Moreover, to mimic the real scenarios, the
simulation models are typically dynamic, e.g., the requests arrive with different latency budgets
in our simulation model. The use of the stress testing for such models could hinder the original
JVP scheme from efficiently computing the reuse factor. To overcome this limitation, we first
adopted the idea of the original JVP scheme that tries to reuse the existing network functions
while maintaining the acceptable network link usage. We then employed Tabu search to improve
the original JVP scheme. The procedure of the improved JVP scheme is similar to the one of
Tabu-SAP. Specifically, as the original JVP scheme performs the placement of the requested
network functions based on the server usage (CS°P) and the link usage (CS°™™), we exclude
the chain configuration cost (C<"*™™) and the recovery cost (C*¢¢) from the total cost (Ctotal)
in Eqn. to determine the move in the Tabu search. C¢"@™ and C™*¢ are then included in

Ctotal after the placement of the service request s is found.

e Heuristic SAP scheme (Heu-SAP): Heu-SAP only executes Algorithm@ which is the initial
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Figure 4-14: Total cost under the length of the NFV service at |S| = 500 for the Erdos-Rényi graph
model and the Barabasi-Albert graph model

Total cost Execution time (s)
|Fs| | Optimal | Tabu-SAP | Optimal | Tabu-SAP
1 0.0865 0.1912 0.1949 3.3302
2 0.3649 0.4546 17.3467 4.2810
3 0.5115 0.6740 32.0597 5.1032
4 0.5921 0.8430 38.5617 5.8656
) 0.6478 1.0453 57.6025 6.6631
6 0.7581 1.2249 78.4937 7.4757
7 1.2808 1.3687 87.0133 8.6740
8 1.4367 1.5569 123.0380 9.3380
9 1.5824 1.7226 132.0135 9.1757
10 1.6378 1.7995 159.1390 10.0451

Table 4.3: Performance comparison between SAP and the optimal scheme

algorithm of Tabu-SAP. Our purpose is to highlight the efficiency of the Tabu search, answering

the question whether it is worth to employ Tabu search to solve the optimization problem.

For the simulations, we developed a lightweight simulator in Python, implementing Tabu-SAP,
Heu-SAP, the original and improved JVP schemes. We used a Desktop computer with Intel(R)
Core(TM) i7-6700 CPU @ 3.40GHz and 32GB RAM, running Ubuntu 18.04 LTS.

Performance Results

Table 2 shows the performance of Tabu-SAP in comparison with the optimal scheme. The results
show that the optimal scheme performs slightly better than Tabu-SAP. Notably, the execution time
of the optimal scheme is drastically increased with the upward tendency of |Fs|. Note that, for the
placement of each requested network function f € Fy in a service request s, the optimal scheme
includes two variables with the corresponding search space: i) the nodes v € Vy , allowed to host
the requested network function, and i7) the network function instances that can be reused I, s

(v € V5). The number of candidate nodes for each network function is fixed to |V s|. Meanwhile,
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Figure 4-15: Number of accepted requests, communication cost, and chain configuration cost under
the length of the NFV service at |S| = 500 for the Erdés-Rényi graph model

the number of network function instances will be potentially increased over time, i.e., there might be
new instances will be created after serving a request. This reason made the optimal scheme complex
when the number of requests increases. Therefore, we exclude the optimal scheme in the rest of this

section.

We first investigate the performance of the studied schemes in terms of the total cost by setting
|Fs|mae from 1 to 10. Fig. shows the total cost of all examined schemes at |S| = 500 for the
Erdos-Rényi graph model and the Barabasi-Albert graph model. As expected, the results show an
upward tendency in the total cost while increasing |Fs|mq.. Compared to other schemes, Tabu-
SAP achieves the best performance in terms of the total cost. Meanwhile, the original JVP scheme
performs the worst among the evaluated schemes. Notably, Tabu-SAP performs much better than
Heu-SAP, thus demonstrating the efficiency of employing the Tabu search. It is also worth noting
that our improved JVP scheme significantly outperforms the original JVP scheme. For the Erdos-
Rényi graph model, the results in Fig. [i-14(a)| indicate that Tabu-SAP is superior to other schemes,
incurring at least two fifth the total cost of the original JVP scheme. Moreover, Tabu-SAP incurs
roughly half the total cost of Heu-SAP. Our improved JVP scheme incurs at least three fifth the
total cost of the original JVP scheme. The results in Fig. for the Barabési-Albert graph

model confirm the superiority of Tabu-SAP over other schemes.
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Figure 4-16: Number of accepted requests, communication cost, and chain configuration cost under
the length of the NFV service at |S| = 500 for the Barabéasi-Albert graph model

We proceed to examine the computation cost of the studied schemes while varying |Fs|maz-
Fig. 4-15(a)| and Fig. plot the computation cost for the Erdos-Rényi graph model and the
Barabasi-Albert graph model, respectively. The results show the upward trend in the computation
cost with increasing |F|mq,. This is expected because larger |Fs|mq. (i-e., more requested network
functions) demands the allocation of more hardware resources. Among the evaluated schemes, Tabu-
SAP significantly outperforms others. Meanwhile, the original JVP scheme performs the worst. The
improved JVP scheme performs better than Heu-SAP and the original JVP scheme, but still worse
than Tabu-SAP. It is also worth noting that the Heu-SAP outperforms the original JVP scheme in

terms of the computation cost.

For the Erdoés-Rényi model, the results in Fig. indicate that Tabu-SAP incurs nearly
one eighth the computation cost of the original JVP scheme. Note that the original JVP scheme
relies on the path-extension phase to initially seek the placement of the requested network functions.
Specifically, the original JVP scheme examines the network nodes so that the length of the extended
path does not exceed the estimated path length obtained from the stress testing. Among these
candidate nodes, the selected node is the one that yields the best reuse factor. Note that each
network node only hosts specific types of network functions. Therefore, for each candidate node in

the path-extension phase, there might be few assignments of the requested network functions along
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Figure 4-17: Recovery cost under the length of the NFV service at |S| = 500 for the Erdos-Rényi
graph model and the Barabasi-Albert graph model
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Figure 4-18: Average service reliability under the length of the NFV service at |S| = 500 for the
Erdés-Rényi graph model and the Barabési-Albert graph model

the extended path. To compromise the estimated path length, the remained network functions are
then relaxedly assigned to empty VMs (non-reuse) in the bridging phase. This is the reason why
the original JVP scheme incurs high computation cost. Unlike the original JVP scheme that relies
on the stress testing to approximate the reuse factor, Tabu-SAP first uses a heuristic algorithm to
actually seek the initial solution for the placement of all requested network functions (i.e., initiating
reuse factor) and then employs the Tabu search to seek better solution (i.e., improving the reuse
factor). To prove the efficiency of the Tabu search, Fig. shows that Tabu-SAP incurs only
one fifth the computation cost of Heu-SAP. This is because Heu-SAP introduces local optimization
by seeking the placement of the requested network functions individually. Consequently, some of the
requested network functions might be accidentally placed with empty VMs on the network nodes
that do not violate the constraints such as link capacity and service delay in Section. [f.5.1] As also
can be seen in Fig. [4-15(a)} it is worth noting that despite relying on the Tabu search the improved
JVP scheme still performs slightly worse than Tabu-SAP. This is because the computation cost is one

of two contributors (i.e., another is the communication cost) to determine the move in the improved
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Figure 4-20: Execution time under the length of the NFV service at |S| = 500 for the Erdos-Rényi
graph model and the Barabasi-Albert graph model

JVP scheme. Thus, the improved JVP scheme greedily “fills up“ the network nodes that has high
utilization. Consequently, the succeeding requests might be served with empty VMs (unfairness).
This behavior is clearly shown when increasing |Fs|maz -

Fig. plots the performance of the studied schemes in terms of the total cost for the
Barabési-Albert model. Compared to the results for the Erdés-Rényi model in Fig. thanks
to the employment of the Tabu search, the performance of Tabu-SAP and the improved JVP scheme
remain unchanged. Meanwhile, the performance of Heu-SAP and the original JVP scheme are
varying. Noticeably, the gap between Heu-SAP and the original JVP scheme in the Barabéasi-Albert
model is narrower than in the Erdds-Rényi model. The reason for such a fluctuation is because
both Heu-SAP and the original JVP scheme are performed in a relaxed manner to satisfy the
constraints in Section. [5.5.1] The use of the power-law distribution (i.e., to generate the networks)
in the Barabéasi-Albert model makes Heu-SAP and the original JVP scheme harder to meet the
constraints. Therefore, more empty VMs are likely assigned to the requested network functions.

We then investigate the communication cost of Tabu-SAP in comparison with other schemes
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while varying |Fs|maez. The results in Fig. [4-15(b)| and Fig. show the upward tendency in

the communication cost with increasing |Fs|maqz. This is expected because more requested network
functions likely result in the longer path connecting them. Among the evaluated schemes, Tabu-
SAP and the improved JVP scheme significantly outperforms Heu-SAP and the original JVP scheme.
This superiority further demonstrates the efficiency of employing the Tabu search. It is also worth
noting that Tabu-SAP performs slightly better than the improved JVP scheme. The reason for the
inferiority of the improved JVP scheme is the result of greedily reusing the network links that has
high utilization. Thus, the succeeding requests might experience with the new links, and thus incur

higher communication cost.

Fig. shows that with the Erdés-Rényi model Tabu-SAP incurs only one fifth the com-
munication cost of Heu-SAP amd one fourth the total cost of the original JVP scheme. It is worth
noting that, with |F|me: varying from 1 to 4, the improved JVP scheme performs slightly better
than Tabu-SAP. However, when |F|ma. exceeds 4, the improved JVP scheme incurs higher com-
munication cost than Tabu-SAP due to the increasing demand for the network links. The similar
remarks can be also observed with the Barabéasi-Albert in Fig. Notably, all studied schemes
incur less communication cost than in the Erdoés-Rényi model. This is because the studies schemes
could benefit from the power-law distribution in the Barabéasi-Albert model (i.e., the probability for

a link between any two nodes is not the same) to better utilize the network links.

We next investigate the performance of the studied scheme in terms of the chain configuration
cost. The results in Fig. and Fig. 4-16(c)|show the upward tendency of the chain configuration
cost with increasing |F|mqz. This is because the greater |Fs|mq, more requested network functions.
Consequently, higher chain configuration is incurred to “stitch* the requested network functions.
Among the studied schemes, the original JVP performs the worst while Tabu-SAP performs the
best.

For the Erdés-Rényi model, Fig. shows that Tabu-SAP incurs only half the chain config-
uration cost of the original JVP scheme and two third the total cost of the improved JVP scheme.
Note that the original JVP scheme and the improved JVP scheme are unaware of the chain config-
uration. The use of the Tabu search makes the improved JVP scheme better reuse existing VMs
for the requested network functions. As a result, the improved JVP scheme has higher opportu-
nity to reduce the chain configuration cost. It is also worth noting that Heu-SAP achieves similar
performance compared to Tabu-SAP in terms of the chain configuration. Similar to Tabu-SAP,
Heu-SAP also considers reusing the sub-chains to improve the chain configuration cost. Note that
reusing the sub-chains does not necessarily mean that the network links involved in the paths of
the sub-chains have high utilization. As the Erdés-Rényi model has the plenty of links between
any two nodes, the reuse of the sub-chains becomes more relaxed for Heu-SAP and thus making

its performance approach that of Tabu-SAP. For the Barabési-Albert model in Fig. we ob-
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serve the similar remarks for Tabu-SAP and the original JVP scheme. The improved JVP scheme
outperforms the original JVP scheme and tends to approach it with increasing |Fi|maz. Meanwhile,
Heu-SAP performs worse than Tabu-SAP in the Barabési-Albert model. The degree distribution
in the Barabasi-Albert model makes Heu-SAP and the improved JVP scheme harder to reuse the

sub-chains.

We proceed to examine the recovery cost of the studied schemes while varying |Fs|maz- Fig. EI
17(a)|and Fig. 4-17(b)|show the performance of the studied schemes for the Erdgs-Rényi model and
the Barabasi-Albert model, respectively. As expected, the results show the ascending tendency in the
recovery cost with increasing |Fs|maz, i-€., more requested network functions. For the Erdos-Rényi
model, Fig. ShOWS that Tabu-SAP outperforms the original and improved JVP schemes while
only incurring higher recovery cost than Heu-SAP. The dominance of Tabu-SAP and Heu-SAP over
the original and improved JVP schemes demonstrates the impact of reusing existing VMs on the
recovery cost. Note that the original and improved JVP schemes ignore the recovery cost and simply
reuse existing VMs on the network nodes that might have low reliability for the requested network
functions. For the Barabasi-Albert model, the results in Fig. show that Heu-SAP performs
the best among the studied schemes. Meanwhile, the degree distribution in the Barabasi-Albert
model makes Tabu-SAP harder to reach the network nodes that have high reliability i.e., note that
Tabu-SAP still has to maintain other costs. Thus, Tabu-SAP achieves similar performance compared

to the improved JVP scheme, but outperforms the original JVP scheme.

We next study the impact of the service reliability while varying |Fs|mae. Similarly, the perfor-
mance of the evaluated schemes are investigated in the Erdés-Rényi model (Fig. and the
Barabasi-Albert model (Fig. . The results show the downward trend in the service reliabil-
ity with increasing |Fs|mqz- This is because the greater |Fs|mqz results in the longer chain of the
requested network functions, thus lowering the service reliability. For the Erdos-Rényi model, Fig. ]
18(a )| shows that Heu-SAP and Tabu-SAP outperform the original and improved JVP schemes. The
inferiority of the original and improved JVP schemes demonstrates the impact of reusing existing
VMs without considering the service reliability. As Heu-SAP greedily selects the network nodes
that have high reliability to place the requested network functions, it performs the best among the
studied schemes. Tabu-SAP performs better the original and improved JVP schemes while only
incurring lower service reliability than Heu-SAP. For the Barabéasi-Albert model, Fig. 4-18(b)|shows
that Heu-SAP still performs the best among the studied schemes. Meanwhile, as the degree distribu-
tion of the Barabéasi-Albert model follows the power law, Tabu-SAP is harder to reach the network
nodes that have high reliability (i.e., meanwhile Tabu-SAP still has to maintain other costs) and
thus achieves similar performance compared to the improved JVP scheme. However, Tabu-SAP still

performs better than the original JVP scheme for the Barabasi-Albert model.

To understand the impact of |Fs|me: on the number of accepted requests, we investigate the
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performance of the evaluated schemes on the Erdés-Rényi model and the Barabéasi-Albert model. As
illustrated in Fig. 4-19(a)|and Fig. thanks to the use of the Tabu search, Tabu-SAP achieves
similar performance compared to the improved JVP scheme while significantly outperforming Heu-
SAP and the original JVP schemes. The node heterogeneity (e.g., each node hosts specific types of
network functions) hinders the original JVP scheme, thus making it the worst among the studied
schemes. Heu-SAP is the second-worst scheme because it is performed in a relaxed manner, therefore
accepting few requests due to the strict constraints in our model. The similar remarks are also

obtained in Fig. |4-19(b)| for the Barabasi-Albert model.

We then analyze the complexity of the studied schemes by examining their execution time while
varying |Fy|maz. Fig. and Fig. [4-20(b)] plot the execution time of the studied schemes in
the Erdds-Rényi model and the Barabési-Albert model, respectively. As expected, Heu-SAP as the
heuristic scheme incurs least execution time among the studied schemes. For the Erdés-Rényi model,
Fig. shows that the original JVP scheme incurs significant execution time compared to the
other schemes, especially with greater |Fs|mqe. This is the result of the stress testing phase in the
original JVP scheme as it needs to “scan“ the whole network. Meanwhile, Tabu-SAP outperforms
the original and improved JVP schemes while only incurring higher execution time than Heu-SAP.
Specifically, Tabu-SAP incurs much less execution time than the original JVP scheme and incurs half
the execution time of the improved JVP scheme. Despite employing the Tabu search, the improved
JVP scheme still performs worse than Tabu-SAP. The reason is that the improved JVP scheme
hungrily fill up the network nodes that have high utilization, i.e., the Tabu move is only decided by
the computation cost and communication cost. As the result, the succeeding requests are possibly
placed with empty VMs and consequently increasing the search space. It is worth noting that, in
Fig. the network generated from the Barabéasi-Albert model is “sparser” than that from the
Erdés-Rényi model, i.e., in the Barabasi-Albert model, more connected a node is, the more likely it
receives new links. For that reason, the execution time of the original JVP scheme is significantly
reduced in the Barabési-Albert model. The results in Fig. show that the improved JVP
scheme performs the worst among the studied schemes. Meanwhile, Tabu-SAP and the improved
JVP scheme mostly achieve similar performance. However, Tabu-SAP performs much more stable

than the original JVP scheme, which is highly influenced by the stress testing.

In summary, Tabu-SAP outperforms the other schemes in almost settings. The results obtained
from the evaluation also clearly demonstrate the impact of reusing existing VMs on the chain con-

figuration, recovery cost, and the service reliability, which have not considered in the literature.
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4.4 Summary and Discussion

In this chapter, we focus on orchestrating the applications that are completely executed in MEC. In
this case, the mobile devices have to send their requests to MEC over the network. Consequently,
such a process introduces significant concerns. For instance, the requests of the mobile devices
might contain sensitive data that the applications in MEC need to handle the requests, thus raising
a significant security concern, e.g., vulnerability attacks. For another example, since the applications
are completely ran in MEC, there are numerous requests from the mobile devices transferred over
the network. Consequently, the applications in MEC have to incur the performance degradation.
Moreover, the network has to suffer from a huge amount of traffic.

To tackle the above challenges, we advocate the joint deployment of the MEC applications and
network functions. Specifically, the network functions such as firewall or traffic optimizer not only
improve the network performance but also help to increase the quality of service for the applications
in MEC. For instance, a traffic optimizer can be placed in the network to compress the traffic and
thus reduce the bandwidth consumption. Meanwhile, a firewall can be put in front of the MEC
applications to prevent unauthorized accesses.

However, the potential combination of the network functions and the applications make the re-
source optimization in MEC become challenging. This is because placing the applications themselves
in a optimal manner is already a challenge. Therefore, the goal of this chapter is to solve the joint
optimization problem considering both MEC applications and network functions.

We address the resource optimization by considering the placement of the MEC applications
and network functions in large-scale networks, each consisting of multiple MEC servers distributed
over the network. We first formulate the optimization problem that includes four cost components:
computation cost, communication cost, configuration cost, and recovery cost. As the optimization
problem becomes more complicated, we propose Tabu-SAP that is a meta-heuristic algorithm based
on Tabu search, aims to reuse the subchains of the network functions for the MEC applications.
The simulation results show that Tabu-SAP significantly outperforms the notable related work that
relies on the individual reuse of the network functions.

For the realization, we first introduce the concept of MEC service, whereby an MEC service
consists of the MEC application and the network functions, which are jointly used to provide a
cloud service for the mobile devices. We then propose APMEC to jointly orchestrate both MEC
applications and network functions. As the network functions are realized in NFV, APMEC in-
cludes a novel component, namely, MESO, that provides the functionalities to interact with NFV
MANO frameworks for orchestrating the network functions. Thanks to the introduction of MESO,
APMEC can easily work in cooperation with different NF'V MANO frameworks. APMEC performs
the orchestration of the applications via MEO and MEM, which are closely designed through the
reference of the ETSI MEC architecture.
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Following the study of the use cases for the orchestration of the applications, in the coming

chapter we review the third use case which is the mobility support in MEC.
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Chapter 5

Mobility Support in MEC

In this chapter, Section[5.1]first introduces the mobility and the need for the migration of applications
with the involvement of MEC in the mobile network. Afterwards, we assess whether the traditional
migration approaches can be performed in MEC. We then present the definition of the application
state, which is used for our proposed migration approaches mentioned in the rest of the chapter.
Section describes StateOS, a versatile framework that leverages the application states for user-
defined programs. Next, Section [5.4] presents our distributed key-value store for the application
states. Section [b.5]introduces our proposed state transfer scheme followed by the study of the state

transfer optimization.

The content of Subsection has been published in our IEEE 5GWF conference pa-
per [156]:

T. V. Doan, G. T. Nguyen, H. Salah, S. Pandi, M. Jarschel, R. Pries, and F. H. P. Fitzek,
"Containers vs virtual machines: Choosing the right virtualization technology for mobile

edge cloud", 2019 IEEE 2nd 5G World Forum (5GWF) (pp. 46-52).

The content of Sectionhas been published in our IEEE INFOCOM Workshop paper [157]:
T. V. Doan, Z. Fan, G. T. Nguyen, H. Salah, D. You and F. H. P. Fitzek, "Follow Me, If
You Can: A Framework for Seamless Migration in Mobile Edge Cloud," IEEE INFOCOM
2020 - IEEE Conference on Computer Communications Workshops (INFOCOM WKSHPS).
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The content of Section [5.5] has been published in our IEEE GLOBECOM conference pa-
per [158] and IEEE Access journal paper [159]:

T. V. Doan, C. Ding, G. T. Nguyen, D. You and F. H. P. Fitzek, "FAST: Flexible and Low-
Latency State Transfer in Mobile Edge Computing," GLOBECOM 2020 - 2020 IEEE Global
Communications Conference.

T. V. Doan, G. T. Nguyen, M. Reisslein and F. H. P. Fitzek, "FAST: Flexible and Low-
Latency State Transfer in Mobile Edge Computing," in IEEE Access, vol. 9, pp. 115315-
115334, 2021.

5.1 Introduction

5.1.1 Mobility in The Mobile Network

As the many devices in the mobile network are mobility-aware, in this section we first introduce
the mobility management in the mobile network. Afterwards, with the involvement of MEC in the
mobile networks, we present the need for the migration of the applications.

In the mobile network, it is essential to keep track of the mobile device’s location. For instance,
the localization allows the mobile network to deliver the incoming calls to the mobile devices. There-
fore, when the mobiles move from one location to another location, the mobility management needs
to perform location update triggered by the mobile devices. When detecting that there an incoming
call to a mobile device, the mobile network then triggers the paging procedure to find the location

of the mobile device and activate it to receive the call.
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Figure 5-1: An example of the mobility management in the LTE network.

Fig. [p-1] shows an example of the mobility management in the LTE network. Mobility man-
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agement entity (MME) is responsible for managing the mobility of the mobile devices thanks to
the connection with multiple eNodeBs (i.e., base stations). The coverage of each eNobeB forms a
cell, whereby each cell has a unique identifier (ID) to differentiate from each other. The adjacent
cells are then grouped into a tracking area (TA) that has a unique tracking area identifier (TAI).
Multiple adjacent TAs form a tracking area list (TAL). Therefore, the MME can assign different
TALs to different mobile devices to avoid potential signaling peaks. Each eNodeB then periodically
broadcasts its assigned TAI. The mobile devices listen to the broadcast massage from the eNodeBs,
determining whether the received TAI contained in the allocated TAL. If not, the mobile devices
send a TA update (TAU) message to the MME, indicating that they are moving out of their lo-
cations. Afterwards, the MME allocate a new TAL to the mobile devices. In Fig. f-1] the same
procedure mentioned above is applied to the smartphone if eNodeB1 and eNodeB2 belong to two

separate TALs.

We acknowledge that the involvement of MEC further challenges the mobility management in
the mobile network. It is worth noting that the mobility of the mobile devices shows no impact when
their applications run on the centralized clouds that are far away and independent of the mobile
network. However, when the MEC servers, for instance, are attached to the base stations, the
mobility of the mobile devices results in a longer path toward their applications on the MEC servers,
thus increasing the latency, especially for emerging latency-sensitive use cases such as autonomous
driving or remote surgery. Such an issue demands the migration of the application between the

MEC servers following the movement of the mobile device.

The content of this chapter is organized as follows. In Section [5.1.2] we explore the possibilities
of the traditional migration approaches in the central clouds for the migration of the applications in
MEC. We pointed out that the traditional migration approaches incur high migration time and thus
are ill-suited to MEC. Therefore, we propose novel migration approaches by exploiting the applica-
tion states. We first give the definition of the application states. After having the comprehensive
understanding of the application states, we introduce our three contributions that rely on the appli-
cation states for the migration of the applications in MEC. In Section we present FAST that is
a state transfer framework taking advantage of the SDN capabilities for the flexible and quick state
transfer in MEC. Afterwards, due to the fact that state store matters, in Section [p.4] we propose
re-designing the state store based on key-value store, thus allowing the application states to follow
the movement of the mobile devices. For the two aforementioned contributions, the modification of
the applications is inevitable to free the application states. To show the potential of the application
states, in Section [5.3] we introduce StateOS that is an programmable framework advocating the

involvement of user-defined programs taking advantage of the application states.
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Figure 5-2: The network topology of the testbed consisting of one SDN controller, one SDN switch,
two edge servers, two network taps and one DAG controller (adapted from [156]).

5.1.2 Traditional Migration Approaches

In this section, we provide a comprehensive study of the traditional migration approaches that
rely on VM and container technologies. Specifically, we first present the background and related
work of the traditional migration approaches in Section In Section we introduce our
experimental setup to evaluate the performance of the popular migration approaches based on the
commercial devices. Afterwards, we present and discuss the performance results of the studied

migration approaches in Section [5.1.2)

Background and Related Work
Virtual Machine Migration

Service migration approaches based on the VM technology attempts to meet two following require-
ments. First, the resulting downtime (if any) should be very short to avoid unexpected service
interruption. Second, the migration process should be transparent to the mobile devices . To fulfill
these requirements, there are three well-known VM migration approaches including cold migration,
hot migration, and live migration. The cold migration first tried to shut down the VM on the source
server, moves it to the destination server, and then reboot it there. This approach is inapplicable
for the stateful applications, because their states stored in memory will be lost after rebooting the
VM. To solve this issue, the hot migration suspends the VM on the source server, thus saving down
the application states into files. Afterwards, the hot migration transfers these files to the destination
server and then uses them to resume the VM. The hot migration, however, could result in a long

downtime due to the suspension process. The live migration tackles this issue by migrating the
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Figure 5-3: Measurement scenarios of the live migration in MEC.

VM to the destination server while the application is still running, thus resulting in a negligible
downtime compared to the other two migration approaches. Considering the great advantage of the
live migration, almost VM managers such as VMware, KVM, and Xen support the live migration.
Therefore, we focus on the live migration approach for the study of the VM migration.

The live migration process consists of three phases:

e Push phase: The migrated VM keeps running on the source server while its memory data are
iteratively transferred to the destination server. Dirty pages, the memory content modified

during this phase, must be re-sent to ensure memory consistency.

e Stop-and-copy phase: The objective of this phase is to stop the source VM at the source server
to present the memory from being modified. Afterwards, the remaining memory content is

duplicated to the destination server so that the VM could be resumed.

o Pull phase: When the migrated VM reboots on the destination server, the missing memory

content (if any) is remotely fetched from the source server.

We proceed to present two popular versions of the live migration, namely pre-copy migration
and post-copy migration. The pre-copy migration approach selects the push and stop-and-copy
phases, consisting of six following steps. The first step is pre-migration that determines whether
the destination server has sufficient resources (e.g., CPU, memory, disk) for the migrated VM or
not. Afterwards, the reservation step is performed to reserve a VM position with the same resource
configuration on the destination server. Next, the iterative pre-copy step copies the memory content
of the VM from the source server to the destination server. During this step, the dirty pages
are also transferred to the destination server to ensure the memory consistency. If the termination
conditions are met (e.g., the number of dirty pages are small enough so that the memory consistency
is guaranteed), the stop-and-copy step is performed to shut down the VM and copy the remaining
memory content. Afterwards, the destination server performs the commitment step to inform the

source server that all duplicated memory content of the migrated VM is already received at the
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Figure 5-4: Total migration time of a VM: 1 Gbps network vs 10 Gbps network.

destination server. After receiving the commitment from the destination server, the source server
releases the resources allocated to the migrated VM. Finally, the activation step resumes the migrated
VM on the destination server. It is worth noting that the pre-copy migration is safe because the
VM keeps running on the source server until the live migration process is complete. Thanks to this
guarantee, the pre-copy migration is widely adopted by well-known VM managers such as VmWare,
Xen, and Kernel-based Virtual Machine (KVM). Recent studies attempt to improve the pre-copy
migration. For instance, Jin et al. proposed a compression technique, taking advantage of the
similarity of memory pages and contained zero bytes, to minimize network traffic during migration.
Meanwhile, the authors in [162] introduced the dynamic page transfer ordering strategy to reduce
the number of re-transmitted pages.

Despite the useful features and potential improvements, the pre-copy migration still encounter
two major drawbacks. First, a large number of copying iterations are required to assure that all
memory content is transferred to the destination server, thus resulting in a high network bandwidth
consumption. Second, when the applications running on the VM are memory-intensive, the migration
processing might not be complete due to the huge amount of copy iterations.

Unlike the pre-copy migration, the post-copy migration employs the stop-and-copy and pull
phases. Specifically, it first stops the VM on the source server and then transfers CPU and device
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states needed to reboot the VM on the destination server. The running VM on the destination
server then fetches the memory content from the source server. Thanks to this fetching process, the
dirty memory pages do not exist in the post-copy migration. Since all memory pages are copied
once, the post-copy migration potentially consumes less bandwidth than the pre-copy migration that
introduces the unexpected transfer of the dirty memory pages. However, the post-copy migration is
more prone to the failure than the pre-copy migration. This is because the VM immediately starts
on the destination server without considering the safety of the migration process.

To further improve the performance of the post-copy migration, various techniques such as on-
demand fetching, active pushing, and pre-paging have been proposed. Specifically, the on-demand
fetching is widely used because it only requires the needed memory pages, thus eliminating the
transfer of the redundant memory content. In contrast, the active pushing allows the source server
to transfer all memory pages to the destination server, facilitating the migration process. The pre-
paging |163|164] allows the source server to transfer nearby memory pages, thus increasing the

efficiency of the transfer.

Container Migration

Recently, many industrial enterprises have adopted containers for the deployment of their cloud
services. Thanks to the lightweight of the container technology, the container migration employs a
checkpoint/restore mechanism that checkpoints and restores the states of running applications [?].
For instance, Checkpoint/Store in User-space (CRIU), which is a Linux software allowing to check-
point and restore the application state in user space. CRIU utilizes existing Linux interfaces and
then extends them to take control over the running process. More specifically, CRIU performs the
container migration as follows. Firstly, the application is “freezed” at the source system. Afterwards,
CRIU saves the memory content of the process into the files stored in disk storage. Afterwards, all
files for the memory content are transferred to the destination server. Consequently, the application

can be restored at the original state.

Related Work

The state-of-the-art live migration studies can be categorized into two major groups by their pur-
poses: i) providing the availability for the applications and %) ensuring seamless migration for the
mobility-aware end devices.

To provide the availability for the applications, most studies focus on the VM migration in the
centralized clouds. Zhang et al. [165] presented a comprehensive survey on the VM migration in
the centralized clouds, giving an overview of various migration techniques such as compression, data
duplication, and page ordering. While these techniques significantly improve the migration perfor-

mance (e.g., reducing migration time and downtime), they might still result in service degradation.
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Figure 5-5: Downtime of a VM: 1 Gbps network vs 10 Gbps network.

To tackle this critical issue, stateful migration approaches 166/ have recently been proposed.

The recent studies proposed taking advantage of existing live migration approaches for the seam-
less migration in MEC. Torre et al. m provided a comprehensive measurement study of the con-
tainer migration based on Docker. The authors in W proposed MEC frameworks dedicated
to the service migration. Specifically, in these frameworks the MEC applications run as container
services managed by Docker. Unlike the traditional reactive approach migrating the whole VM
(memory, disk content, CPU registers) to the destination server, the authors adopted a proactive
approach that allows state synchronization, thus significantly reducing the migration time. How-
ever, due to the fact that containers tightly rely on the underlying operating systems and only able
to operate with the support of dependent libraries, the destination server should prepare the same
environment so that the container can operate after migration. Furthermore, the proactive approach

considering the service replication requires the optimal choices of the destination servers.

Despite considerable amount of previous studies on either the VM migration or the container
migration, a measurement framework that supports both the VM migration and the container mi-
gration in MEC has not been carried out. This issue challenges operators to choose the right

virtualization technology in MEC.
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Experimental Setup

Fig. shows the network topology of the testbed that includes an SDN network consisting of an
SDN switch and an SDN controller. Specifically, two edge servers are linked to the SDN switch via
two corresponding network taps. We used two Nokia Airframe Open Edge servers, equipped with
Intel(R) Xeon(R) CPU E5-2680 v3 at 2.50 GHz, 128 GB memory, and 1TB hard disk. We deployed
the SDN controller on a Sun Netra X/250 server, configured with Intel(R) Xeon(R) CPU E5540 at
2.53 GHz, 36 GB memory, and 1TB hard disk. Meanwhile, the SDN switch has to provide high-
performance switching and the network flexibility to facilitate live migration. Therefore, we adopted
a Nokia Airframe network switch (AR-SWI01GF-A) equipped with OpenFlow capabilities that sat-
isfied our requirements. We used Izia Gig Zero DelayTM Tap and Sun Netra X4250 server equipped
with Endace DAG 7.5G4 card for fast packet capturing and the precise monitoring, respectively.

We adopted KVM that is a popular VM manager for the VMs on the edge servers. We used
Qemu (version 2.11.1) and wvirt-install (version 1.5.1) to emulate and instantiate the VMs. We
used wvirsh (version 4.0.0) to provide a command-line interface, to manage the life-cycle of the VMs
such as migrating, starting, and destroying the VMs. We installed KVM, virsh, virt-install on the
edge servers running a Linux Ubuntu 18.04 LTS Server (Bionic Beaver). For the SDN controller,
there are popular candidates such as OpenDaylight, Open Network Operating System (ONOS),
OpenContrail, Floodlight, and Ryu. As our goal is to reduce the overhead of the SDN controller for
the live migration, we ended up choosing Ryu (version 4.27) as it is a lightweight SDN controller
but yet feature-rich. Since the transfer of the storage content during migration could lead to the
high migration time, we adopted a shared storage solution in our testbed. There are two well-known
options for the share storage including Network File System (NFS) and Internet Small Computer
Systems Interface (iSCSI), which are open-source and widely considered for commercial use. As
the authors of [174] showed that NFS outperforms iSCSI in terms of read/write performance, we

adopted NFS (version 4.0) for the shared storage.
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We stressed the CPU and memory between 0% to 100% with a step of 10%. As shown in Fig.
we implemented three scenarios, namely VM live migration, container migration, and container-on-
VM migration. For the VM migration, we first evaluated its performance under the constraint of
memory load using 1 Gbps network. As our testbed used Nokia Airframe Open Edge server equipped
with 10 Gbps NIC, we extended the experimental setup to investigate the impact of bandwidth on
the performance of the VM live migration by using 10 Gbps network. For each VM, we varied the
VM memory from 2 GB to 8 GB while setting the number of vCPUs to 2 and the same amount of
disk storage to 30 GB.

For the container migration, LXC and Docker are two popular container manager allowing to
manage the life-cycle of containers. LXC takes advantage of Linux kernel capabilities to virtualize
system resources such as processes, network, and file system. Meanwhile, Docker is application-
driven container technology that considers applications as processes. Since Docker offers an experi-
mental feature for the container migration using CRIU, we adopted it in our testbed. To ensure the
live migration of the container between the source and destination edge servers, we maintained the
IP address of the container by enabling Docker bridge on the two edge servers. Specifically, Docker
provides the macvlan feature allowing to create a Docker bridge in the same network between the
source and destination edge servers. However, to make sure that the IP address of the container is
maintained after migrating to the destination edge server, its MAC address should be also remained.
Towards this aim, we specify the MAC address used on the source edge server when initiating the
container on the destination edge server. Since CRIU allows migrating the memory content from the
source edge server to the destination edge server, a container created on the destination edge server
would have the same configuration (e.g., CPU, memory, network) with the running container on the
source edge server. Unlike the VM migration, since CRIU currently supports a checkpoint/restore
mechanism for the container migration, we examined three following metrics including checkpoint
time, restarting time, and total migration time.

For the container-on-VM migration scenario, as the application running on the VM can include
multiple components, we investigated the deployment of the container inside the VM. We installed
Docker and initiated the container on top of the VM. We examined the migration of the VM that

has the container created by Docker running on top of the VM.

Evaluation
Live Migration of VMs

Impact of memory load on the total migration time: We evaluated the total migration time
and downtime under memory loads ranging from 0% to 100% with the step of 10%. Specifically, we

compare the performances of the three VM configurations. We configured the VMs with 2 vcpus
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Figure 5-7: Docker container migration under the constraint of stressed memory.

and 30 GB disk, while their memory was configured with 2 GB, 4 GB, and 8 GB, respectively.
Fig. 5-4] plots the total migration time of the three different VM configurations under the constraint
of stressed memory in 1 Gbps and 10 Gbps networks. For the 1 Gbps network, the results show
the upward tendency in the total migration time with increasing the memory load. Specifically,
the total migration time increases gradually for the VM configured with the 2 GB memory while
increasing drastically for the VMs configured with the 4 GB and 8 GB memory, respectively. This
is because the increase of the memory load leads to a large amount of memory state generated and
transferred from the source edge server to the destination edge server, consequently resulting in a

drastic increase of the total migration time.

We proceed to investigate the impact of bandwidth on the total migration time. Fig. p-4] also
shows the total migration time of the three different VM configurations in a 10 Gbps network. The
total migration time increases gradually with the increase of the memory load. As to be expected,
the live migration in the 10 Gbps network incurs much less total migration time than that in the
1 Gbps network. Fig. [5-4(a)|shows the total migration time of a VM configured with 2 vcpus, 2 GB
memory, and 30 GB disk. We observe from Fig. that the total migration time varies from 5 s
to 20 s in the 1 Gbps network, while it remains around 5 s in the 10 Gbps network. We observe from

Fig. and Fig. that the live migration in the 10 Gbps network achieves very low latency.
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Figure 5-8: Total data transfer of Docker containers under the constraint of stressed memory.

Notable, the results show that that the live migration can be performed even with 100% of memory
load. This remarks clearly show the impact of the network bandwidth on the total migration time,
especially at the high memory load. Specifically, Fig. [p-4(c)| shows that, using 1 Gbps network,
with only 40% memory load, the total migration time is drastically increased. The reason is that
the migration process produces a large amount of memory content, thus requiring in a significant

number of copy iterations.

Impact of memory load on the downtime: Fig.[5-5|shows the downtime of the live migration in
the 1 Gbps and 10 Gbps networks. In the 1 Gbps network, the live migration incurs the insignificant
downtime , i.e., varying from 0.2 s to 0.4 s for all memory loads. The reason for this achievement
is that the pre-copy algorithms is applied for the live migration, which is proved to provide lower
downtime than the post copy algorithm. We also observe from Fig. p-5|that the downtime using the
10 Gbps network is relatively small, i.e., varying from 0.1 s to 0.4 s. Fig. p-5(a)|plots the downtime
for the live migration of a VM configured with 2 vepus, 2 GB memory, and 30 GB disk. As shown
in Fig. and Fig. the live migration in 10 Gbps network achieves similar downtime
compared to that in 1 Gbps network. However, similar to our observation with the total migration

time, using the 10 Gbps network, the downtime is achievable even when the memory load reaches

100%.

Impact of memory load on the data transfer: We proceed to examine the impact of the
stressed memory on the total data transfer for the live migration. Fig. illustrates the total
data transfer while varying the memory load in the 1 Gbps network. More specifically, we used
two VMs, one configured with 4 GB and the other configured with 8 GB memory. While setting
the VM memory to 4 GB, the total data transfer increases drastically at 60% and 80% of memory
loads, and becomes unconverged under a memory load of 100%. Notably, with 8 GB memory, the

data transfer is around 12 GB at 40% of memory load and cannot converge at 60%. This remark
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Figure 5-9: Live migration of Docker container atop VM.

clearly demonstrates the impact of the stressed memory on the total data transfer for the VM live

migration.

Live Migration of Docker Container

The impact of memory load on the checkpoint time and restarting time: Since we used
CRIU to checkpoint and restart the Docker containers for the live migration, we examined the
performance of the container migration considering the checkpoint time and the restarting time.
Fig. [p-7(a)| illustrates the checkpoint time of the Docker container while varying the memory load.
The results show that the memory load has significant impact on the checkpoint time. This is because
Docker only allows CIRU dump to perform the checkpoint that takes the considerable amount of
time to dump processes into files. Fig. plots the restarting time of the Docker container
under the constraint of memory load. We observe from Fig. that the restarting time has the
upward tendency with increasing the memory load. Since the large files from checkpoint process
are produced and transferred to the destination edge server, the restarting process has to handle all
files to resume the container. To have an overview of the performance of the container migration,
Fig. |b-7(c)| illustrates the total migration time consisting o the checkpoint time and the restarting

time.
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Figure 5-10: Difference between VM /container migration and application state transfer

The impact of memory load on data transfer: Fig. shows the total data transfer while
varying the memory load. The results show that the container migration produces a large amount of
data, which is roughly same amount of the stressed memory. This is because when the checkpoint,

process saves all memory states into files and then transfers them to the destination edge server.

The live migration of containers on VM

We then studied the migration of the container running on top of a VM while varying the memory
load. The VM is initiated by KVM. Afterwards, we installed the Docker and used it to create
the container inside the VM. Fig. shows that the container migration on the VM achieves
similar performance as the traditional KVM migration, thus demonstrating no impact of running

the container on top of the VM for the migration.

5.1.3 Application State

The application states, represent the progress of a running application, are data generated while
the application processes user requests. By this definition, the application states are diverse and
thus can be realized in various forms, such as connection information in a firewall, address mappings
in a network address translator, player’s scores in a gaming application, and mobility trajectory
information in a self-driving vehicle application. We gave an example in Fig. f-14] to motivate the
study of the application state transfer. Specifically, the VM or container consists of two layers: )
the base layer that provides the operating system such as Windows or Linux, and i) the application
layer that includes the applications running on top of the operating system. The VM /container
migration attempts to transfer the states of the whole VM or container that include the states in
both the application and base layers. However, the states in the base layer are regardless of those in
the application layer. For instance, the operating system might run the memory-intensive processes

that do not belong to the application needed to migrate. Due to this reason, we pointed out in
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Section that the VM/container migration results in significant migration time. In contrast
to the VIM /container migration, the application state transfer only considers the transfer of the
application states in the application layer, thus eliminating the redundant transfer of the states in
the base layer.

Unlike the VM /container states that can be capture by simply suspending the whole VM /con-
tainer and then saving down the memory content into files, the application states are featured by

two following characteristics:

e Volatile: As used to present the progress of the running application, the application states
are frequently changed. The frequent change of the application states can be caused by various
factors such as new user requests served by the application or the life-time of the requests.
For instance, a gaming application updates the player’s scores. The frequent change of the
application states demand a quick access to read and write them while the application handles
the user requests. Therefore, the application states are normally stored in the memory and
thus might be removed when the users lose the connections with the application or due to the

application failure.

e Application-specific: The application states are produced by the application, presenting
the internal processing of the application. Therefore, the application states are unique to the
application by default and consequently hard to generalize. Meanwhile, in the VM /container
migration the VM /container state is considered as a whole and thus can easily employ a
common technique to suspend the entire VM/container and save the memory content into
files. As there are multiple applications running inside the VM /container, it becomes more

difficult to consider the application states of a specific application.

The characteristics of the application states mentioned above make the application state transfer
become challenging but worth studying. Therefore, in the rest of this chapter we present our

contributions for the application state transfer.

5.2 Related Work

The migration schemes in MEC rely on three main processes, including capturing, storing, and
forwarding the application states. In this section, we review the prior studies and assess how well

they perform these processes.

State Capturing

Table shows the prior studies on the state capturing. Specifically, most studies leverage the

application states for the scalability while some studies consider fault tolerance as the main objective.
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State Programs

State Capturing Technique

Scalability | Fault Tolerance
Split/Merge 175, TFM [176], S6 |177|, E-State [178], X
U-Haul [179], OFM |180|
Pico [181], FTC [182], FTMB [166] X
OpenNF [183], StatelessNF [184], CHC [185] X X

Table 5.1: The prior studies on the state capturing

We can also observe from Table that thew are few studies use the application states for both
scalability and fault tolerance, including OpenNF [183], StatelessNF [184], and CHC [185|. However,
the common issue for the above capturing techniques is that they require the modification of the
applications to export and import the states. Meanwhile, these studies provide the support for the
fixed number of programs (e.g., scalability or fault tolerance) that rely on the application states.

Consequently, this limited support potentially hinders these studies from the wide adoption.

State Storing

Notable studies [1864(187] first tried to understand application structure and then modify the appli-
cation to capture its states. Afterwards, these states were stored locally in the source MEC server
and finally transferred to the destination server. These studies significantly reduce the amount of
transferred data during the migration, thus prolonging the migration time.

To further reduce the migration time, there is an idea to completely separate the state processing
from the packet processing. StatelessNF [184] propose saving the application states in a remote data
store, thus making the applications stateless. Thanks to this design, multiple applications could
access the states from the remote data store, thus eliminating the need for the state transfer.

However, the stateless approaches introduce end-to-end lookup latency between the application
instances and the remote data stores, consequently challenging the optimal placement of the remote
data stores. To avoid this placement issue, D3 [188] and E-state [189] employs key-value stores for
state distribution among the application instances, eliminating the need for the concurrent transfer
of the application states and thus reducing the migration time. However, these studies follow a
reactive strategy, leading to the need for on-demand state lookup from multiple application instances.
Consequently, this state distribution approach results in the high latency for the destination instance

to obtain the frequently changed application states.

State Forwarding

A key challenge of the state management for the applications in MEC is to further reduce the
latency in order to reduce the service downtime, while flexibly performing the state operations

across multiple MEC sites. Specifically, the application state management is expected to fulfill four
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vital MEC requirements [190]:

e R1: Low latency. Since MEC applications are typically latency-sensitive, the application

state management should achieve fast state transfer to prevent service degradation.

e R2: Programmability. The fluctuation of the network requires flexibly transferring the
application states between a running application and its backup. Therefore, the state transfer
must be programmable to apply different forwarding rules to underlying network devices. The

programmability of the state transfer allows the users to move freely across different networks.

e R3: Flexibility. The MEC state management should be able to add or remove backups on
the fly without interfering the rest of the network. Considering the high mobility of the mobile
devices, this requirement allows removing the backups in the current serving area as well as

adding new backups in the new serving area.

e R4: High availability. As MEC applications may be prone to failures, providing high avail-
ability for them is important. The state management should allow the state transfer between

a running application and multiple backups, which can be distributed over the network.

We proceed to provide the literature reviews of the state management frameworks. Specifically,
the focus of the existing state transfer (management) studies is typically on Network Function
Virtualization (NFV) with regarding to managing the states of the network functions, such as firewall
and load balancer. Specifically, the existing state management frameworks have been proposed to
the conventional cloud computing. Therefore, we examine the possibilities of these frameworks to
meet the requirements mentioned above. Afterwards, we study the existing frameworks that are
dedicated to the state transfer in MEC.

Recent studies allow the direct transfer of the application states between the application in-
stances. To reduce the bandwidth consumption and the state transfer latency, the studies [182}[187]
191] propose a compact format for the application states, thus attempting to fulfill the low-latency
(R1) requirement. However, these frameworks incurs tight coupling between packet processing and
state processing because the application states are stored locally at the application instance. For the
memory-intensive applications, transferring all application states concurrently results in significant
migration time and thus leaves R1 unoptimized.

It is worth noting that the above studies only focus on the state transfer while other state
operations remain unsolved. Specifically, an abstract interface is missing to operate the state transfer,
thus ending up manually set up the state transfer between the application instances. Therefore, these
studies consider the state transfer for specific applications, preventing them from the wide adoption
to support many other applications. Moreover, the state transfer in this studies does not ensure that

the correctness of the application states received at the destination instances. In addition, there is
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no mechanism to allow the user traffic to be re-directed to the destination instance after completing
the state transfer.

To solve this issue, there are studies exploiting the SDN functionalities to manage the applica-
tion states. Built on top of an SDN controller, Split/Merge [175] allows splitting the states from
an overloaded application instance and merging the states from multiple underutilized application
instances. This ability allows Split/Merge to provide elastic scaling for the application instances.
However, Split/Merge is ill-suited to provide the fault tolerance of the application instances because
the states are moved out of an application instance and then inserted into other application in-
stances. To address this limitation, Pico Replication [181] is the extension of Split/Merge, allowing
the replication of the states between the application instances.

However, these two studies did not provide the guarantee for the state transfer such as state
loss and state reordering that could make the application unable to work properly after the state
transfer is complete. OpenNF [186] and its extended versions [176}/179}/192] have been proposed to
address these critical issues by providing guaranteed policies, such as order-preserving and loss-free
processing. The above studies use an abstracted manner to transfer the application states from
one application instance to other application instances, thus attempting to fulfill R4. However,
the abstracted manner also a relay for the state transfer between the application instances, thus
exposing a potential bottleneck. Therefore, these studies are unable to satisfy R1 while leaving
programmability (R2) and flexibility (R3) unsolved.

In summary, the state-of-the-art studies on the state management focused on achieving R1 and
R4. These studies also show the need for an abstracted manner to efficiently manage application
states. Moreover, these studies lack the network flexibility to support the state transfer, especially

in large-scale networks, thus unable to carry out R2 and R3.

5.3 Leveraging Application States in MEC

To solve the capturing issue mentioned in Section[5.2} we advocate the use of the application states for
user-defined state programs. In this section, we will introduce our design followed by the realization

and evaluation.

5.3.1 Design

In general, StateOS is a state management architecture for the applications in MEC. StateOS pro-
vides an open design that allows taking advantage of the application states for state management
services such as scalability and fault tolerance. Fig. shows the overall architecture of StateOS,
from top to bottom, including state management service plane, state control plane, and data plane.

The state management service plane includes user-defined state management programs that aims
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Figure 5-11: StateOS architecture consisting of state service plane, state control plane, and data
plane. In the state service plane, there are multiple services that take advantage of the application
states such as scalability and fault tolerance. In the state control plane, StateOS framework performs
state operations requested by services in the state service plane. The applications in the data plane
are used for various use cases such as autonomous driving or tactile internet that can benefit from
StateOS.

at leveraging the application states. The users of the state management service plane could be the
network operators (i.e., who control the networks) or application service providers (e.g., who provide
the MEC applications serving user’s needs). The state service plane is designed in an abstracted
manner and thus allowing the users to easily write their own state management programs. To-
ward this aim, the common state-related functionalities are completely offloaded to the state control
plane for further processing. In the state control plane, the StateOS framework provides the com-
mon functionalities for the state operations (e.g., connection establishment with the applications)
to handle the requests from the state management programs in the state management service plane,
i.e., the state management program in the state management service plane uses the northbound
API provided by the StateOS framework to dispatch the requests. The StateOS framework then
invokes the respective functions for the specific state management programs. For instance, a state
management program is written to perform the fault tolerance of an application. Since the fault
tolerance requires the copy of the application states, the state management program then dispatches
the request for the copy operation to the StateOS framework. As the states located locally in the
deployed applications in the date plane, the StateOS framework interfaces with the applications
using its southbound API, indicating the state options to them. For example, if the copy operation

is considered, the application extract its states while still handling the user’s requests.
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Northbound API

The northbound API of the StateOS framework aims at facilitating the state management programs
to perform the state operations. The challenge is that the design of the northbound API must ensure
its generality (i.e., program-specific independent) so that it can be utilized by the state management
programs. Otherwise, the program-specific design could complicate the northbound API and thus
making it cumbersome and ill-suited to support future state management programs. To meet this
goal, we present the common functionalities that could be offered through the northbound API.

To enable the state management programs, the StateOS framework has to provide three follow-
ing information through the northbound API. First, the StateOS provides the state management
programs with the acknowledgement of the applications and their state patterns in the data plane.
For the applications, the state management program could identify the application properties such
as the IP addresses (e.g., that can be used for state transfer and then later for redirecting the user
traffic after migrating the application). Meanwhile, knowing the state pattern of the applications
allows the state management program to properly design the state operations. For instance, if the
applications are the network functions such as firewall or network address translator (NAT), the
common state pattern contains 5-tuple information of the packets (source IP address, destination
IP address, source port number, destination port number, and network protocol). If there are ap-
plications serving the end-user’s needs such as video streaming and online gaming, the state pattern
could be the user’s settings. Thanks to the state patterns provided by the StateOS framework
through the northbound API, the state management program can obtain the desired states (i.e.,
on the other hand, removing the redundant states) and subsequently facilitate taking the proper
actions for them. The state pattern can be also defined by the state management program if it is
dedicated to a specific application, thus guaranteeing the generality of the StateOS framework.

Second, the StateOS framework provides the state management programs with the common state
operations via the northbound API. Specifically, the state management programs could request to
export the states from one application using the state pattern and then import the states into another
application. Moreover, the state management program can also request the state transfer scheme,
e.g., adopting the StateOS framework as a relay node receiving the states from one application and
forwarding them to another application or choosing the direct state forwarding scheme between
the applications. Note that StateOS also allows the state management program to define its own
state operations if they are taken on the specific applications. For instance, the scalability program
demands a move operation to migrate part of the states from the overloaded application to the
underutilized application. Meanwhile, the fault tolerance program requires a copy operation to
duplicate the states from the failure-prone application (e.g., due to software or hardware failure) to
the backup application.

Third, the StateOS framework is intended to provide the common workflows used to enforce
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the state operations. The state management program can register the desired workflow via the
northbound API provided by the StateOS framework. For instance, a basic workflow could be
provided with the four following phases: i) exporting the states from one application; i) performing
the desired state transfer scheme for the application states; #ii) importing the application states to
the target application; iv) performing the re-direction of the user traffic to the target application.
Meanwhile, StateOS also allows the state management programs to either extend the workflow (e.g.,
adding the guarantee policies such as state loss or state reordering for the state transfer) provided by
the StateOS framework via the northbound API or define its own workflow dedicated to the specific

applications.

Southbound API

Enabling the plenty of the state management programs in StateOS also introduces the burden on
the design of the southbound API. The reason is that there are potentially a large amount of
the messages exchanging between the StateOS framework and the underlying applications in the
data plane. Consequently, this behavior demands a powerful southbound API. In this section, we
describe the specific design of the southbound API provided by StateOS framework. Specifically, we
first analyze and classify the states that may exist in various applications. We then design various
message types based on this classification to guarantee the communication between the StateOS
framework and the applications.

In order to design a powerful API, one need a messaging protocol that has to satisfy two following
vital requirements. First, the messaging protol must introduce compact message format considering a
massive number of the exchanged messages. Second, the messaging protocol needs to be application-
independent (i.e., the applications are written in different languages such as C or Java) and easy to
set up so that it can facilitate establishing the communication between the StateOS framework and
the new applications involving in StateOS.

We first present our choice for a compact messaging protocol. It is worth noting that the
performance of a messaging protocol typically depends on its ability to serialize the exchanged
messages from one site (e.g., one software component) and deserialize them at another site (e.g.,
another software component). This process highlights the impact of the compact message format
provided by the messaging protocol, especially under the high load of the exchanged messages.
Meanwhile, there are two possibilities that are widely used for the messaging protocol: one adopts a
text-based or (human-readable) message format; another uses the binary message format. Thanks
to the human-readable message format, the messaging protocols relying on that are mostly used for
the Web services, i.e., for the communication between the clients and the Web servers. However, the
messaging protocols powered by the binary message format (more compact) are intended to perform

better than the ones using the text-based messaging format in terms of the throughput under the
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message GetState {
uint32 src_ip = 16777226; // "10.0.0.1"
uint32 dst_ip = 33554442; // "10.0.0.2"
uint32 src_port = 29413;
uint32 dst port = 47873;
uint32 proto = 6;

}

Figure 5-12: A control message sent from the StateOS framework to request the state of a specific
flow in a traffic monitor.

message MonitorState {
uint32 src_ip = 16777226; // "10.0.0.1"
uint32 dst_ip = 33554442; // "10.0.0.2"
uint32 src_port = 29413;
uint32 dst_port = 47873;
uint32 proto = 6;
uint64 total pkts = 31;
uint64 total bytes = 5792;
uint64 start time = 1605047445;
uint64 last time = 1605047509;

}

Figure 5-13: A state message for the states of the specifc flow sent from the traffic monitor to the
StateOS framework.

high load of the exchanged messages. This is the reason we adopt the messaging protocol with the
binary message format for the communication between the StateOS framework and the applications.
For the language-independent messaging protocol, the use of the schema is essential to define the
structure and the validation of the exchanged messages. We adopt the messaging protocol supporting
the schema compilers that compile the schemas to various programming languages. Therefore, the
adopted messaging protocol is independent of the programming languages, thus facilitating the
involvement of the applications and opening up new state management programs in StateOS.

We proceed to describe the exchanged messages between the StateOS framework and the appli-
cations and present how they are transferred using the messaging protocol. Specifically, there are
two types of messages exchanged between the StateOS framework and the applications including
control messages and state messages. The control messages are used to control the enforcement of the
state operations (i.e., import and export the application states) imposed by the state management
programs. Meawhile, the state messages contain the the application states. The StateOS framework
receives these state messages from one application and then forward them to the another application.
Note that, for the direct state transfer scheme, the state messages are directly exchanged between
the applications without the intervention of the StateOS framework.

We gave an example to show the use of the control messages and the state messages. Fig.

describes a control message, namely GetState message, to request the state of a specific flow in a
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traffic monitor. The requested flow is specified by the 5-tuple information including the source IP
address src_ip, the destination IP address dst_ip, the source port number src_ port, the destination
port number dst_port, and the network protocol proto. The StateOS framework then forwards the
GetState message to the traffic monitor using the messaging protocol. After receiving this message,
the traffic monitor extracts the state for the requested flow, packages it as the state message, and
sends it to the StateOS framework. Fig. shows the MonitorState message generated by the
traffic monitor. In addition to the 5-tuple information, the MonitorState message contains the
detailed information of the requested flow. Specifically, total pkts and total bytes are the total
number of packets and the total number of bytes, respectively. Meanwhile, start time and last_time
are in turns the time captured when the traffic monitor receives the first packet and the last packet.
The StateOS framework receives the MonitorState message and then forwards it to the desired
destination. For the scalability, if the requested flow is considered as an “elephant” one (e.g., featured
by a large number of bytes), the StateOS framework will direct this flow and its state to the low-load

trafic monitor.

StateOS: Components

Our idea is to move the program-specific functionalities out of the StateOS framework, thus leaving
the StateOS framework with small footprint and program-independent. Consequently, this design
adds a lot more flexbilities to write the state management programs. In general, the StateOS frame-
work are reponsible for: ) providing the common functionalities for the state management programs
via the northbound APT; i¢) and performing the requests of the state management programs on the
underlying applications through the southbound API. Toward this aim, the StateOS framework
consists of the state manager, the forwarding manager, and the workflow mananger. The state man-
ager performs the state operations including exporting the application states from one application,
transfering them over the networks, and then importing them into another application. Forwarding
manager is reponsible for making the forwarding decisions for the state transfer and the re-direction
of the user’s traffic to the disired application. Meanwhile, the workflow manager coordinates with
the state manager and the forwarding manager to fulfill the requests from the state management
programs. Specifically, the workflow manager invokes the state manager for the state operation.
While the state manager perfoms this task, it can tell the forwarding manager to set up the path
for the direct state transfer between the applications. When the state operation is succesfully car-
ried out, the workflow manager invokes the forwarding manager to redirect the user’s traffic to the
desired application. We proceed to describe the detailed design of each component.

The state manager consists of a session handler and a state operation indicator. Note that there
are multiple sessions such as the sessions for exporting and importing the application states, occur-

ring for each connection established between the StateOS and an application. The session handler
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accounts for: i) packaging and unpacking the messages exchanged with the applications, and #4) in-
voking the state operation indicator to handle the messages. The state operation indicator provides
the basic operations including export, import, and state transfer. Note that for the implementation

we also allow the state management programs to inherit the indicator for their own state operations.

For the export operation, the indicator defines the state pattern to retrieve the desired states
from the applications. The indicator then adds the pattern into the GetState message. Afterwards,
the session handler sends this message to the source application using the messaging protocol. For
the import operation, after unpacking the state messages sent from the source application, the
session handler invokes the indicator to create the PutState message. Specifically, if the PutState
message contains a single state, it can be immediately formed and sent to the destination application.
Meanwhile, if the PutState message contains multiple states, it might have to wait for the arrival
of the certain number of states. For the state transfer operation, the indicator adopts the StateOS
framework as the relay node for the state transfer in default. If the direct state transfer between the
applications is applied, the indicator first invokes the forwarding manager to set up the path for the
state transfer. Afterwards, the indicator creates a StateTranfer message containing the IP address
and the port number of the destination application used for the state transfer. Note that the IP
address and the port number is obtained from the Hello message after the connection between the
StateOS framework and the destination application is established. The session handler then sends

the StateTransfer message to the source application using the messaging protocol.

For the forwarding manager, the involvement of many state management programs challenges
the design of the forwarding manager as multiple forwarding paths are requested. Consequently, the
forwarding manager demands the network programmability to tackle this challenge. Meanwhile, the
network programmability is well-provided with the introduction of SDN, i.e., performing through the
SDN controllers. There is a solution to build the entire the StateOS framework on top of the SDN
controller to leverage its functionalities. However, this solution could bind the StateOS framework to
a specific SDN controller. Thus, to leverage the SDN functionalities while promoting the adoption
of the SDN controller, the forwarding manager includes a set of drivers for the SDN controllers.
The drivers provide the functionalities that can be invoked through the APIs provided by the SDN
controllers. Depending on the specific scenarios, the desired SDN controller will be used as the

backend for the forwarding manager.

The workflow manager is responsible for automating the management process requested by the
state management program. To achieve this goal, the workflow manager includes a registration
handler and a workflow executor. For the workflow registration, the state management program first
registers the desire workflow via the northbound API offered by the StateOS framework. Afterwards,
the registration handler validates the requested workflow to determine whether it is existed. When

the registration is complete, the workflow manager invokes the workflow executor to start up the
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workflow. For the implementation, the state management programs can also derive from the workflow

manager to modify the existing workflows, adapting them to suit their own purposes.

The Operational Procedure of StateOS

In this section, we describe how StateOS processes the requests of the specific state management pro-
gram. Specifically, after the state management program receives the request, it first dispatches the
requested workflow to the StateOS framework through the norbound API. The requested workflow
contains the desired state pattern, and state operations for the state management program. After-
wards, the StateOS framework invokes the workflow manager to startup the requested workflow.
The workflow handler examines the validity of the requested workflow. The executor then invokes
the state manager to perform the state operations. If the state forwarding scheme is requested, the
state manager invokes the forwarding manager to set up the forwarding path for the state trans-
fer. When the state operations are complete, the executor calls the forwarding manager to make
the forwarding path to redirect the user’s traffic to the destination application. In the future, we
consider the support of multiple state programs running simultaneously. In this scenario, each state
management program will have a dedicated API such as the API for the scalability program (e.g.,
/StateOS /scalability) or the API for the fault tolerance program (e.g., /StateOS/fault tolerance).

The users will request the desired state management program via its provided API.

Divide-and-Conquer (DAC): A Novel State Transfer Scheme

As mentioned earlier, the StateOS framework provides the state transfer schemes to forward the
application states from one application to others (i.e., via the state manager). In this section, we
introduce Divide-And-Conquer, which is a novel state transfer scheme. Specifically, we first present
the design concept of the DAC scheme. We then describe the DAC scheme in details and show how
it is used in the StateOS framework. We note that the scope of the DAC scheme is limited to the
network functions as the applications. In the rest of the paper, we also imply the network functions
as the ones that produces the states. In addition, the application states are the ones of the network
functions. The extension of the DAC scheme for other types of applications is considered as our

future work.

Design concept

Our goal to design a new state transfer scheme is to eliminate the redundant transfer of the ap-
plication states, thus reducing the transfer time while optimizing the resources (e.g., bandwidth).
Moreover, we also seek the answer to the question whether the states from one application can be

used by another application which might belong to the different type. For instance, is it possible that
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Figure 5-14: An example of Divide-and-Conquer technique for firewall, NAT, and traffic monitor.

firewall can use the states provided by a NAT? To achieve these goals, the analysis of the states for
different applications is inevitable to avoid proposing an ad-hoc state transfer scheme. Based on this
analysis, the proposed state transfer scheme must be able to apply for a wide range of applications.
Fulfilling these requirements is challenging because the applications are diverse in objectives such as

security and load balancing.

We first give an example to show our design concept of the DAC scheme as shown in Fig.
Specifically, we examine three popular network functions including a stateful firewall, a NAT, and
a traffic monitor. The firewall controls the inbound and outbound network traffic by permitting or
blocking the data packets. Unlike the stateless firewall that inspects the packets based on the static
settings specified by network administrators, the stateful firewall individually analyzes and filters the
packets that might be unknown to the network administrators. Towards this aim, the stateful firewall
maintains a “state table” to store the connection information of the legitimate packets including
the source IP address, the destination IP address, the source port number, the destination port
number, and the network protocol. Based on the connection information. Based on the connection
information stored in the state table, the stateful firewall then decides to take the corresponding
action (e.g., drop or pass) on the incoming packets. For the NAT, its main purpose is to enable
the access from the private networks to the Internet. To achieve this goal, NAT translates the
private IP addresses to the public IP addresses, i.e., by modifying the IP header of the packets.
NAT then maintains these address mappings in a translation table that is used to look up for all
incoming packets. Similar to the stateful firewall, NAT also requires to acknowledge the connection
information of the packets and takes the corresponding actions (i.e., translate) on them. For the
traffic monitor, its objective is to provide the statistics of the incoming packets that can be used for
a wide range of applications such as network troubleshooting and the development of software and
communication protocol. To carry out this goal, the traffic monitor requires collecting the connection

information of the arriving packets. Simultaneously, the traffic monitor can take various actions on
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the arriving packets such as counting the number of packets or updating the timeout (i.e., the time
from the last packet is seen) of the flow that packets belong to.

As can be observed from the above example, the state of the examined applications, is formed
by connection state and action state. The connection state, similar to the flow identifier, includes
5-tuple information of the packets. The action state is the result of processing the packets based on
the connection state. It is worth noting that during the packet processing the application state can
be modified frequently. However, the action state is actually the part that requires the modification.
For instance, the traffic monitor updates the total number of packets, the total number of bytes,
and the timeout of the specific flow when it receives a packet of this flow. Moreover, the connection
state exists in almost network functions, thus making it possible to share between the applications
of either the same type for different type. Therefore, our idea for the DAC scheme is to split the
application state into the connection state and the action state. We then harmonize the transfer of
the connection state and the action state in an efficient manner. For instance, for the fault tolerance
of the network function that requires copying the state of a flow multiple times, if the flow state is

frequently modified, we only need to copy and transfer the connection state at once.

Design

It is worth mentioning that the application state is originally monolithic. More specifically, while
handling the packets, the network functions simply store the application state as one, thus making
the separation between the connection and action states challenging. In this section, we first present
how the DAC scheme performs this splitting process. We then seek the answers to three following
questions, respectively: i) What do the applications need to do to support the DAC scheme?, 1)
How does the DAC scheme work in StateOS?, and i) Which use cases could benefit from the DAC
scheme?

For the splitting of the application state, the challenge is that this process potentially influences
how the network functions handle the packets. Therefore, the design of the DAC scheme has to
ensure that the network functions can properly handle the packets. We first present how the network
functions take advantage of the states to process the packets. We then introduce our adaptation
to solve the challenge posed by the splitting of the application state. Specifically, as the network
functions normally maintain the application states in a local store (e.g., a hash table), they will
perform the state lookup to process the packets. Therefore, splitting the application state into
the connection and action states requires to maintain two separate stores including the connection
state store and the action state store. The use of these separate stores allows to perform the state
operations such as move or copy on the connection and action states independently. However, for
the packet processing, the network functions require the connection state to take the actions on the

packets. This process requires a map between the connection and action states in two corresponding
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stores. Otherwise, the network functions might seriously take the incorrect actions on the packets due
to the mismatch between the connection and action states. We overcome this issue by introducing
a match ID for each connection state and its corresponding action state. Consequently, to process
a packet, the network function first performs the lookup in the connection state store based on the
5-tuple information of the packet. If the connection state for this packet exists, the network function
obtains the associated match ID. Afterwards, the network function uses this match ID to find the
corresponding action state in the action state store to process the packet. If the connection state is
not found, the network function first handles the packet with the provided functionalities. To store
the connection state and the action state of this packet, the network function generates an unique

match ID and then assigns it to each state.

Enabling the DAC scheme requires modifying the applications. However, due to the diversity of
the applications, the arbitrary modification could make the DAC scheme unable to perform. More
importantly, this process could lead to the incorrect processing behaviors of the applications and
thus hindering the adoption of the DAC scheme. To prevent these unexpected consequences, we seek
a solution to instruct the applications to conform to the same principles that allow the support of
the DAC scheme. Toward this aim, we design a DAC library that can be easily imported to various
applications. Specifically, the DAC library includes the instructions for the normal packet processing
(i.e., without the need to perform the state operations) and the state processing, i.e., with the state

operations required.

For the normal packet processing, to replace the single store for the application states, the
DAC library provides connStateStore() and actStateStore() methods to create two separate stores
(i.e., with the specified memory size allocated to them) including one for the connection states
and another for the action states. To record the connection state connState and the application
state actState of a specific flow, the DAC library generates a unique ID and then invokes store-
ConnState(matchID, connState) and storeActState(matchID, actState) methods. The DAC library
also provides connStateLookUp(pktInfo) and actStateLookUp(matchID) methods for the state lookup.
For the connStateLookUp method, pktInfo contains 5-tuple information of the packet. If the con-
nection state for this packet exists in the connection state store, this method then returns the its
associated match ID matchID. Afterwards, the actStateLookUp method uses matchID to inquire the

action state in the action state store.

For the state processing, the DAC library provides the methods to import and export the con-
nection and action states. We consider supporting the direct state transfer in the DAC library
in the future. For the export operation, the source application getConnState() and getActState()
methods to retrieve the connection states connStates and the action states actStates from the con-
nection state store and the action state store, respectively. The destination application then uses

putConnState(connStates) and putActState(actStates) methods to import connStates and actStates
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Figure 5-15: Flow chart of the scalability program using StateOS: To reflect the efficiency of the
state transfer scheme, the actual state transfer occurs from the time when srcApp stops processing
the packets to the time when dstApp is ready to process the packets.

received from the source application.

The DAC scheme could be manually set up to perform the state operations between two applica-
tions. However, to support a wide range of the applications, the DAC scheme requires an abstracted
manner to automate the state operations. Toward this goal, the StateOS framework provides the
DAC scheme as a state transfer scheme implemented in the state manager. To allow this support,
the StateOS framework must be able to indicate the DAC scheme to the underlying applications.
In addition, the DAC scheme can also adopt the StateOS framework as a relay node for the transfer
of the connection and action states between the applications. Consequently, we take advantage of
the messaging protocol to allow the StateOS framework and the applications (i.e., provided by the

DAC library) to package, unpack, and transfer the connection and action states.

State Management Programs

As mentioned in Section. the flexible design of StateOS enables the development of the state
management programs that aim at leveraging the application states. We demonstrate this possibil-
ity by presenting three potential state management programs in StateOS including the scalability,
the fault tolerance and the service function chaining. Notably, we show that the scalability and
fault tolerance programs could benefit from the DAC scheme. We proceed to present each state

management program in details.
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Figure 5-16: Flow chart of the scalability program using StateOS and the DAC scheme (bold texts).

Scalability

The scalability program strives to rescue the overloaded application (e.g., due to the huge amount of
incoming traffic) by offloading the traffic to the underutilized application. As the application could
be stateful, this process requires the state transfer to serve the migrated traffic. Fig. p-15]shows the
flow chart of the scalability program using StateOS. Specifically, we adopt the default state transfer
scheme that relies on the the StateOS framework receiving the application state from the source
application srcApp and then forwarding them to the destination application dstApp. The execution
of the scalability program is performed as follows. First, the scalability program sends a state
management request containing the management IP address of srcApp and destApp, the desired
workflow and state operation. The workflow manager validates thus request and then executes
the requested workflow. Specifically, the workflow manager dispatches the initiation request to the
state manager, initiating the connection with srcApp and destApp via their provided management
IP address. These connections are established using the proposed messaging protocol. After the
initiation process is complete, the workflow manager request the execution of the state operation
from the state manager. Subsequently, the state manager requests that srcApp stops processing the
packets. This process is performed to prevent the modification of the application states during the
state transfer. Note that this modification could seriously lead to the inconsistency of the application
state and consequently make the application unable to properly handle the packets after the state
transfer is complete. To further handle the state operation, the state manager dispatches a request
for getting the application states from srcApp. It is worth noting that the scalability program
requires to move the states out of srcApp and import them to dstApp. As we apply the default state
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transfer scheme to the scalability program, srcApp then forwards its states to the state manager.
Afterwards, the state manager transfers these states to dstApp. After importing the states, dstApp
sends the acknowledgement back to the the state manager implying that it already receives all states
and is ready to process the packets. As can be observed, the state transfer happens from the time
when srcApp stops processing the packets of the migrated flows and the time when dstApp is ready
to process the packets of the migrated flows. Therefore, the time to execute the state transfer
reflects the efficiency of the state transfer scheme. After the state transfer is complete, the workflow
manager sends a forwarding request to the forwarding manager, indicating it to set up the path for
redirecting the traffic of the migrated flows to dstApp. The forwarding manager then builds its own
forwarding request based on the one received from the workflow manager and sends it to the SDN
controller. Finally, the SDN controller installs the forwarding rules on the SDN switches for the
requested forwarding path.

We proceed to present the execution of the scalability program using the StateOS and the DAC
scheme. As described in Fig. [5-16] for the scalability program, the state operation request is per-
formed by the the DAC scheme. Meanwhile, other processes are similar to the ones in Fig.
Therefore, we focus on presenting the use of the DAC scheme for the scalability program. It is worth
noting that the DAC scheme aims to split the application state into the connection state and the
action state. To support the DAC scheme, srcApp and dstApp use the DAC library, thus so-called
DAC-aware. In Fig. as the application state is monolithic, to prevent the state modification
during the state transfer, srcApp has to stop processing packets before executing further steps. How-
ever, the modification of the application state is actually caused by updating the actions taken on
the packets. In the DAC scheme, thanks to the split of the application state, we propose moving the
connection states before srcApp stops processing the packets. Consequently, only action states are
actually transferred during the stop time of srcApp. Specifically, after receiving the state operation
request from the workflow manager, the state manager requests the connection states from srcApp.
The state manager receives the connection states received from srcApp and then transfers them to
dstApp. Afterwards, the state manager dispatches the request for stopping the packet processing to
srcApp. Finally, the transfer of the action states is performed, similar to the one of the connection

states. Thanks to the DAC scheme, the transfer time is significantly reduced.

Fault tolerance

The fault tolerance aims at preventing the application in case of the failures due to various reasons
such as hardware or software failures). Compared with the scalability program, the fault tolerance
program requires four distinct features. First, the fault tolerance program requires the duplication
of the states from the application to its backup. Meanwhile, the scalability program moves the states

(i.e., or part of them) out of the application. Second, to ensure that the backup application can
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Figure 5-17: Flow chart of the fault tolerance program using StateOS.

properly process the packets after the failure, all kind of states including per-flow, multi-flow, and
all-flow must be copied. For the scalability program, only the states of the desired flows are moved.
Third, as the application could suddenly fails, the fault tolerance program needs to periodically copy
the states. Meanwhile, the scalability program is performed when the application is overloaded.
Fourth, unlike the scalability program that requires the application to stop processing the packets,
the fault tolerance must ensure that the application keeps processing the packets whole copying the
application states. This is reasonable because the application failure is hard to predict and thus
periodically copying the application states is applied. The stop of the packet processing for each

copy could seriously degrade the performance of the application.

We proceed to present the execution of the fault tolerance program in StateOS as follows. First,
similar to the scalability program, the fault tolerance program sends a state management request
to the StateOS framework. Afterwards, the workflow manager validates the requests and then
performs the initiation process between the StateOS and the applications (i.e., srcApp and dstApp).
The workflow manager then dispatches the state operation request to the state manager, indicating
the copy of the application states in srcApp. The state manager performs the state operation process
by first sending the request for exporting the application states from srcApp. Next, srcApp copies
its states (i.e., per-flow, multi-flow, and all-flow) and then transfers them to the state manager
while still processing the packets. Note that for the correct recoery from the application failure the
dstApp has to maintain exact states that srcApp has before the failure. The state manager receives
the application states from srcApp and then forwards them to dstApp. As the prediction of the
application failure is hard to perform, the state manager periodically performs the state operation
process mentioned above to ensure that dstApp receives the up-to-date states from srcApp. When

the application failure occurs, the forwarding process is performed to re-direct the data traffic from
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Figure 5-18: Flow chart of the fault tolerance program using StateOS and the DAC scheme (bold
texts).

srcApp to dstApp.

We then present how StateOS employs the DAC scheme to execute the fault tolerance program.
Like the scalability program, the fault tolerance program greatly benefits from the DAC scheme.
Note that the fault tolerance program requires srcApp to periodically copy its states and transfer
them to dstApp. Thanks to the split of the application states, the connection states are only
transferred once for multiple copies. Consequently, the action states are the parts that need to be
periodically copied from srcApp to dstApp. The copy of the action states using the DAC scheme

are similar to the copy of the monolithic states mentioned above.

Service function chaining

Service function chaining (SFC) is the ordered set of network functions stitching to each other to
form a service. For instance, an SFC including a firewall and an intrusion detection system (IDS)
enables a security service. The packet processing of SFC is performed by steering the packets through
the chain of the network functions. In MEC, SFC can provide the service between the end users
and the MEC application. Therefore, accelerating the packet processing of SFC could lower the
end-to-end latency between the end users and the MEC application. In this section, we introduce a
state management program that takes advantage of the application states to accelerate the packet
processing of SFC.

In the SFC architecture, the forwarding devices (e.g., switches) are responsible for steering the
packets through the involved network functions. Specifically, each network function receives the

packets from the forwarding device, processes and then sends them back to the forwarding device.
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This process is repeated for every network function involved in SFC and consequently introduces high
processing delay. To tackle this issue, we could offload the functionalities of the network functions
to the forwarding devices. The packets are then processed directly in the forwarding device in stead
of going through the network function for the processing. Since there are normally both elephant
(i.e., long-live) and mice (i.e., short-live) flows in the network, we could just need to offload the
packet processing for the elephant flows to relieve the processing burden on the forwarding devices.
Offloading the functionalities of the network functions to the forwarding devices is recently considered
in the literature. However, existing studies leave the states of the network functions unattended
after the offloading process. Consequently, the states maintained by the network function and by
the forwarding device are potentially inconsistent. For instance, a forwarding device could perform
the NAT functionalities, translating the private IP address to the public IP address. Therefore,
NAT offloads the processing of the elephant flows to the forwarding device. If the forwarding device
individually assigns the public IP address to the migrated flows, there might be an IP address conflict
as NAT accidentally assigns the same public IP address to one of the remained flows. As another
example, load balancer could allow the forwarding device to perform load balancing between multiple
application servers. If the load balancer and the forwarding device perform the load balancing
independently, the same application server could be accidentally assigned to the migrated flows on
the forwarding device and the remained flows on the load balancer. Consequently, this application
server incurs unexpected load, thus reducing the efficiency of the load balancing. Therefore, our goal
is to offload the functionalities of the network functions to the forwarding devices while still keeping

the state consistency.

5.3.2 Realization

In StateOS, the state management programs and the StateOS framework are written in Java, which
is a robust and widely used programming language. Thanks to this adoption, StateOS facilitates
the development of the state management programs. As Java is object oriented, we provided an
abstract class that allows a new state management program to be easily implemented. Meanwhile,
the internal components in the StateOS framework are modularized. This design allows the state
management programs to invoke specific functionalities offered by the StateOS framework.

To perform various state management programs, the StateOS framework demands a powerful
client-server framework to communicate with the underlying applications. We end up choosing Java
Netty framework, which is a non-blocking input/output (IO) client-server framework commonly
certified by industry, such as Apache Dubbo [193|, Zookeeper [194], and RocketMQ [195]. Compared
to the traditional blocking IO design that binds a socket connection to a thread, Netty provides the
non-blocking IO design that allows multiple socket connections per thread. Specifically, in a non-

blocking IO design, a selector is used to manage the sockets connections targeting to a thread. When
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a socket connection is established, it is handed to the selector. Once data exchange is required via a
specific socket connection, the selector notifies the thread to process the data. Therefore, Netty is an
efficient communication framework offering the asynchronous communication between the StateOS
framework and the underlying applications. The use of Netty in the StateOS framework advocates

the involvement of new applications.

The large number of messages exchanged between the state manager in the StateOS framework
and the applications requires an efficient messaging protocol. It is worth noting that the messag-
ing protocols with the binary message format such as Google Protobuf, Apache Thrift (used by
Facebook), Microsoft Bond, and Amazon Ion provide more compact messages than the ones with
the text-based message format like JSON. We adopted Protobuf because it is not only a language-
independent industry-grade messaging protocol but also well-documented, easy to install and use.
It is also worth noting that Protobuf is language-independent as it provides a compiler to compile
message definition files (.proto files) to the source files in the specific programming language such as
Java or C that the target application is written. Consequently, the use of Protobuf further promotes

the joint of the new applications and enables new state management programs in StateOS.

For the forwarding manager in the StateOS framework, to prevent the tight integration into
a specific SDN controller, we implement the drivers that allows to build the forwarding requests
based on the provided APIs of the SDN controllers. Currently, the forwarding manager providers
the drivers for Floodlight (written in Java) and Ryu (written in Python), which are two widely
used SDN controllers. Notably, the design of the forwarding manager does not imply that StateOS
is locked in the SDN environment. For any networking architectures, the forwarding manager can

provide the corresponding drivers to perform the forwarding requests.

To enable the DAC scheme in StateOS, we implemented the DAC library that can be easily
portable to the applications. As C is one of the most widely used programming languages, the DAC
library is currently written in C. Our future work is to design the DAC library that is language-
independent to facilitate the adoption of the DAC scheme.

5.3.3 Evaluation

In this section, we examine the performance of StateOS for three state management programs
mentioned in Section including the scalability, fault tolerance, and SFC acceleration programs.
We first present the experimental setup and performance metrics for each program in Section. (.3.3]
For the performance results, we seek the answers to two following questions: i) How efficiently
can StateOS support the evaluated scenarios?, and i) How much can the DAC scheme improve
the performance of StateOS for the evaluated scenarios? We denote StateOS-DAC as an approach
considering the support of the DAC scheme in StateOS.
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Evaluated scenarios

Scalability program The scalability program requires moving the application states from the
source application srcApp to the destination application dstApp. During the move, if srcApp keeps
processing the incoming packets, the application states in srcApp are accidentally modified. Conse-
quently, the application states that already move to dstApp might be outdated, thus making dstApp
incorrectly handle the packets after the move is complete. The prevent this issue, srcApp has to
stop the packet processing when the move occurs. However, this process introduces the service in-
terruption, especially for latency-sensitive applications such as gaming and streaming applications.
Therefore, the total move time is a performance metric for the scalability program. Specifically, the
total move time is calculated from the time when the StateOS framework requests that srcApp stops
the packet processing to the time when the StateOS framework requests that the SDN controller
set up the forwarding path to redirect the end-user traffic to dstApp. In addition, we measured the
total bandwidth consumption for the state transfer during the move of the application states from

srcApp to dstApp.

Fault tolerance program In contrast to the scalability program, as the failure of srcApp is hard
to predict, the fault tolerance program requires frequently and quickly duplicating the application
states from srcApp to then transfer them to dstApp without the need for stopping the packet
processing in srcApp. Therefore, we measure the copy time that is taken to transfer the copied
states from srcApp to dstApp. We also measured the bandwidth consumption for the state transfer
during the copy of the application states from srcApp to dstApp.

For the SFC acceleration program, we measured the processing latency of SFC as follows. We
added a timestamp into the IP header of all packets sent from the traffic generator. The packets are
then traversed through the service chain and finally sent back to the traffic generator. Therefore,
the processing latency of SFC is calculated from the time when the traffic generator sends the first
packet to the time when it receives the last packet.

For the scalability and fault tolerance programs, we compare the performance of StateOS and

StateOS-DAC against two following notable related work:

e OpenNF: OpenNF is a state management framework built on top of Floodlight SDN con-
troller, acting as a relay node receiving the application states from one application and trans-
ferring them to another application. Notably, OpenNF uses JSON as a messaging protocol for

exchanging the messages between OpenNF controller with the applications.

e StatelessNF: StatelessNF aims at redesigning the applications to allow their states to be
stored in a remote data store, thus leaving the application stateless. To speed up the packet

processing in the presence of the remote data store for the application states, StatelessNF em-
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Figure 5-19: Architecture for the evaluation of the studied schemes.

ployed Data Development Kit (DPDK) providing userspace libraries and drivers for fast packet
processing. Moreover, the original implementation of StatelessNF employed RAMCloud that
is a low-latency date store for application states. However, the use of DPDK and RAMCloud
requires the special hardware configuration and thus hinders the adoption of StatelessNF.
Therefore, to provide the fair performance comparison with other schemes, we adopted the
normal settings for StatelessNF. More specifically, we adopted the normal packet processing
for the applications. Meanwhile, for the data store, we employed Redis that is a well-
known in-memory database to store the application states. We re-implemented StatelessNF

as its source code was not publicly available.

SFC acceleration program To the best of our knowledge, there are no existing studies that take
advantage of the application states to accelerate the processing of SFC. Therefore, we compare the
performance of StateOS and StateOS-DAC against the normal packet processing of SFC. For the
normal packet processing of SFC, each network function in the service chain handles the packets
and then stores the states locally. To encourage the further studies that leverage the application
states for accelerating the processing of SFC, StateOS and StateOS-DAC can be considered as the

baseline schemes.

To assess the performance of the evaluated schemes, we used three popular applications including
Passive Real-time Asset Detection System (PRADS) [197], firewall, and NAT. PRADS monitors the
network traffic that pass through it. Meanwhile, firewall and NAT are in turns responsible for

filtering the network traffic and performing the IP address translation.
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Experimental results

Fig. p-19| shows the architecture for the evaluation of the studied schemes. From the top to bot-
tom, the architecture includes a controller server, an SDN switch, a layer-2 switch, a store for the
application states, a packet generator, and three network functions (NF1, NF2, and NF3).

We proceed to present the use of the controller server in our testbed. For StateOS and StateOS-
DAC, we used the controller server for the deployment of the state management programs and the
StateOS framework. For OpenNF, the controller server is used for the deployment of the OpenNF
framework that is built on top of the Floodlight SDN controller. To provide the fair compari-
son against OpenNF, for the scalability and fault tolerance programs, StateOS and StateOS-DAC
also used the Floodlight SDN controller as the back-end SDN controller. Therefore, we installed the
Floodlight SDN controller on the controller server to support StateOS, StateOS-DAC, and OpenNF.
Meanwhile, for the SFC acceleration program, StateOS and StateOS-DAC installed Ryu SDN con-
troller as the back-end SDN controller due to its simplicity. This setting demonstrates that StateOS
can work with different SDN controllers. In our testbed, the controller server is configured with Intel
Xeon CPU E5-2630 v3 (32 cores) and 128 GB memory, running Ubuntu Xenial 16.04.

We then used an SDN switch and a layer-2 switch that in turns provide the data network
and the management network. The data network is used for the end-user traffic sent from the
packet generator to the network functions. Meanwhile, the management network is used for the
communication between the controller (StateOS, StateOS-DAC, and OpenNF), the state store, the
packet generator, and the network functions. More specifically, via the management network, the
controller tells the packet generator to start generating the packets with the provided settings such as
the desired traffic rate and execution time. Moreover, the controller uses the management network to
exchange the control and state messages with the network functions. For StatelessNF, the network
functions store their states in the state store using the management network. Therefore, the use
of two separate networks is to prevent the mutual impact between the end-user traffic and other
traffic. For the SDN switch, we used an Aruba 2930F hardware switch with SDN capabilities. For
the layer-2 switch, we used a TP-Link TL-SG116 16-port gigabit network switch. For the state store,
we used a server equipped with Intel Core i7-6700 CPU and 32 GB memory, running Ubuntu Bionic
18.04.

The bottom layer of the testbed architecture consists of the packet generator and the network
functions. The traffic generator uses Tcpreplay tool [198|, which is a popular tool for replaying the
network traffic, to reproduce the recorded network traffic from 1 GB pcap file. The three network
functions including NF1, NF2, and NF3 in turns run PRADS, NAT, and firewall. For the scalability
and fault tolerance programs, we evaluate the performance of the studied schemes for each network
function. For the SFC acceleration program, the three network function are stitched each other to

form a service chain. Note that each network function maintains different versions for the studied
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schemes. For instance, StateOS-DAC requires the version of the network function that supports the
DAC library. Meanwhile, StatelessNF requires the version of network function that is able to store
its states in the state store. We used four servers: one for the packet generator and the other three
for the three corresponding network functions. Each server is configured with Intel Core i7-6700

CPU and 32 GB memory, running Ubuntu Bionic 18.04.

For each evaluated scenario, we execute each studied scheme one after another. Specifically, for
each studied scheme, we first start up the traffic generator. Note that the use of the traffic generator
is the same for all scenarios and schemes for the confident results. Afterwards, the traffic generator
listens to the events from the controller. Next, we start up the corresponding controller (StateOS,
StateOS-DAC, or OpenNF) for each scheme. While performing this process, the controller listens to
the startup event of the network functions. We then run the corresponding version of the network
functions for each scheme. Afterwards, the network functions send a message to the controller,
indicating that the startup process is complete. The controller then triggers an event for reproducing
the network traffic to the packet generator. This event contains the settings such as the target pcap
file, the desired traffic rate, the execution time of the traffic generator, and the port of the SDN
switch that the packets are sent out. The SDN switch then forwards the network traffic from the
packet generator to the network functions for the packet processing. Finally, we measure the the
results of the studied schemes for each evaluated scenario mentioned in Section We report the

95% confidence intervals obtained from 10 independent replications.

Scalability We first evaluate the performance of the studied schemes for the scalability program.
Fig. [5-20] shows the total move time of the studied schemes for the scalability program applied to
PRADS, firewall, and NAT under different number of flows at 5000 packets/s. The results show
that StateOS-DAC significantly outperforms StateOS and OpenNF in terms of the total move time.
This is because OpenNF and StateOS transfer the monolithic states during the move. Meanwhile,
StateOS-DAC employs the DAC scheme splitting the monolithic states into connection states and
action states. As the connection states remain unchanged, StateOS-DAC transfers the connection
states before the move. Consequently, StateOS-DAC only needs to transfer the action states during
the move. Note that the total move time consists of the time to serialize the states in srcApp, the
time to transfer the states from srcApp to dstApp, and the time to serialize the states in dstApp.
As the monolithic states are larger than the action states, the time to serialize and serialize the
monolithic states in StateOS and OpenNF significantly contribute to the total move time. Moreover,
for the state transfer time, StateOS, StateOS-DAC, and OpenNF use a relay node (i.e., StateOS and
StateOS-DAC adopt the StateOS framework while OpenNF adopts the OpenNF framework) for the
state transfer. Compared to the StateOS-DAC, the transfer of the monolithic states in StateOS and

OpenNF introduce higher latency in the relay node, i.e., due to the time to unpack the monolithic
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Figure 5-20: Total move time for the scalability program under different network functions.

states received from srcApp and then package the monolithic states before sending them to dstApp.
For PRADS and NAT, Fig. and Fig. [5-20(c)|show that StateOS incurs mostly one third the
total move time of OpenNF. For firewall, Fig. Shows that StateOS incurs half the total move
time of OpenNF.

We observe from Fig. p-20] the rapid increase of the total move time in StateOS and OpenNF
with increasing the number of flows. Meanwhile, the total move time of StateOS-DAC is slightly
increased when the number of flows grows. Note that the increased number of flows results in more
states during the move, i.e., there are more monolithic states in StateOS and OpenNF while there
are more action states in StateOS-DAC. However, as the monolithic states are larger than the action
states, the number of flows introduce significant impact on the performance of StateOS and OpenNF.

We proceed to present the impact of the network functions on the total move time of the studied
schemes. Among the examined network functions, PRADS is a traffic monitor generating the states
that have larger size than the ones of firewall and NAT. The results show that OpenNF incurs slightly
higher total move time for PRADS (Fig. than for firewall and NAT (Fig. p-20(b)|and Fig. p-|
20(c)). Notably, the results show that the examined network functions introduce insignificant impact
on the total move time of StateOS and StateOS. Moreover, it is also worth noting that for PRADS
Fig. 5-20(a)[ shows that StateOS achieves slightly better performance than OpenNF in terms of the
total move time. Meanwhile, for firewall and NAT, Fig. f-20(b)]and Fig. f-20(c)|show that StateOS
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incurs almost the same total move time as OpenNF. This is because StateOS and StateOS-DAC use
Protobuf that is a messaging protocol for the state transfer between the StateOS framework and
the network functions. For the same reason, OpenNF uses JSON that has been proved to be less
efficient than Protobuf. Notably, for all examined network functions, OpenNF is unable to work
at 1000 flows. It is worth mentioning that StateOS, StateOS-DAC, and OpenNF all incurs a huge
amount of exchanged messages at 1000 flows. However, while Protobuf works well at 1000 flows,
JSON is broken due to the large number of messages exchanged between the OpenNF framework

and the network functions.

Fig. 5-20] also shows that StatelessNF does not incur the total move time in all settings. This
is because StatelessNF does not store the states locally in the network functions. Alternatively,
StatelessNF redesigns the network functions to allow their states to be stored in a remote store,
thus eliminating the need for the state transfer. Consequently, StatelessNF only needs to redirect
the end-user traffic to dstApp. However, achieving this goal comes at a cost that will be presented

later in this section.

We proceed to examine the total bandwidth consumption for the state transfer of the studied
schemes under different network functions at 600 flows. We measured the total bandwidth con-
sumption for the state transfer received at dstApp. Fig. [5-21]shows that StateOS and StateOS-DAC
significantly outperform OpenNF in terms of the total bandwidth consumption for the state transfer.
The reason for this superiority is the use of Protobuf in StateOS and StateOS-DAC introduces more
compact messages than the use of JSON in OpenNF, thus saving the bandwidth consumption. For
PRADS, the results show that StateOS incurs only one eighth the total bandwidth consumption
of OpenNF. Meanwhile, for firewall and NAT, StateOS incurs one fourth the total bandwidth con-
sumption of OpenNF. We also observe from Fig. p-21] that StateOS-DAC incurs slightly higher the
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Figure 5-22: The performance of the studied schemes for the fault tolerance program of PRADS.

Per-flow state | Multi-flow state | All-flow state
200 73 1
400 111 1
600 138 1
800 149 1
1000 155 1

Table 5.2: Numbers of the per-flow, multi-flow and all-flow states in PRADS

total bandwidth consumption than StateOS. This is because the StateOS-DAC employs the DAC
scheme that split the monolithic states into connection and action states. However, the performance
gap between StateOS and StateOS-DAC is insignificant in terms of the total bandwidth consump-
tion. Fig.[5-21]also confirms that impact of the examined network functions on the total bandwidth
consumption of OpenNF. Specifically, the total bandwidth consumption of OpenNF for firewall and
NAT is one third for PRADS.

Fault tolerance We proceed to study the performance of the studied schemes for the fault toler-
ance program. Unlike the scalability program that only requires the move of per-flow states, the fault
tolerance program requires copying the per-flow, multi-flow, and all-flow states to correctly recover
the network function from the failure. Among the examined network functions, only PRADS is able
to generate three kinds of the states. As PRADs is a common network function that monitor the
network traffic, without loss of generality in this section we focus on investigating the performance
of the studied schemes for the fault tolerance program of PRADS.

Table. 5.2 presents the number of states for the per-flow, multi-flow, and all-flow states in PRADS.
For instance, at 200 flows, the fault tolerance program requires coping 200 per-flow states, 73 multi-
flow states, and 1 all-flow state. It is worth noting that in PRADS the number of per-flow states is
equal to the number of flows. Meanwhile, the number of the multi-flow states slowly increases with

increasing the number of the per-flow states. In other words, the number of the multi-flow states
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is less than the number of the per-flow states. This is because the multi-flow state is not dedicated
to a flow but to multiple flows. In PRADS, while the numbers of the per-flow and multi-flow states
increase with increasing the number of flows, there is only one all-flow state. This is because the

all-flow state in PRADS represents the number of packets across all flows.

Fig.[p-22]shows the performance of the studied schemes for the fault tolerance program of PRADS
under different number of flows at 5000 packets/s. For a specific number of flows, we performed the
copy of the states 5 times. We then measured the total copy time in the last copy. The results in
Fig. shows the impact of the number of flows on the total copy time of the studied schemes.
We observe from Fig. that StateOS-DAC significantly outperforms StateOS and OpenNF
in terms of the total copy time. Specifically, StateOS-DAC incurs at most one third the total copy
time of OpenNF and incurs half the total copy time of StateOS. The superiority of StateOS-DAC
over StateOS demonstrates the use of the DAC scheme in StateOS-DAC. Note that StateOS-DAC
employs the DAC scheme that splits the monolithic states into the connection and action states.
For the fault tolerance program, StateOS-DAC already copies the connection states of existing flows
in the previous copy iterations. In the last copy iteration, StateOS-DAC only needs to copy the
action states of these flows plus the connection and action states of the new flows arriving during
the last iteration. Therefore, the fault tolerance program that has more copy iterations potentially
benefits more from StateOS-DAC. It is also worth noting that StateOS incurs less total copy time
than OpenNF. The out-performance of StateOS and StateOS-DAC over OpenNF is due to the use
of Protobuf in StateOS and StateOS-DAC. Meanwhile, the use of JSON reduces the performance of
OpenNF in terms of the total copy time. This problem is exacerbated because the fault tolerance
program requires copying not only the per-flow states but also the multi-flow and all-flow states.
Notably, Fig. illustrates that OpenNF is unable to work at 1000 flows. The reason for this
issue is that JSON crashes due to a large amount of messages exchanged between the OpenNF

framework and the network functions.

We also observe from Fig. that at 200 flows StateOS-DAC achieves similar performance
compared to StateOS and OpenNF. It is also worth mentioning that the connection states only
contain per-flow states (i.e., 5-tuple packet information) while the action states contain the per-flow,
multi-flow, and all-flow states. As can be seen in Table. there are a significant number of the
multi-flow states at 200 flows. Consequently, the total copy time of StateOS-DAC is similar to the
one of StateOS and OpenNF. We also note that StatelessNF does not require the copy of the states
thanks to the use of the remote store, thus introducing no copy time. As also mentioned to the the

scalability program, this achievement come at a cost that will be detailed later in this section.

We proceed to investigate the bandwidth consumption for the state transfer of the studied
schemes. Fig. [5-22(b)|shows impact of the number of flows on the total bandwidth consumption of
the studied schemes for the the fault tolerance program of PRADS. We observe from Fig. [5-22(b)|
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Figure 5-23: The impact of the studied schemes on the processing time of a single network function.

that StateOS and StateOS-DAC significantly outperform OpenNF in terms of the total bandwidth
consumption. The superiority of StateOS and StateOS-DAC over OpenNF is due to the use of Pro-
tobuf in StateOS and StateOS-DAC for the transfer of the per-flow, multi-flow, and all-flow states.
Meanwhile, the use of JSON for the same purpose makes OpenNF consume the significant amount
of bandwidth. The results also show that StateOS-DAC incurs slightly less bandwidth consumption
than StateOS. The reason for this achievement is StateOS-DAC benefits from multiple copy itera-
tions. More specifically, for the existing flows that last in several copy iterations, as in the previous
iterations StateOS-DAC already copies their connection states, in the next iterations it only needs

to copy their action states that are potentially modified.

Processing of a single network function In this section. we examine the impact of three
studied schemes including StateOS-DAC, StatelessNF, and normal schemes on the normal packet
processing of a single network function. Specifically, we investigate the packet processing latency of
the network functions that are modified to support StateOS-DAC and StatelessNF against the one of
the native network functions that perform the normal packet processing. Fig. p-23]shows the impact
of the studied schemes on the packet processing latency of PRADS, firewall, and NAT. As expected,
we observe from Fig. that the network functions that support StatelessNF incur the highest
the packet processing latency among the studied schemes. Specifically, the processing latencies of
PRADS, firewall, and NAT in StatelessNF are roughly 95, 42, and 24 times higher than those in the
normal scheme, respectively. Notably, the results in Fig. p-23]also show that the processing latencies
of the three network functions in StateOS-DAC are similar to those in the normal scheme. This
achievement demonstrates that the use of the DAC scheme in StateOS-DAC introduces insignificant

processing latency to the examined network functions.
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o N Packet count
StateOS | StateOS-DAC
100 | 55 372207 372218
500 | 17 364833 365233
1000 | 15 359105 359192
1000 | 11 310935 310872
1000 | 10 257261 257186
1000 | 1 67352 67228

Table 5.3: Number of received packets at the Aruba switch for StateOS and StateOS-DAC under
different threshold a and the number of detected elephant flows N.

SFC acceleration program In this section, we examine the performance of StateOS and StateOS-
DAC for the SFC acceleration program. The examined service chain is formed by PRADS, firewall,
and NAT which in turns deployed on NF1, NF2, and NF3. It is worth noting most SDN switches
including the SDN software and hardware switches can perform the functionalities of firewall and
NAT. We also note that the emerging of the switches such as P4 [?]| can potentially perform the
processing of any network functions, thus ensuring the generality of our study. For the adoption of
the SDN switch, we could use the SDN software switch such as Open vSwitch [95], i.e., the most
popular SDN software switch. However, the SDN software switches are known to provide lower
performance (e.g., in terms of latency and throughput) than the SDN hardware switches. Therefore,
we end up adopting the Aruba 2930F switch as the SDN hardware switch to forward the packets

through the service chain.

For StateOS and StateOS-DAC, we aimed at offloading the packet processing of the elephant
flows from firewall and NAT to the SDN switch while ensuring the state consistency. Specifically,
the Aruba switch as the adopted SDN switch maintains a software table and a hardware table to
store the packet flows. The the hardware table in the Aruba switch stores the flows using expensive
ternary content-addressable memory (TCAM) that is a high-speed memory. Therefore, the Aruba
switch only uses the hardware table for the fast-forward switching. To handle the functionalities of
firewall and NAT, the Aruba switch stores their flows in the software table. Considering the use of
the Aruba switch, we generated 400000 packets through the service chain at a rate of 200 packets/s.
We could generate the higher packet rate in the traffic generator. However, the software table in
the Aruba switch limits the packet rate to 200 packets/s. The higher packet rate for the software
table could result in the packet loss in the Aruba switch. This behavior is common in the other
SDN hardware switches to avoid degrading their performance. This is because the higher packet
rate requires the frequent access to the software table and thus lowering the performance of the SDN

hardware switches.

Table presents the number of received packets at the Aruba switch for StateOS and StateOS-
DAC under different thresholds o and the number of detected elephant flows N. As expected, the
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Figure 5-24: The performance of the studied schemes for the SFC acceleration program.

higher threshold « results in the smaller number of the detected elephant flows N and the smaller
number of received packets for these flows. We also observe from Table [5.3] that the number of
received packets for StateOS is similar to that for StateOS-DAC. This observation points out the
fair comparison between StateOS and StateOS-DAC for the SFC acceleration program. As shown in
Table it is also worth noting that some elephant flows incur the higher number of packets than
the others. For instance, N at o = 500 is one third at o = 100. Meanwhile, the number of received
packets at o = 500 is slightly reduced compared to that at o = 100. Notably, when N is reduced
from 10 at @ = 1000 to 1 at at o = 10000, the number of received packets is reduced to one fourth.

We proceed to examine the processing latency of the service chain for StateOS and StatesOS-
DAC. We compare the performance of StateOS and StateOS-DAC against the normal processing of
the service chain. Fig. presents the impact of the threshold « on the processing latency of the
service chain for the studied schemes. The results show that StateOS and StateOS-DAC incur the
similar processing latency while varying « from 100 to 50000. Moreover, StateOS and StateOS-DAC
significantly reduce the processing latency compared to the normal scheme. Specifically, at e = 1000,
they reduce the processing latency to half compared to the normal scheme. We also observe from
Fig. that when « increases from 100 to 1000, the performance gap between them and the
normal scheme remains stable. The reason is that StateOS receives nearly the same number of
packets as StateOS-DAC when « increases from 100 to 1000 (see Table [5.3). While « increases from
5000 to 50000, the results show the upward tendency of StateOS and StateOS-DAC in terms of the
processing latency. The reason is that Table [5.3] presents the significant decrease in the number of
received packets while varying a from 5000 to 50000. At o = 50000, when there is only one detected
elephant flow, we observe from Fig. that StateOS and StateOS-DAC incur nearly the same
processing latency as the normal scheme. In summary, the results in Fig. demonstrate the
superiority of StateOS and StateOS-DAC over the normal scheme, which is obtained from offloading
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the packet processing of the elephant flows in firewall and NAT to the Aruba switch.

As can be observed from Fig. the results show that the elephant flow detection is essen-
tial for accelerating the processing of SFC. Specifically, the elephant flow detection is performed in
the traffic generator. To enable this capability, we have to modify the traffic monitor. Our modified
traffic generator detects the elephant flows based on the threshold provided by the StateOS frame-
work. We also note that there are other approaches for the detection of the elephant flows such as
flow sampling. The deployment of these approaches requires to further modify the traffic generator.
Meanwhile, the SFCs are diverse in the network, thus potentially hindering the adoption of the
modified traffic generator. Therefore, to improve the scalability of the SFC acceleration program,
we investigate the possibility of performing the elephant flow detection in the StateOS framework.
Specifically, we only use the traffic monitor to monitor the traffic, without modifying it for the
elephant flow detection. Alternatively, the traffic monitor periodically sends the flow states to the
StateOS framework for the elephant flow detection. The StateOS framework detects the elephant
flows based on the provided threshold and then directly requests installing the rules for the detected
elephant flows on the SDN switch via the forwarding manager. We note that the elephant flow
detection in the StateOS framework show no impact on the processing latency of SFC as there is the
same number of detected elephant flows as performed in the modified traffic generator. Meanwhile,
as the flow states are sent from the traffic generator to the StateOS framework for the elephant flow
detection, we proceed to examine the bandwidth consumption for the state transfer.

To study the impact of the elephant flow detection in the StateOS framework, Fig. [5-24(b)|shows
the bandwidth consumption of StateOS and StateOS-DAC for the state transfer while varying the
number of transfer periods. We use a period of one second to allow PRADS, firewall, and NAT
to replicate their states and then send them to the StateOS framework. As expected, the result
shows the upward tendency of the bandwidth consumption with increasing the number of transfer
periods. Notably, we observe from Fig. [5-24(b)|that StateOS-DAC significantly outperform StateOS
in terms of the bandwidth consumption. Specifically, when the number of transfer periods is 2000,
StateOS-DAC incurs nearly one fifth the bandwidth consumption of StateOS. It is also worth noting
that the performance gap between StateOS-DAC and StateOS becomes wider while increasing the
number of transfer periods. The reason for the superiority of StateOS-DAC over StateOS is that
StateOS transfers the monolithic states while StateOS-DAC employs the DAC scheme eliminating

the redundant transfer of the connection states.

5.4 Leveraging Distributed Data Store

To solve the storing issue mentioned in Section our idea is to proactively sync the application

states between multiple MEC servers, thus eliminating the need for the state transfer. We proceed

151



MEC Node 1 MEC Node 2 MEC Node N
Key-Value State Key-Value State Key-Value
Store Sync Store Sync Store

Controller Controller Controller

Application Application

1

Client

Application

Client Controller

Client Interface

Figure 5-25: An MEC framework leveraging distributed key-value store for the application states:
Each MEC node includes a key-value store, a controller, and running applications. The key-value
store on each MEC node synchronizes their application states with each other.

to present our design followed by realization and evaluation.

5.4.1 Design

Fig. presents our proposed MEC framework base on distributed key-value store (DVSK), which
includes multiple MEC nodes and one client node. The proposed MEC frameworks can be easily
extended with the involvement of multiple client nodes. The MEC nodes provide the computation
and storage resources to run the application offloaded from the client node while allowing the ap-
plication to be seamlessly migrated between the MEC nodes considering the user’s mobility. The
client node assists the mobile devices to access the application running on the MEC nodes. In this

section, we present the detailed design of the MEC nodes and the client node.

MEC Node Components

An MEC node, from top to bottom, includes three components, namely a key-value store, an MEC
controller, and MEC applications. The MEC application offers a cloud service for the mobile devices,
empowering them with the computation and storage resources. The MEC controller is responsible
for managing the life-cycle of the MEC applications. To decouple the computation and storage in
MEC, thus allowing to speed up the migration process, we propose the use of a key-value store on
each MEC node to store and sync the states (i.e., generated by the MEC controller and the running
application) with other MEC nodes.

Key-value store

To manage the control states and the application states, Fig. [-26]shows our proposed data structure

for the key-value store. As our goal is to decouple packet processing and state processing, we store
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Figure 5-26: Data structure for DKVS-based MEC framework

the control states and the application states in the key-value store. This process is carried out by a

list of key indices presented as follows.

First, /user indicates a global unique user serial number. For each user in the serving area of an
MEC node, multiple applications like /mec_app0 can serve the user and follow the same user root
key index /user. We can observe from Fig. that one user has a dedicated tree. This design
ensures that there is no data conflict between the MEC applications of multiple users. The data
structure for each application (e.g., /mec_ app0) is then divided into two major branches: the control
state and the application state. The control state branch uses the key index /control to indicate
that all states generated by the control processing in the MEC controller are stored following the
corresponding application key index, e.g., /mec_app0. For the control state branch, the key index
/lock is designed to store the state of a distributed lock ensuring the consistency of the application
control. More specifically, the /lock state specifies which MEC node is responsible for managing
the life-cycle of the application. If the /lock state on a specific MEC node is enabled, a thread for
controlling the application on this MEC node is executed while other MEC nodes remain idle. More
specifically, /lock on each MEC node reserves a lock space and listens to obtain a distributed key.

This process ensures that only one MEC node can obtain the key at one time.

We describe the detailed procedure of the distributed lock in Fig. f-27] Considering a user moving
between the serving areas of the MEC nodes, a global and unique distributed lock is reserved in
the key-value store for each MEC application. The application is executed on an MEC node if the
MEC controller on this MEC node can acquire the lock. To prevent an MEC node from occupying
the distributed key permanently, an expiration time is assigned to the key. During the time that
the application on a specific MEC node serves the mobile device, the lock will be kept refreshing. If
the time assigned to the lock is expired, there are two possibilities: i) the mobile device is moving
to another MEC node, and i) the application failure occurs. We give an example in Fig. [5-27|
whereby the application on MEC 0 is now serving the mobile device and the MEC controller keeps
refreshing the lock. Meanwhile, all nearby MEC nodes remain standby and keep track of the user’s

movement. If one standby MEC node acknowledges that the user is entering its serving area (e.g., by
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Figure 5-27: Distributed lock for the control data between MEC nodes

measuring the latency between the MEC node and the mobile device), it then attempts to obtain the
lock. When there is a need to handover the mobile device to another MEC node, the original MEC
node releases the lock immediately. As the destination MEC node keeps asking to own the lock,
it will immediately take over after the original MEC node releases the lock. The MEC controller
then instantiates the new application on the destination MEC node to serve the mobile device.

Consequently, the new serving MEC node becomes active while others MEC nodes remain standby.

The key index /upstream stores the IP address and port number of the serving MEC node.
Therefore, the other standby MEC nodes are not shown in /upstream to ensure the control con-
sistency. The key index /client store the management information about the mobile device for the
MEC nodes such as IP address, port number, and location. The serving MEC node takes advantage

of this information to perform different migration strategies.

For the application state branch in the data structure, the application states are stored after the
key index /state. We notice that the application states require the more frequent update than the
control states. Fig. shows that the application state can be splitted into pieces, whereby each
state piece is uploaded and stored using a separate key index like /state. This design facilitates
splitting and merging the application states. Moreover, the number of the state pieces is different
in each application. It is worth noting that some state pieces require more frequent update than
the other state pieces. Therefore, the introduction of the state pieces allows to manage states more

efficiently.

Fig. [5-28| present the management of the control states and application states between the MEC
controller and the key-value store. A synchronization interface in the key-value store exposes the
APIs to upload, get, watch, and delete the states. Meanwhile, the MEC controller provides a
synchronization agent to request the state operations from the key-value store layer. We proceed
to present the detailed state operations. Upload operation offers allows the MEC controller and the

running application to upload the control states and application states, respectively. Get operation
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Figure 5-28: Management interface using a distributed key-value store

allows the MEC controller to obtain the states in case of the application recovery, monitoring, or
statistics. Watch operation track the change of a certain key-value pair, whereby if the value is
changed, it will trigger a notification regarding this update. Delete operation is used to remove the
states from the key-value store. The Delete operation is necessary to remove some inconsistent or

outdated states in the key-value store.

MEC controller

The MEC controller is responsible for two functionalities: i) managing the life-cycle of MEC ap-
plications via the southbound interface, and #i) performing the state operations on the key-value
store layer via the northbound interface. Unlike the central design, the controller is distributed
on each MEC node, thus eliminating the communication overhead between the controller and other
components in the MEC nodes. We proceed to present the detailed procedure of the MEC controller
as follows. The MEC controller first triggers the synchronization agent to communicate with the
key-value store. Afterwards, the MEC controller listens to a handover event indicating that the user
is moving out of the serving area of one MEC node. If the MEC controller on an MEC node detects
that the user is entering its serving area, the synchronization agent then looks for a distributed lock
in the key-value store. If the lock is not found in the key-value store, the synchronization agent
registers the lock for the mobile device. If the lock exists, the MEC controller tries to acquire the
lock. After obtaining the lock, the MEC controller instantiates the application and adds the MEC
node information (e.g., the IP address and port number of the MEC node) to /upstream in the
key-value store. During the time that the application runs on the MEC node, the MEC controller
keeps monitoring the user’s movement to ensure that the mobile device is still in its serving area.
At the same time, the lock and the lease are refreshed to prevent them from being expired. If the
user is entering the serving area of the another MEC node, a handover procedure is triggered. The
controller on the current MEC node first releases the lock and then revokes the lease allowing other

standby MEC nodes to take over the user. Finally, the MEC controller terminates the running MEC
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application and sets the its MEC node to the standby mode.

5.4.2 Realization

We demonstrate how the DKVS-based MEC framework operates for autonomous driving, which
is a typical use case in MEC. On the MEC node, we ran the application to remotely control the
steering angle and speed of the autonomous car. The client node connects a simulator simulating

the behavior of the car on the track to the application running on the MEC node.

MEC components

Originally, the controlling functions of the steering angle and speed are implemented in the simulator,
mimicking the real-world design of the autonomous cars. However, these controlling functions re-
quires computation resources on the autonomous cars. Therefore, we aim to offload these controlling
functions from the simulator to MEC. This offloading process requires a strict latency requirement
to keep the autonomous car in the track, thus demanding a novel MEC design. First, considering
the high mobility of the autonomous car, MEC should offer a virtualized environment for the flex-
ible deployment of the controlling application on the MEC nodes. As the container is much more
lightweight than the virtual machine, we run the controlling application on the container and use
Docker (a container platform) to build the the container. Second, MEC should be able to timely
perform the life-cycle management of the controlling application, i.e., immediately instantiates the
controlling application when the car enters the serving area of another MEC node, and terminates
it otherwise. To achieve this goal, we implemented a light-weight controller written in Python that
monitors the car’s movement and executes the corresponding life-cycle actions. Next, MEC should
ensure that there is no service interruption while the car is moving from the serving area of one
MEC node to that of another MEC node. Otherwise, the car will be accidentally out of the track
due to the service interruption. To overcome this issue, we adopt a proactive migration strategy
that periodically synchronizes the states between the MEC nodes. The proactive migration strat-
egy allows the seamless migration when the car performs a handover process to the serving area
of another MEC node. Toward this goal, we used etcd [199] that is a low-latency, distributed, and
reliable key-value store system to store and sync the states between the MEC nodes. Specifically,
etced deployed on the MEC nodes forms an eted cluster. Notably, etcd demonstrates its high per-
formance by supporting thousands of operations per second. we used etcd to store the states of the

controlling application and the states of the controller.
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Figure 5-29: Evaluation setup to evaluate the performance of DKVS and the reactive migration
approach, consisting of four MEC servers and one switch

Client components

The client node consists of a client controller, a proxy, a configuration module, and an client interface.
The client controller written in Python provides the interaction between the simulator and the
running application on the serving MEC node. The proxy and configuration modules allow the
simulator to flexibly switch the connection among the MEC nodes. We used Nginx and
Confd for the proxy and configuration modules, respectively. The client interface provides the
interaction with the the simulator. For the simulator, we adopted Udacity’s self-driving car
that is an open-source simulator supported by leading automobile companies such as Mercedes-Benz

and BMW.

5.4.3 Evaluation

We first introduce our testbed setup to evaluate our proposed proactive migration approach using
DKVS-based MEC framework (i.e., DKVS) and compare its performance against a reactive migra-
tion approach. We then present key performance metrics for the service migration. Afterwards, we
examine different factors that impact the performance of the evaluated studies. We investigate the

autonomous driving scenario as mentioned in Section

Performance Metric

Service downtime is an essential factor to reflect the service continuity, we consider the service
downtime as a metric to compare the performance of the studied schemes. Specifically, the service
downtime is measured as the time to transfer the states from the source MEC server to the destination
MEC server. We then investigate the state transfer time that is the latency calculated from the time
that the migration starts to the time that all states are received at the destination MEC server.
Unlike the reactive migration approach that transfer the states concurrently after the migration
decision is made, the state transfer time of DKVS is measured until all data is synchronized by
the etcd server at the destination MEC server. Meanwhile, the reactive migration approach uses
the TCP socket communication to transfer the migrated states to the destination MEC server. As
the TCP socket only starts sending the data after the migration decision is made, we calculate the

transfer time of the reactive migration approach until the destination MEC server receives all states
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via the TCP socket.

Experimental Setup

Fig. shows our testbed that consists of four physical servers and one Aruba 2930F switch. The
four servers include three MEC nodes and one client node, configured with Intel Core i7-6700 CPU,
32 GB memory, and Ubuntu 18.04. The three MEC nodes are in turns source node, standby node,
and destination node. The source node runs the MEC application before the service migration
occurs. Meanwhile, the destination node is where the application is migrated to. The standby node
is used to form an etcd cluster with the the source and destination nodes. The Aruba switch is
configured as a normal layer-2 switch providing the network between the MEC nodes and the client
node.

We proceed to present the evaluation process for DKVS and the reactive migration approach.
For the DKVS approach, each MEC node runs an etcd server to store the application and control
states. The etcd servers on the MEC nodes form an etcd cluster, whereby the etcd server on the
source node serves as a leader while those on the other MEC nodes are the followers. The state
arrival is uniformly distributed, whereby each state arrives to the etcd server within the interval of 1
second. Upon the state arrival, the etcd server in the source node stores the state and synchronizes
it between the MEC nodes. Therefore, when a migration demand is triggered, the new controlling
application is immediately resumed at the destination node. Simultaneously, the etcd server in the
destination node takes over the leadership role. For the reactive migration approach, we adopted
TCP socket as a reliable mechanism to transfer the application and control states from the source
node to the destination node. Only after the destination node receives all states via the TCP socket,
the controlling application is resumed to interact with the simulator. We implemented a simple

controller in each MEC node to control state transfer process for the reactive approach.

Experimental Results

Fig. plots the downtime of DKVS and the reactive approach while varying the total amount
of the states from 0.2 MB to 1.2 MB. Notably, we observe from Fig. [5-30] that DKVS relies on the
key-value store to sync all states before the user handover, thus introducing no downtime regardless
of the amount of states. Meanwhile, the results show the upward tendency of the reactive migration
approach with increasing the amount of state data in terms of downtime. Specifically, when the
amount of states is varied from .2 MB to 1.2 MB, the downtime of the reactive migration increases
from roughly 70 ms to 300 ms. This rapid increase is caused by transferring all states concurrently
after the migration is made.

Due to the frequent change of the states, we proceed to examine the impact of refreshing the

states on the downtime of the evaluated studies. We first give an example for the need of refreshing
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Figure 5-30: State synchronization latency

the states. As shown in Fig. p-31] state 0 is synchronized two times while state 1 and state 2
remain unchanged. Consequently, the overall transferred state might exceed the amount of needed
states required to resume the application at the destination node. The refresh rate is defined as the
additional amount of states to be transferred compared with the actual amount of needed states.
Fig. 5-32] plots the downtime of DKVS and the reactive approach while setting the refresh rate
from 0% to 200%. As the reactive migration approach transfers the states at once, the downtime

of the reactive approach remain unchanged when the refresh rate increases. Meanwhile, for DKV,
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Figure 5-31: The illustration of refreshing the states

We observe from Fig. 5-32] that DKVS introduces no downtime when the refresh rate is varied
from 0% to 50%. When the refresh rate exceeds 50%, the downtime starts to increase. However,
DKYVS still performs better than the reactive migration approach until the refresh rate is 150%.
When the refresh rate exceeds 150%, the downtime of DKVS increases drastically. For instance,
when the refresh rate is 200%, the downtime of DKVS is two times higher than the reactive approach.
The reason is that the refresh rate is limited by the threshold of the etcd server, thus degrading

the performance of the etcd server. However, the high refresh rate is potentially applied to few
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Figure 5-32: State synchronization latency with state refresh

applications that require changing their memory content too frequently.

5.5 Leveraging Network Programmability

To solve the forwarding issue mentioned in Section we rely on the SDN functionalities to allow
the flexible and low-latency state transfer. In this section, we introduce our design followed by the

realization and evaluation.

5.5.1 Design

The volatility of the application states demand a mechanism to control the application state consis-
tency, thus allowing an application at a destination instance to resume at the exact progress that it
had at the source instance. Otherwise, the inconsistency of the application states could lead to the
outdated application states at the destination instance, consequently making the application unable
to work properly at the destination instance.

Taking advantage of the application states, service migration [157] and failure recovery [187]
differentiate them from each other as they rely on two distinct state management schemes. The
service migration demands a move scheme indicating that the state transfer must be complete before
the application is resumed at the destination instance. Meanwhile, the failure recovery employs a
copy scheme to allow continuously transferring the application states from the source instance to
the destination instance until an application failure happens.

To perform the service migration and failure recovery, the application state management [186]
consists of four state operations, namely export, forward, import, and guarantee. First, the export
operation extracts the states from a running application. The forward operation then transfers

the application states obtained from the export operation to a destination instance. Afterwards,
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the tmport operation inserts the application states into the application at the destination instance.
Finally, the guarantee operation enforces different policies for the state transfer, ensuring that the
correctness of the application states. There are applications that do not require any guarantee policy
for the state transfer. The parallel optimization (PL) and loss free (LF) policies attempt to speed
up the state transfer process while guaranteeing that there is no state loss during the state transfer.
Meanwhile, an order preserving (OP) policy could be employed to control the orderly receipt of the
state packets at the destination instance. An early release (ER) policy allows transferring user data
packets to the destination instance during the state transfer, thus avoiding buffering the packets in

the network.

As the applications are diverse and distributed in the network, centralized state management
frameworks, e.g., [175,[181}186|, are widely considered to manage the application states, receiving
the states from one application instance and then forwarding the states to other application instances.
A centralized state management framework provides an abstract interface for external entities (e.g.,
network operators) to facilitate performing the state operations. After the state transfer is com-
plete, the user traffic is re-directed to the new application instance to continue processing the user
traffic. Since this process requires the network flexibility, the implementation of the centralized state

management is typically realized in the SDN networks.

SDN moves out the forwarding logic from the underlying network devices to a separate entity,
which is so-called SDN controller. Thanks to this capability, SDN provides a programming interface
to automate network configuration. Inspired by this standard SDN design [203], a state management
architecture, illustrated in Fig. generally consists of three planes, namely an application plane,

a control plane, and a data plane.

In the data plane, there are application instances and network devices with SDN capabilities.
The application instances, each including a source instance and a destination instance, commonly
run on VMs or containers. The source instance contains a running application that serves user
requests and generates the states that are later used to resume the application at the destination
instance. Meanwhile, considered as the backup of the source instance; the destination instance takes
over the role of the source instance to serve the user requests when a migration or a failure occurs.
The SDN-enabled network devices (e.g., OpenFlow switches) forward the user traffic to the running

application instance based on the forwarding rules installed by the SDN controller.

In the application plane, a state control application entity provides a set of commands to request
the state operations, e.g., moving the application states from the source instance to the destination
instance. The control plane is considered as a bridge connecting the application plane to the data
plane. Specifically, the control plane exposes a northbound interface for the state control application
to request the state operations and a southbound interface for data plane elements to perform the

state operations. In the control plane, as can be seen in Fig. f-33] a state management framework
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Figure 5-33: Architecture for centralized state management: the application state manager acts as a
proxy for the state transfer between source application instance srcApp and destination application
instance dstApp. After all states have been received at dstApp, the flow manager tells the OpenFlow
switch to redirect the user traffic (packet flow) to dstApp.
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Figure 5-34: FAST framework for the state transfer in MEC, from top to bottom, including state
control application, FAST controller, and application instances (i.e., srcApp and dstApp). The FAST
controller consists of a novel state forwarding manager and two OpenNF components, i.e., application
state manager and flow manager. The state control application requests the state operations (e.g.,
copying or moving the application states) from the OpenNF application state manager. The state
forwarding manager makes forwarding decisions for the direct state transfer between srcApp and
dstApp. Meanwhile, the OpenNF flow manager redirects the user traffic from the srcApp to dstApp
after the state transfer (adapted from [159])

includes a flow manager and an application state manager, built on top of an SDN controller.
Specifically, the application state manager handle the requests from the state control application,
exchanging messages with the application instances in the data plane to indicate the state operations.
The flow manager sets up the forwarding rules on the network devices using OpenFlow protocol to
re-direct the user traffic from the source instance to the destination instance after the state transfer

is complete.

Framework Overview

Fig. shows the FAST framework consisting of an application state manager, a state forwarding
manager, and a flow manager. FAST is built on top of OpenNF [186], reusing the application state
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Figure 5-35: FAST state management procedure: The FAST controller installs the forwarding rules
on the SDN-enabled switches for the direct state transfer between srcApp and dstApp (adapted
from [159]).

manager and flow manager from OpenNF to perform the state management and the forwarding
decisions of the user traffic, respectively. FAST provides the novel state forwarding manager for the
direct state transfer. Thanks to the overview of the entire network, the state forwarding manager
provides the forwarding schemes for the direct state transfer by installing different forwarding rules
on the underlying network devices, thus allowing FAST to fulfill R1. Toward this aim, FAST adopts
the SDN design and takes advantage of the SDN functionalities to enable the programmability
of the state transfer, thus satisfying R2. Moreover, FAST is able to meet R3 as it leverages the
network flexibility provided by SDN. Moreover, to support R3, FAST can add or remove the backups
on-the-fly by simply enabling or blocking the switch ports targeting to the corresponding backup
instances, thus reducing the management effort compared to using a conventional network for the
state forwarding. To achieve R4, the state forwarding manager employs OpenFlow group table to

perform multicast state transfer from one application instance to its backups.

As can be observed from Fig. as FAST uses the same data plane for transferring both the
application states and the user traffic, the state forwarding manager and the flow manager cooperate
to prevent flow rule conflicts, which could make the backup instances unable to work properly after
a state transfer. For instance, the flows of the application states and the user traffic traverse through
the same SDN-enabled switch from the same switch port with different priorities. Without having a
consensus about the forwarding policies, the application states are accidentally not forwarded to the
backup instance. Therefore, before applying the forwarding rules to the network devices, exchanging
the forwarding rules between the state forwarding manager and the flow manager is necessary to

prevent potential conflicts.
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State Management Procedure

FAST advocates the direct state transfer to reduce the burden of the centralized state management.
Fig. [5-35]describes FAST state management procedure for the direct transfer of the application states
from a source application instance srcApp to a destination application instance dstApp though the

SDN-enabled switches.

First, the state control application requests a mowve scheme from the application state manager.
Afterwards, the application state manager tells the state forwarding manager to install the forward-
ing rules on the SDN-enabled switches for the direct state transfer. Afterwards, the application
state manager indicates the export operation to srcApp. Next, srcApp extracts its states and then
directly forwards them to dstApp through the forwarding path set up by the state forwarding man-
ager. After receiving all states from the srcApp, dstApp dispatches an acknowledgment message to
the application state manager, informing that the state transfer is complete. The application state
manager then calls the flow manager to install the forwarding rules on the SDN-enabled switches to

re-distribute the user traffic to dstApp.

State Transfer Optimization

As mentioned earlier in this chapter, the focus of the prior studies is mainly on reducing the migra-
tion time, the downtime, and the amount of transferred states. Meanwhile, the computation cost
and buffering cost have rarely been studied. The computation cost reflects a consequence of selecting
the destination server from a set of servers so as to save hardware resources, whereby the selected
server is expected to reduce the migration frequency as frequent migrations demand extensive hard-
ware resources to provision the migrated application. The computation cost has not been widely
considered in the literature because most studies have been for the central clouds that have abundant
hardware resources. The scarcity of the hardware resources in MEC makes the computation cost
becomes an important metric. Meanwhile, the buffering cost represents the amount of incoming
traffic buffered during the migration. Most existing studies have not considered the buffering cost as
they assume the negligible impact of the packet loss during the migration on the application recovery
after the migration. However, the packet losses during the migration could seriously degrade many
MEC applications. For instance, the packet losses could make a video caching application falsify
the caching ratio, which may accidentally trigger content requests from the central cloud (instead of
correctly streaming MEC cached content). As another example, packet losses could make intrusion

detection systems unable to work properly [186].
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Network Topology

G=(V,E) Graph G with nodes set V' and links set E

ACV Set of access nodes

McV\A Set of MEC servers

F Set of network flows f € F

Ry Traffic rate of flow f € F

Fom CF Set of flows from access node a € A to MEC server m € M

D, Propagation delay of link e € E

B, Bandwidth of link e € E

Dy Delay constraint of flow f € F

State Migration

AM9 C A Set of given target access nodes for the flow migration from source
access node a € A

9 C F Set of flows from source access node a € A that are migrated

Er C | Set of flows migrated from access node a € A to access node

Fmig a € A9

tji-“” Time for a controller to indicate the state operations to the ap-
plication instances

ty Time for a controller to update flow rules after the migration

tstate Time to transfer states during the migration

t;}’ml Total migration time

No.m/ Number of migrated flows from access node a € A that are mi-
grated to MEC server m’ € M

Tfa m Binary variable to indicate whether a migrated flow f € F"7
traverses MEC server m’ € M after the migration

Ya,m/ Binary variable to indicate whether MEC server m’ € M is

adopted to serve N, ,,,» migrated flows

Table 5.4: Summary of key notations.
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System Model

Assume that there is a network graph G = (V, E) consisting of a set V' of network nodes and a set
E of edges. Each of the |V| network nodes is an SDN (OpenFlow) switch. Each edge e € F is a
link connecting two switches. Let B. and D, denote the available bandwidth and delay of link e,
respectively. We denote A C V for the set of access nodes connected to base stations. Each of the
|A|] (A C V) access nodes is an SDN switch. We denote M C V\ A for the set of MEC servers that
serve user requests. We assume that each MEC sever m € M is directly attached to (i.e., coupled
with) a network node in V\ A.

Let F denote the (overall) set of user traffic flows from the access nodes to the MEC servers.
Specifically, let F, ,, C F denote the set of flows from access node a € A to MEC server m € M.
Each flow f € F has a given traffic rate Ry and delay constraint Dy. The access node a € A is
the ingress node of a user traffic flow f € Fj, ,, into the network and forwards the flow to the MEC
server m € M, which is considered as egress node of the network model.

For modeling the state transfer, for the flows f € Fj ,, from access node a to MEC server m,
let A™% C A denote the set of target access nodes and let F™9 C {U,,enrFum} denote the set of
flows that are migrated away from access node a € A. We denote F, ,» C F™¥ for the set of flows
migrated from access node a € A to access node a’ € A™9. Let ¢ 4 m/ be a binary decision variable,
whereby 24/ ;v = 1 indicates that the migrated flow f € F, . adopts access node a’ € AM¥ as
the ingress node and the MEC server m’ € M as the egress node after the migration; ¢ q/ s = 0
otherwise.

In summary, the change of the old access (ingress) node a to a new access (ingress) node a’ models
the user mobility; the change from the old MEC server (egress node) m to a new MEC server (egress
node) m’ models the flow migration. In order to avoid clutter in the notation definitions, we do not
explicitly distinguish between user mobility (access node change a to a’) and flow migration (MEC
server change m to m’). Instead, we define the term “flow migration” to encompass the change of
the access node from a to a’ due to user mobility, which will trigger a flow migration optimization
execution; this flow migration optimization execution may or may not result in a change of the MEC

server depending on the outcome of the optimization.

Computation Cost

Let N, denote the number of migrated flows that an MEC server m’ € M needs to serve after the

migration of the flows f € F™9, i.e., Ny, is the number of migrated flows that adopt an MEC

server m’ € M as the egress node. N, s can be represented as:

Na’m/ = Z Z xf,a’,m/a (51)

a' €A feF:;fz
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We only migrate the flows as required due to user mobility. For example, consider an access node
a1 and MEC server m; with five flows before migration. Suppose that three flows need to migrate
due to user mobility (i.e., 2 other flows are retained due to lack of mobility). In the migration, one
migrated flow chooses MEC server my and the two other migrated flows choose MEC server ms;
thus, Ny, m, = 1 and Ny, p, = 2.

We denote ¥, as a decision variable to indicate whether an MEC server m € M is adopted to

serve the N, ,,» migrated flows, i.e.,

1a Na,nb’ > 1
Ya,m' = (52)
0, otherwise.

We let the computation cost CS°™P represent the number of VMs created to serve the migrated

flows; specifically, we evaluate CS°™P as:

G = D e (5.3)

m/eM\{m}

The computation cost C°P essentially counts the number of new VMs that are required at the
various MEC nodes m’ € M\{m} to accommodate the migrated flows f € F," "9 from access node
a. We acknowledge that our computation model is coarse in the sense that any positive number
Na,m > 1 of migrated flows is counted as requiring one VM. We also note that we do not count a
computation cost for flows that stay at their original MEC server m, i.e., no computation cost is
counted for flows that are not migrated. We adopt this simple coarse computation cost model as
our study focus is on the costs that arise due to user mobility that requires flow migration decision
making. A more sophisticated computation cost model, e.g., a model that considers flow rates and

specific computation demands, is an interesting direction for future research.

Communication Cost

We denote CSP" as the communication cost of all flows f € F."'7 traversing from access node
: .

a’ € AM to MEC server m’ € M after the migration:

comn, = Y wpaam Y. Ry, (5.4)

fEFmig eeLa/’m/

a,a’

where Ly, is the network path between o' and m’. Thus, the communication cost CSo™™ is:

ceomm — Z Z comm (55)

a’GA,rznig m’'eM
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Buffering Cost

The state migration process is performed as follows. First, a controller tells an application instance
srcApp on the source MEC server to export states. Simultaneously, the controller informs the
application instance on the destination MEC server dstApp to import the states from srcApp. We
denote t‘}" for the total time for the message exchanges between the controller, srcApp, and dstApp
to migrate a flow f € F. Next, srcApp transfers the states of flow f to dstApp through the underlying
network. We denote t?f‘”e for the state transfer time. Finally, the controller updates the forwarding
rules to redirect the user traffic of flow f to dstApp. We denote ¢} for the time to perform this

update process. Thus, the total migration time t}“t“l is:
tt]:fotal _ t;tr + tjctate + t’LfL (56)

In Eq. , t‘}”’ and tY are typically negligible. Specifically, t?fr only introduces the latency before
and after the migration. Meanwhile, % is only added once to t}"t“l before or after the state transfer.
There are numerous approaches for reducing t%, such as controller placement [204], traffic predic-
tion [205], and path aggregation [206], which are outside the scope of this paper. Overall, tjf“te is the
main contributor to t}"tal. The state transfer time ¢3¢ includes the transmission delay, link prop-
agation delay, queuing delay, and processing delay of the state information (packets). We assume
that the queue is empty and thus neglect the queuing delay. Furthermore, we consider fast-forward
switches with negligible processing delay and negligible store-and-forward transmission delay in the

network.

state

Thus, only the transmission delay %7 f

out of the source MEC node and the link propagation

delay 37" . contribute significantly to the state transfer time t¥¢, i.e.,

stat stat stat
t}a ‘= t:rlzlznes,f + t;rao;f,f' (57)

Let 74,o- be number of flows whose access node is changed from a € A to a’ € AM9 due to the user

mobility. We evaluate the total state transfer time t3.%/¢ for all flows f € F, ;1;,9 with their MEC

a’ ,m’

server changed from m to m’ (m,m’ € M) as:
5% = Terans + Torop- (5.8)

The transmission delay Tt qns of the state information of all flows f € F)" 2? is generally proportional
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to the number of migrated flows [180,207]. Thus, Ttrans can be expressed as:

Tirans = Z tii((lztnes,f (5.9)
ferys
= (p + Wna,a') ) (510)

where p and w are constants that characterize the different MEC applications.

With L, »,» denoting the network path between the original MEC server m and the target MEC

server m’ (m,m’ € M), the propagation delay Tp,op is:

Torop =, De. (5.11)

ecL

m,m’

With Egs. (5.10) and (5.11)), Eq. (5.8]) becomes

e = pt whaw + Y D (5.12)
eel

m,m’

The buffering cost C>*/J for all flows f € F Y 9 can be evaluated as

s

b
Comr =D Tt Ry. (5.13)
S

Thus, the total buffering cost C*4/7 is

ool =y ool (5.14)

a’ €AY m'eM\{m}

Constraints

We proceed to introduce the constraints for the communication cost and the state transfer cost.

MEC Server Selection Constraint: For the sake of simplicity, we assume that all flows f € F;n(i?
that are migrated from access node a to access node a’ € AM% utilize the same MEC server m’ € M,
ie.,

Z Tfa'm =1 Vfe F:Zg, a € Aglig. (515)
m’eM

An extension to utilizing different MEC servers is straightforward and is omitted.
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Delay Constraint: For all migrated flows with their previous access node a € A, i.e., all flows

f € F™9 _the delay constraint must not be violated, i.e.,

> wpeDe <Dy, Vf € FM, (5.16)
ecE
whereby z . is a binary decision variable: z. = 1 indicates that the flow f € F™% adopts link

e € F in its flow path after the migration; z ;. = 0 otherwise.

Link Capacity Constraint: The total traffic rate of all flows f € F traversing link e € F must

not exceed the link capacity, i.e.,

> @peRs < Be. (5.17)

ecE feF
Objective Function

We aim to minimize the total migration cost C*°*%  which incorporates the computation cost, the

communication cost, and the buffering cost for all flows migrated from access node a € A, i.e.,
min C;*** = min (aC57™ + BC™™ +4CYI7) (5.18)

where «, /3, and « are tunable weights that control the relative importance (priority) of computation
cost, communication cost, and buffering cost subject to the constraints of Section

The problem in Ejq. 18 NP-hard: we simplify the problem in Eq. by setting 8 and
v to 0 (only for the purpose of this proof). The problem is transformed to the problem that tries
to find an MEC server that can serve as many migrated flows as possible without violating the
constraints of Section [5.5.1} This problem is equivalent to the knapsack problem which is known as

NP-hard.

Optimization Scheme for the State Transfer

Unlike heuristic algorithms are applied to solve a specific problem, meta-heuristic algorithms takes
advantage of general techniques [118] to solve a wide range of hard problems [119]. There are popular
meta-heuristic algorithms such as ant colony optimization [120], genetic algorithms [121], and Tabu
search |122|. Tabu search tends to have lower complexity than other meta-heuristics [123]. As low
complexity is expected to meet the low-latency requirement in MEC, we employ the Tabu search
algorithm to solve our problem in Eq. .

Tabu search is an iterative search algorithm used to solve mathematical optimization problems.
Specifically, Tabu search first explores the search space from an initial solution and then iteratively

moves from its neighborhoods to transit from a current solution to a better solution until a stopping
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Algorithm 6: Greedy initial algorithm

Input : G=(V,E), A™ M, F
Output: ListMFC

1 ListMPC =[]

2 for a’ € A™9 do

3 Liste9st =[]

4 for m’ € M do

5 Pathggia = Dijkstra(a’,m')

6 if Pathgui, == 0 then

7 ‘ continue

8 end

9 Calculate C3%"7, using Eq.
10 if m’ == m then

11 ‘ Cffj,ff, =0

12 else

13 Pathgiare = Dijkstra(m,m’)
14 if Pathgsigie == 0 then

15 ‘ continue

16 end

17 Calculate C1"/J using Eq.
18 end

19 Calculate C{%" , using Eq. with & =0
20 List9* .append(CLoL )
21 end
22 | candidate = arg,, min(List¢9")
23 ListMEC append(candidate)
24 end

condition is met. Tabu search uses a Tabu list of the previously visited solutions to avoid re-visiting

previous solutions. We summarize the major elements of the Tabu search algorithm in the context

of our problem setting as follows:

e We propose to start the Tabu search with an initial greedy solution obtained with Algorithm

The goal of Algorithm@is to find the best MEC server given by a target access node a’ in terms
of communication cost and buffering cost. Therefore, we set a = 0 in Eq. . We calculate
the communication cost by employing Dijkstra’s algorithm to select the shortest path with
respect to the latency constraint from the target access node a’ to the MEC server candidate
m’ (Lines 5-9). Similarly, for the buffering cost, we also rely on the Dijkstra’s algorithm to
compute the shortest path from the original MEC server m to the MEC server candidate m/’
(Lines 10-19). Afterwards, we calculate the total cost CLo%! |, and include it in a list ListSo™
(Line 20). Finally, we select the target MEC server that has minimum total cost from List¢9s

and then add it to a list List}FC (Lines 22-23).

To seek a better solution, Tabu search explores the neighborhood of the current solution as

outlined in Algorithm[7] The Tabu search determines the neighborhood solution by performing
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Algorithm 7: Tabu search

Inp]-It :G = (V; E)a Aa M, Fa Z.s.topv Z-tabu
Output: Sheq

1 Sp = ListMFC obtained from Algorithm |§|
2 1= Oa Scurr = SO; Sbest = SO

3 Listiapy =[]

4 while ¢ < i4,, do

5 move = MoveStrategy(Scurr)
6 Update(Scyrr) from the move
7 Calculate f(Scyrr) using Eq. (5.18)
8 t=14+1
9 if mowve is not in List, then
10 if len(Listiapy) < itapu then
11 ‘ Listiqpy.append(move)
12 else
13 ‘ break
14 end
15 else
16 if f(Scurr) < f(Sbest) then
17 ‘ Listyqpy.remove(move)
18 end
19 end
20 if f(ScurT) < f(Sbest) then
21 Sbest = Scurr
22 1 =0
23 end
24 end

a single move from the current solution: We define a move as a mapping between an access node
and an MEC server. We first randomly choose a target access node from A™¥. Afterwards,
we move its corresponding MEC server to another MEC server that meets the constraints

mentioned in Section [£.5.11

To avoid cycling the previously visited solutions, we add a move that satisfies the constraints in
Sectionto the Tabu list Listqp,. The algorithm is terminated if the Tabu list exceeds its
pre-defined length ¢4, (Line 13). Therefore, the use of the Tabu list reduces the complexity
of the search process. Moreover, we propose an aspiration criterion, whereby if the aspiration
criterion is satisfied, the move is released (removed) from the Tabu list (Lines 16-18). The
aspiration criterion is useful for the case when a better solution than the current best solution

is found.

We summarize our proposed Tabu search Algorithm [7]as follows. First, the output of Algorithm

is an initial solution Sy containing a list of target MEC servers (Line 1). Afterwards, the algorithm

assigns Sy to the current solution S¢, and the best solution Spegs, while a Tabu list Listiqp, is

initialized as empty (Lines 2-3). A while loop is then performed to iteratively seek a better solution

until the number of iterations exceeds ig:0, (Lines 4-24). Specifically, the move strategy is applied
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and Scyr is updated from the move (Lines 5-6). The algorithm then re-calculates the total cost
f(Scurr) using Eq. and increases the number of iteration by one (Lines 7-8). In Lines 9
to 19, the algorithm determines whether the move is existed in Listiqp,. If the move has not been
previously visited, it is then added to Listiap, (unless the length of Listiqp, exceeds itqpy); otherwise,
the algorithm is terminated (Lines 10-14). If the move is in Listypy, the algorithm checks whether
the aspiration condition is met (Lines 16-18). The move is released from Listyqp, if the total cost of
Scurr 18 lower than the cost of Spest. In Lines 20 to 23, if a solution is found, the algorithm assigns

Scurr 10 Spest and then resets the while loop.

5.5.2 Realization

There are well-known state management frameworks, such as OpenNF, FTMB, and Pico. Among
them, as OpenNF is open-source and extensible, we adopted it for the implementation of FAST.
However, such an adoption does not hinder the integration of FAST into other state management
frameworks. FAST can be considered an add-on to these frameworks, allowing them to provide
flexible and low-latency state transfer. We first reuse the existing fundamental OpenNF functions
for the state management and then enable the state forwarding via the underlying network devices.
Specifically, we implement a novel state forwarding manager that cooperates with the OpenNF
application state manager and flow manager.

We proceed to describe our detailed implementation for the integration of FAST into OpenNF.
First, OpenNF provides a shared library for applications to communicate with the controller.
OpenNF uses two separate channels, namely stateControl and eventControl for exchanging the
state packets and control packets between the application instances and the OpenNF controller,
respectively. Following this design and ensuring the portability of FAST, we create a new channel
state Transfer for the the direct transfer of the states between the application instances, thus enabling
the separation of state forwarding functionalities from the controller.

Second, as the OpenNF controller receives the application states contained in getPerFlow mes-
sages from srcApp, the OpenNF controller changes the getPerFlow message format to the putPerFlow
message format and then dispatches the messages to dstApp. The purpose of this process is to pre-
vent the OpenNF controller from the misconfiguration. Therefore, if the state packets were directly
transferred from srcApp to dstApp, the state handler at dstApp considers them as unknown packets
and consequently discards them. To tackle this issue while complying the the same design logic of
OpenNF, we implement a method to build the putPerFlow structure right at srcApp. Thanks to
this enhancement, srcApp generates the state packets, repackages and then translates them from the
getPerFlow structure to the putPerFlow structure. Afterwards, srcApp forward the state packets to
dstApp via the network devices. The final challenge arises at dstApp, whereby OpenNF originally

uses the state handler to receive the state packets from the OpenNF controller through the state-
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Control channel. Alternatively, we replicate this method to receive the state packets through the
stateTransfer channel.

We proceed to summarize the state transfer process with the support of FAST. First, srcApp
and dstApp dispatch a request for establishing connections with the FAST controller (i.e., via the
stateControl and the eventControl channels, respectively) and at the same time start a thread to listen
to the stateTransfer channel. When receiving a mowve request, the application state manager calls
the state forwarding manager to prepare the forwarding path for the direct state transfer. The state
forwarding manager then installs the forwarding rules on the network devices. The state manager
then requests an export operation from srcApp via the eventControl channel. Afterwards, srcApp
generates the state packets and then repackages them to comply with the putPerFlow message format.
Next, the state packets are directly transferred from srcApp to dstApp through the stateTransfer
channel with the forwarding path installed by the state forwarding manager. Then, dstApp receives
the state packets and dispatches an acknowledgment message to the FAST controller though the
stateControl channel. Finally, the FAST controller invokes the flow manager to redirect the user

traffic to dstApp.

5.5.3 Evaluation

In this section, to assess the performance of FAST in different environments, we first evaluate FAST
and compare it against OpenNF-related schemes using an emulator and a real-world testbed. For

the large-scale network topologies, we then evaluate FAST using a simulator.

Evaluation Using Simulator

In this section, we perform the evaluation of FAST and compare it with related schemes on a
network emulator. We investigate the performance of FAST in terms of the total move time, which
is the most important metric reflecting the service downtime and thus widely considered in the
literature [186}{187]. The total move time is calculated from the time point when srcApp extracts
its first state to the time point when the user traffic is re-routed to dstApp. We examine the impact
of the packet rate and the number of flows on the total move time as they govern the number of
generated states. Notably, we examine the performance of FAST and the related schemes in terms of
the total move time under different guarantee policies provided by OpenNF, including no guarantee

(NG), parallel optimization (PL), loss-free (LF), order-preserving (OP), and early release (ER).

Evaluated scenarios

We compare the performance of FAST against the two following schemes:
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Figure 5-36: Emulation evaluation: Total move time under different packet rate with the arrival of
50 flows (a) and 100 flows (b).

e OpenNF: The OpenNF controller acts as a relay node, receiving the states from srcApp and
then transferring them to dstApp. The state transfer is simply performed with a layer-2 switch

between srcApp, dstApp, and the OpenNF controller.

e OpenNF-OVS: Similar to OpenNF, OpenNF-OVS also relies on the OpenNF controller to
coordinate the state transfer. However, Open vSwitch (OVS) is put in-between to forward the

states between srcApp, dstApp, and the OpenNF controller.

Emulation setup

We performed our emulation setup on a computer equipped with Intel Core i7-7500U CPU at 2.50
GHz, 16 GB memory, and Ubuntu 14.04. We used Mininet [208|, a virtualized tool to emulate
hosts, network nodes and links in a single machine, to build a network topology consisting of two
switches and three hosts. We implemented FAST and the other schemes atop a Floodlight SDN
controller. We used the three hosts as follows: one host accounts for generating the user traffic and
the other two hosts serve as srcApp and dstApp. On srcApp and dstApp, we ran a Passive Real-time
Asset Detection System (PRADS) [197] that has been widely used to examine state management
solutions [176,/186]. We leveraged existing OpenNF functionalities to manage the states of the
PRADS. As our goal is for the state transfer, we made our own version of PRADS for the direct state
forwarding as described in Section [5.5.2} For the two switches, one switch accounts for transferring
the user traffic while another switch is used for the state transfer. We used two separate switches
to obtain the independent results of the studied schemes for the state transfer. Therefore, we used
the oVS instances for the two switches in FAST and OpenNF-OVS. For the OpenNF scheme, the

two switches include one OVS instance for the user traffic and a normal layer-2 switch for the state
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transfer.

We first started the Floodlight controller and then generated the network topology using Mininet.
Next, we ran the packet generator that generates the data packets and forwards them to srcApp.
The controller then initiated a move scheme if it is informed by srcApp about a certain number of
flows received. For example, the moves in Fig. 5-30] were triggered after srcApp received 50 flows
(Fig. p-36| (a)) or 100 flows (Fig. -36| (b)). After completing the movement, the PRADS instance
on srcApp is terminated and taken over on dstApp. The performance results show the average and

standard deviation of 10 independent replications with the 95% confidence intervals.

Emulation results

We first examine the total move time of the studied scheme while varying the packet rates from
2500 packets/s to 10000 packets/s. The packet rate is varied by adjusting the parameters in the
tepreplay tool [198] following the evaluation strategy in [186]. We applied the PL and LF policies for
all studied schemes. Specifically, we applied the LF policy to examine the impact of both the packet
rate and the number of flows on the total move time because the SDN controller needs to buffer
the incoming packets during the state transfer. These buffered packets are then released to dstApp
after completing the state transfer. Without LF policy, srcApp discards the incoming packets to
guarantee state consistency during the state transfer. The number of buffered packets depends on
the packet rate while the amount of transferred states relies on the number of flows. Specifically,
when the number of flows is increased, more states are transferred, and thus the prolonging state
transfer process, which contributes significantly to the total move time. Moreover, the higher state
transfer time leads to more buffered packets, especially at the high packet rate, thus increasing the
buffer time caused by releasing the buffered packets after the state transfer is completed. Since
it is impossible to allow the application itself to control the packet rate of the incoming packets,
reducing the number of buffered packets requires minimizing the state transfer time. Therefore,
the combination of the PL and LF policies enables the parallel execution of the export operation at
srcApp and the import operation at dstApp, thus speeding up the state transfer process.

Fig. shows an upward tendency in the total move time with increasing packet rate. This
upward tendency is the consequence of increasing number of arriving packets, which leads to more
buffered packets that are then released to dstApp. It is worth noting that in Fig. [5-36] the total move
time of FAST is much shorter than the total move time of OpenNF and OpenNF-OVS. Specifically,
for a packet rate of 10000 packets/s, the total move time of FAST is less than a quarter of the total
move times of OpenNF and OpenNF-OVS. Moreover, Fig. p-36] shows that FAST has flat upward
tendency of the total move time with increasing packet rate. The reason for this achievement is
that FAST directly forwards the states between the application instances. Meanwhile, OpenNF and
OpenNF-OVS has the significantly steeper upward tendency than FAST. This is because OpenNF
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Figure 5-37: FAST emulation evaluation: Total move time measured for different guarantee policies
for 100 packet flows, each with 2500 packets/s compared to no guarantee (NG) policy. We group
the parallel optimization (PL) and early release (ER) policies into (PL+ER) indicating the policies
for the reduction of the total move time; the loss-free (LF) and order-preserving (OP) policies form
(LF+OP) denoting the policies for controlling the correctness transfer of the application states.

and OpenNF-OVS require the involvement of the OpenNF controller in the state transfer. The
results in Fig. show that the total move time of OpenNF-OVS is shorter than the total move
time of OpenNF in most settings. We also observe from Fig. [5-36]that the increased number of flows
widens the gap between OpenNF-OVS and OpenNF (excluding the case with 100 flows and 10000
packets/s in Fig.[5-36| (b) as OVS starts to become saturated). Fig. 5-36|(b) shows that for 100 flows
and 10000 packets/s, the total move time of OpenNF-OVS is reduced by roughly 15% compared to
OpenNF. The reason for this achievement is that OpenNF-OVS relied on OVS for the state transfer,
while OpenNF simply used a normal switch. As long as the packet rate does not saturate OVS, it

tends to perform better than the normal switch.

We proceed to examine the impact of the guarantee policies on the total move time under five
different guarantee schemes including NG, PL, LF PL, LF PL+ER, and LF+OP PL+ER for 2500
packets/s per flow and 100 flows. We first observe from Fig. that FAST performs much better
than OpenNF-OVS and OpenNF in terms of the move time under the different guarantee schemes.
Specifically, for the first four schemes, FAST incurs an 80% shorter total move time than OpenNF-
OVS and OpenNF. For the NG scheme, the total move time of OpenNF is 140 ms, consisting of 17
ms for extracting the states from srcApp, 13 ms for inserting them into dstApp, and the remaining
110 ms for the execution at the OpenNF controller. Meanwhile, the total move time of FAST drops
to 27 ms, including 16 ms for extracting the states from srcApp and the remaining 11 ms for inserting
them into dstApp. For the LF+OP PL+ER scheme, the results show that the total move time of
FAST is reduced by 20% compared to OpenNF. We also notice that the involvement of the OP
policy significantly contributes to the total move time. We observe from Fig. [-37] that the total
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Figure 5-38: Execution time under the number of target access nodes

move time of OpenNF for the LF+OP PL+ER scheme is 590 ms, roughly a 4-fold higher than the
NG scheme. The reason for this increase is that the OP policy consumes a significant amount of time
to control the orderly receipt of the states at dstApp via an elaborate two-phase forwarding state
update procedure (see [186] for details). Therefore, the OP policy is only applied for applications
that are sensitive to the orderless states, such as intrusion detection systems [186]. Notably, the
total move time of FAST is reduced by 135 ms compared to OpenNF and by 89 ms compared to
OpenNF-OVS.

Evaluation on A Real Testbed

Unlike the centralized cloud computing that provides well-known network topologies such as fat-tree
topology, MEC as a novel cloud paradigm has not been widely considered in real-world deployments.
For this reason, the accepted reference network topology for MEC is unavailable yet. Therefore, we
propose our own testbed consisting of of six MEC servers, one traffic generator, one controller server,
and one Aruba 2930F switch with SDN capabilities. The MEC servers and the traffic generator are
configured with Intel (R) Core (TM) i7-6700 CPU at 3.40 GHz and 32 GB memory, running Ubuntu
Bionic 18.04. The MEC servers are used for the deployment of the examined applications, whereby
each of the two MEC servers will in turns host the source and destination instances of an application.
Tepreplay [198] is used as a traffic generator that replays the recorded traffic from a pcap file to
the MEC servers. Meanwhile, FAST and OpenNF on deployed on the controller server configured
with Intel(R) Xeon(R) CPU E5-2630 v3 (32 cores) at 2.40 GHz and 128 GB memory, running
Ubuntu Xenial 16.04. Our experimental results show the averages and 95% confidence intervals of
10 indepedent measurements.

We studied three applications including PRADS, Iptables [209], and Zeek [210] (formerly Bro),
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Figure 5-39: Total move time in a real testbed for different applications at 100 packet flows.

which aim to improve the network security. The reason for this adoption is that as mentioned
in |211], security and privacy issues pose critical challenges in MEC. As PRADS has been presented
earlier, we proceed to introduce Iptables and Zeek. Iptables is a popular user-space utility program
that is used for configuring IP packet filter rules of the Linux kernel firewall. Iptables is a default
program on all official Ubuntu distributions and can also be easily installed on other popular Linux
distributions, such as Debian and Fedora. Iptables offers the ability to define tables that includes
chains of rules for packet processing, which sequentially traverses the packets through the rules in
chains. Iptables employs a connection tracking module (conntrack) to manage state entries generated
from the packet processing. Zeek is one of the most popular open-source platforms for network
security monitoring, demonstrating its popularity by more than 10000 worldwide deployments with
over 20 years of development. Zeek deeply inspects all traffic on a specific network interface to detect
signs of suspicious activities. Zeek provides a wide range of analysis and detection functions, e.g.,
extracting HT'TP session files, detecting malware via external registries, and identifying popular web
applications. To carry out these functions, Zeek includes built-in modules that track and manage
the network states. As we focus on the state transfer, we first reused existing functionalities in
OpenNF to allow exporting/importing the states from/to PRADS, Iptables, and Zeek. Afterwards,
we modified these applications to support FAST, see Section

Fig. (-39 shows the total move time of FAST and OpenNF for the examined applications at 100
packet flows. Notably, the results show that FAST performs much better than OpenNF in terms of
the total move time. Specifically, in comparison with OpenNF, FAST reduces the total move time
for Iptables, PRADS, and Zeek as follows: 48.6% (from 68.33 ms down to 35.13 ms) for Iptables,
63.3% (from 89.8 ms down to 33 ms) for PRADS, and 67.3% (from 118.67 ms down to 38.87 ms)
for Zeek. The total move time of OpenNF for Zeek is significantly higher than that for Iptables.

The reason is that Zeek generates a larger state size than Iptables. Moreover, we also observe from
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Fig. that the OpenNF controller involved in the state transfer clearly shows the impact of the

state size on the total move time.

Simulation Evaluation for State Transfer Optimization

In this section, we seek the answer for the following two questions with extensive simulation eval-
uations: i) How efficient is the proposed algorithm based on the Tabu search for the MEC state
transfer optimization in terms of the computation cost, communication cost, and buffering cost?,

and i) How much complexity does the proposed algorithm introduce?

Benchmark schemes

We compare our proposed FAST-Tabu algorithm, which we refer to as “Tabu” for brevity, against
the following five benchmark schemes. We note that all compared schemes including Tabu and the
five benchmark schemes operate within the context of FAST described in Section F.5] i.e., taking
advantage of the direct state forwarding feature in FAST.

e Optimal: We implemented an optimal solution using Gurobi (version 9.02) [155], which is a

well-known commercial optimization tool.

e Latency-aware state transfer (LAST): LAST selects the path from the new access node

a’ to the new MEC server m’ after the migration with the lowest end-to-end latency.

e Communication-aware state transfer (CAST): CAST adopts the path from the new
access node a’ to the new MEC server m’ after the migration with the least bandwidth usage,

i.e., the selected MEC server with least communication cost as defined in Section p.5.1

e Random: The algorithm uniformly randomly selects an MEC server that satisfies the con-

straints in Section [.5.1]

e No migration: If the constraints are satisfied, the old MEC server m remains unchanged

when flows move to a new access node a’. Otherwise, a flow deadline violation is recorded.

Simulation setup

We used NetworkX [141] library, a Python library for simulating complex networks, to generate an
Erdos-Rényi (ER) [142| random graph model with |V| = 50 nodes, consisting of |A| = 10 access
nodes and |M| = 40 MEC servers (i.e., each of the network nodes in V\ A4 is attached to an MEC
server) with the connection probability p = 0.6. The ER network graph is widely considered in
the literature [143H145| to simulate real-world network topologies. The link delay between nodes
is randomly distributed between 10 ms and 50 ms, mimicking the physical link delay. Similarly,
Mouradian et al. [113] and Yang et al. |100] also adopt this setting for their studies. We randomly
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select the link bandwidth in the set of [1, 10] Gbps [113}/146|. For the objective function in Eq. (5.18),

as the communication cost typically dominates the total cost, we set =1 and a = v = 10.

We vary the maximum delay constraint of service requests (traffic flow requests) randomly be-
tween 50 ms and 100 ms [212]. Meanwhile, the service requests arrive to the network following a
Poisson distribution with a rate of 1 request per 30 seconds. The lifetime of each flow request is
exponentially distributed with an average of 3 hours [97]. These settings mimic real network traffic
and allow for generating large numbers of requests. We randomly select the traffic rate in the range
of 10 Mbps to 50 Mbps per flow, mimicking the typical MEC network traffic [100|. The requests
are uniformly randomly distributed to the access nodes a € A. We study three open-source applica-
tions for setting the application parameters that determine the transmission time of the states [180],
namely PRADS, Zeek [210] (formerly Bro), and Iptables [209], which have been widely considered
for the performance evaluation of the state transfer [100}/176}/177},[{180}[186}/188}/192]. We examine
the performance of the studied schemes on a desktop computer configured with Intel Core i7-6700T

CPU and 16 GB RAM.

The simulation evaluation is performed as follows. First, we generate flow (service) requests into
the network, whereby each flow has an access node a € A as the network ingress node and an MEC
server m € M as the network egress node. We randomly select the ingress and egress nodes of
each flow. To simulate the triggering condition for a migration, we could use well-known mobility
models, such as SUMO [213] or the ONE simulator mobility models [214]. However, most MEC
studies considering these mobility models, e.g., [215216], simply assumed that one MEC server is
attached to each base station. Consequently, the use of a mobility model in these studies becomes
an important factor for the experiment. Unlike the aforementioned studies, we do not consider
assigning an MEC server to each base station. Alternatively, we deploy an edge cloud network
architecture [217] to provide a set of |[M| = 40 MEC servers at the edge of the network. Thanks
to this design, the edge cloud network architecture increases the flexibility (i.e., different choices to
deploy MEC applications because there are many MEC servers regardless of the base stations that
the mobile devices belong to) and availability (i.e., more hardware resources offered by the MEC
servers). Aligned with the considered edge cloud network architecture, we examine a mobility model
in which the migration is triggered based on the number of flows arriving to the network, which is
an essential metric to measure the performance of the migration. More specifically, after observing
a certain number of flows (e.g., 100 flows or 500 flows) generated in the network, a migration at a

uniformly randomly selected access node a € A is triggered.

We proceed to present the detailed simulation process as follows. At the beginning, the network
starts up initially empty. We then generate flows one by one, whereby we randomly assign each flow
to an ingress (access) node and an egress (MEC) node. The access node and MEC node of each

flow are uniformly randomly selected among the access and MEC nodes in the network that satisfy
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the latency constraint of the flow and the link capacity constraint. The access and MEC nodes in
the network “fill up”, i.e., get more and more ongoing flows; we count the total number of ongoing
flows in the entire network (not at a specific access node). When the total number |F| of flows in
the network reaches a prescribed threshold in the range of 100 to 500 flows, we randomly select an
access node a € A whose flows need to be migrated. We consider the total number |F| of flows in the
network rather than in a specific access node because this choice shows a significant impact on the
migration costs. For instance, more flows in the network lead to higher link bandwidth consumption
for the entire network, thus hardening the choice of the MEC server for the migrated flows. For
this selected access node a, we uniformly randomly select the set of target access nodes A™¥ to
which the flows can be migrated among the other access nodes (the number of target access nodes
is pre-defined; for the impact of the number of flows, we consider |AM%| = 2 target access nodes;
for the impact of the number of access nodes, we consider |[A™9| = 1 to 6 target access nodes).
Then, each flow will either be retained (for a user without mobility) in the original access node or
randomly assigned (for a user with mobility) to one of the |A™%| target access nodes (1/(|A™9|+1)
probability for each of these |AM%| + 1 options) to form the sets EY ;,g of flows that are migrated
from access node a to the target access nodes a’ € A™9. The simulation iteration (replication) is
terminated after the migration is completed. We conducted 100 independent replications for each

evaluation and presented the results with 95% confidence intervals.

Performance metrics

We evaluate the performance of the studied schemes with six performance metrics: computation cost
[Egs. (B.3)], communication cost [Eqn. (5.5)], buffering cost [Eqn. (5.14)], total cost [Eqn. (5.18)],
total state transfer time, and execution time. The total state transfer time is the time consumed to
transfer all states of the migrated flows, whereby the state transfer time of each flow is measured
by Eqn. and the parameters to evaluate the transmission delays of the state information of the
three considered applications follow the approach in [180]. The execution time is the time needed

to execute each evaluated scheme.

Impact of number of flows

We first compare the performance of the proposed FAST-Tabu algorithm against the benchmark
algorithms while varying the number |F| of flows at which the migration is triggered from 100 to 500
with a step size of 100 flows. We set the number of target access nodes to |AM%¥| = 2. Fig.
plots the total cost of the studied schemes under the number |F| of flows that triggers the flow
migration. As expected, Fig. [5-40(a)| shows an upward tendency in the total cost with increasing
number of flows at which the migration is performed. The results show that the optimal and Tabu

schemes achieve total cost than the LAST and CAST schemes, which in turn achieve lower total
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Figure 5-40: Total cost as a function of the total number of flows in the network that trigger flow
migration and the number of target access nodes.

cost than the random scheme. Specifically, the optimal and Tabu schemes incur only about half the
total cost of the random scheme. The optimal and Tabu schemes tend to achieve slightly lower total
cost than the no migration scheme. Notably, the no migration scheme introduces a significant flow
deadline violation probability of 42% for the scenarios considered in Fig. the flow deadline
violation probability is constant with respect to the number of flows that trigger a migration. A
flow deadline violation occurs after a migration if the new ingress access node a’ (selected uniformly
randomly among the target access nodes in A™%) has a propagation delay from the (non-migrated)
MEC server m of the flow that exceeds the flow deadline Dy. Meanwhile, the five evaluated migration
schemes never caused a flow deadline violation in our simulations. Unlike the no migration scheme
that retains the migrated flows at the original (non-migrated) MEC server (egress node) m, the
migration schemes freely adopt an MEC server (egress node) based on their respective strategies.
We next investigate the communication cost while varying the number |F| of flows that trigger
flow migration. Fig.[5-41(a)|verifies our expectation that more flows required to trigger a migration,
lead to a higher communication cost. The reason is that the increase in the number of flows in
the network potentially results in more migrated flows, thus increasing the communication cost.
We also obtain from Fig. that the proposed Tabu search scheme performs similar to the
optimal scheme, while performing better than the no migration and random schemes in terms of the
communication cost. CAST and LAST achieve the lowest communication cost as they attempt to

adopt the MEC servers that result in the computed shortest paths.

We proceed to examine the buffering cost while varying the number |F| of flows that trigger flow
migration. Fig. [5-41(b)|[shows the upward tendency of the buffering cost with increasing number of
flows. The optimal scheme and the proposed Tabu search scheme achieve similar performance while
outperforming the other schemes in terms of the buffering cost. Specifically, the proposed Tabu
search scheme incurs only approximately one third buffering cost of the LAST, CAST, and random

schemes.

We examine the computation cost of the studied schemes under the number |F| of flows that
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Figure 5-41: Communication cost, buffering cost, and computation cost as a function of the number
of flows in the network that trigger flow migration.

trigger the migration. The flat curves in Fig. [5-41(c)|show the an insignificant impact of the number
of flows on the computation cost. The main reason is that we considered only |A™9| = 2 target
access nodes and the flows from a given target access node a’ are typically associated with a close-by
MEC server to meet the flow deadlines. The results show that the proposed Tabu search scheme
incurs higher computation cost than the optimal scheme, but performs better the other schemes. The
reason for this achievement is that the optimal scheme and the proposed Tabu search scheme attempt
to find the MEC servers that serve as many migrated flows as possible, i.e., aim to minimize the
extra required VMs to serve the migrated flows. Meanwhile, the LAST, CAST, and random schemes
typically require a new VM for the MEC server that is close-by to each target access node. LAST
and CAST select the best MEC server for each flow for their respective optimization objectives.
Consequently, they ignore the MEC server that is able to serve many migrated flows (i.e., do not
try to minimize the extra number of required VMs at MEC servers to serve the migrated flows).
Similarly, the random scheme adopts a random MEC server without considering whether that MEC
server also serves other flows or not. As the LAST, CAST, and random schemes do not consider

tracking the MEC servers for the migrated flows, they are considered as “memoryless” schemes.

We next examine the total state transfer time under the number |F'| of flows that trigger mi-

gration. As shown in Fig. [5-43(a)} the optimal scheme and the proposed Tabu search scheme sig-
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Figure 5-42: Communication cost, buffering cost, and computation cost as a function of the number
of target access nodes.

nificantly reduce the total state transfer time, i.e., down to roughly one third of the other schemes.
The reason for this superiority is that LAST and CAST neglect the state transfer cost, prioritizing
the shortest paths from the target access nodes to the target MEC servers, which may be far away
from the original MEC servers. Consequently, LAST and CAST introduce very large total transfer
times. Similarly, the random scheme simply selects a target MEC server that meets the constraints

(without considering the state transfer cost).

Impact of number of target access nodes

We proceed to evaluate the performance of the studied schemes under the number |A™¥| of target
access nodes in the range from one to six, while setting the number |F'| of flows in the network that
trigger the migration to 300.

Fig.|5-40(b)|plots the total cost under the number of target access nodes. The results demonstrate
the superiority of the optimal scheme and the proposed Tabu search scheme over other schemes in
all cases. Notably, the optimal and Tabu schemes tend to widen the gap to the no migration scheme
tends with more target access nodes. This achievement points out that the migration offers more
cost benefit than the no migration scheme when the number of target access nodes is large. We

also note that the no migration scheme has a flow deadline probability of 47.2% for the scenarios in
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Figure 5-43: Total migration time as a function of the number of flows in the network that trigger
a migration and the number of target access nodes

Fig. and is therefore not further studied.

Fig. 5-42(a)| shows the communication cost of the studied schemes under the different numbers
of target access nodes. Fig. [5-42(a)| shows the similar results as plotted in Fig. p-41(a)| However,
it is worth noting that the optimal scheme and the proposed Tabu search scheme widen the gap
to the no migration scheme and the random scheme, especially for large numbers of target access
nodes. Consequently, this increased gap for the communication cost significantly contributes to the
widening gap in the total cost in Fig. For an increasing number of target access nodes, the
communication cost is mainly governed by the effectiveness of the schemes in finding the optimal
paths.

Fig. |5-42(b)| shows the buffering cost of the studied schemes while varying the number of target
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access nodes. The flat curves in Fig. denote that the number of access nodes shows the
insignificant impact on the buffering cost. This is because the buffering cost mainly depends on the
number of migrated flows (and not on the number of target access nodes). We also observe from
Fig. that the optimal and the Tabu schemes consistently incur less than roughly a third of
the buffering cost of the LAST, CAST, and random schemes.

We proceed to examine the computation cost of the studied schemes while varying the number of
target access nodes. Fig. shows the upward tendency in the computation cost with increasing
numbers of target access nodes. The reason for this upward trend is that the larger number of target
access nodes typically requires new VMs for the migrated flows. We observe from Fig. that
our proposed Tabu search scheme incurs higher computation cost than the optimal scheme, while
incurring substantially lower (nearly only half) computation cost than the LAST, CAST, and random
schemes. The reason for this remark is that the optimal and proposed Tabu search schemes attempt
to seek the MEC servers that can serve the migrated flows at most, i.e., trying to minimize the
number of VMs deployed on the MEC servers.

We then study the total state transfer time of the evaluated schemes while varying numbers of
target access nodes. In Fig. [5-43(b)} we set the total number of access nodes in the network to
|A] = 10). The results in Fig. [5-43(b)|show that the larger the number of target access nodes results
in the longer the total state transfer time. This is because more target access nodes potentially
require more target MEC servers, consequently increasing the number of state transfers to these
target MEC servers. We observe from Fig. that the optimal scheme and the proposed Tabu
search scheme perform better than the other schemes in terms of the total state transfer time.

We proceed to investigate the computational complexity (execution time) of the evaluated
schemes while varying number of target access nodes. Fig. p-44] shows that the proposed Tabu

search scheme incurs much less execution time than for the optimal scheme for two or more target
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access nodes. For six access nodes, the proposed Tabu search scheme reduces the execution time
down to nearly one eighth compared to the optimal scheme. The complexity of the optimal scheme
is drastically increased when the number of target access nodes is large. Meanwhile, the number
of target access nodes has a negligible impact on the execution time of the proposed Tabu search
scheme because the Tabu search algorithm relies on the Tabu list to control the complexity. The
LAST, CAST, and random schemes incurs least execution time as they rely on heuristic algorithms
to quickly find the target MEC servers.

We conclude that our proposed Tabu search scheme achieves mostly similar performance but
introduces much less complexity compared to the optimal scheme. Meanwhile, the proposed scheme
outperforms other heuristic schemes in almost settings, thus demonstrating the potential of the

proposed Tabu search scheme for MEC state transfer optimization.

5.6 Summary and Discussion

For the mobile devices, the name says it all about their mobility need. Being aware of this fact, the
mobile networks provide various mechanisms to allow the mobile devices to perform the handover
between the serving areas, aiming to guarantee the connectivity for the mobile devices. With the
involvement of MEC in the mobile network, the challenge is to ensure the low-latency communication
between the mobile device and the MEC applications when the mobile device move from one serving
area to another serving area.

Solving the above challenge requires migrating the running application from one MEC server to
another MEC server following the movement of the mobile device. For the application migration,
one of the most critical missions is to ensure that there is no service interruption (i.e., downtime)
happening during the migration.

It is worth noting that the application migration is well-studied in the literature. For instance,
many virtualization technology companies such as VMware or Oracle already provide migration
schemes for their hypervisors. However, existing migration schemes are mostly proposed to the cen-
tralized clouds. Therefore, in this chapter we first study the possibilities of the existing migration
schemes in MEC. Towards this goal, we design a measurement architecture based on commercial
MEC servers and precise measurement tools. Through a comprehensive evaluation of the existing mi-
gration schemes, the results show that the existing migration schemes incur high migration time and
downtime and thus unable to be applied for the migration in MEC. Consequently, novel migration
schemes in MEC need to be designed to significantly reduce the migration time and downtime.

To perform the seamless migration of the running application, one needs to resume the application
at exact progress that the application has before the migration. Meanwhile, the progress of the

application is realized through application states. Specifically, the application states represent date
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generated from the internal processing of the application. For instance, the application states are
player scores in a gaming application or the user settings in a streaming application. The traditional
migration approaches simply rely on the states of the entire VM or container that contains not
only the states of the migrated application but also states of the operating system, thus introducing
significant migration time and downtime. This problem motivates us to design more fine-grained
migration schemes that rely on the application states. For the migration based on the application
states, one needs to capture, store, and forward these states.

The capturing process requires the modification of the applications for exporting and import-
ing the application states. Consequently, this process might hinder the adoption of the migration
schemes. Therefore, we propose StateOS that is a versatile state transfer framework that allows for
leveraging the application states for any possible user-defined purposes such as scalability and fault
tolerance. The implantation results demonstrate the practicality of StateOS.

We then address the storing issue, whereby the previous studies locally store the states on the
MEC server that hosts the running application. Such a coupling design makes the transfer of all states
at once during the migration, thus increasing the migration time. To solve this issue, we propose
a proactive state transfer scheme that relies on a key-value store to sync the application states
between multiple MEC servers following the movement of the mobile devices. The implementation
results show that under the moderate load of state updates our proactive scheme can eliminate the
downtime while significantly reducing the downtime under the high load of state updates compared
the reactive scheme.

For the forwarding process, we present our first state transfer scheme that takes advantage of
the network programmability. Specifically, we propose a flexible and low-latency state transfer
(FAST) scheme that leverages the SDN functionalities to provide the direct state transfer. The
obtained results on Mininet and on a real-world testbed demonstrate the superiority of FAST over
the notable related work in terms of the migration time. Finally but yet importantly, we study
the state transfer optimization problem in MEC. Our goal is to minimize the state transfer costs
including the computation cost, communication cost, and buffering cost. Towards this goal, we
proposed a meta-heuristic algorithm based on the Tabu search. The simulation results show that
our proposed algorithm outperforms other heuristic algorithms while incurring lower computational

complexity than the optimal scheme.
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Chapter 6

Conclusion and Outlook

To conclude the thesis, this chapter provides a summary of research challenges and main contribu-
tions for orchestrating applications in MEC. Specifically, Section [6.1]reviews the challenges faced by
the scarce resources in MEC and the strict requirements of the applications. Afterwards, Section
sumps up the main contributions addressing the above challenges. Finally, Section gives our

lessons learned and opens up potential research directions that can be further studied.

6.1 Conclusion

MEC offers the cloud environment at the edge of the network for the applications of the mobile
devices. The potential advantages of deploying the applications in MEC have gained tremendous
interests from a wide range of industry sectors. In this sense, orchestrating the applications is
an inevitable process allowing the automated deployment of the applications in MEC. However,
orchestrating the applications in MEC faces two major challenges. First, as focusing on the edge of
the network, the MEC servers are extremely distributed and have the limited resources. Therefore,
the challenge is to deploy the application in a cost-efficient manner. The second challenge comes from
the strict requirements of the applications such as low latency or mobility awareness. Combining
these two above challenges, the goal of the thesis is to orchestrate the applications in MEC to
fulfil their requirements considering the distribution and the limited resource of the MEC servers.
We proceed to summarize the contributions of the thesis that carry out this goal. Specifically,
the contributions are inspired by embracing the three well-studied use cases in MEC including
computation offloading, resource optimization, and mobility support.

We first review our work for the computation offloading, whereby the applications remain pro-
cessed in the mobile devices, but are able to offload the heavy computation tasks to MEC. Unlike the
previous studies that rely on the assumption that one offloading scheme can be applied for various

applications, we consider the practical perspective of the computation offloading by pointing out
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that the applications with their own characteristics require different offloading schemes. Therefore,
in our study, we focus on proposing a computation offloading scheme for immersive media appli-
cation such as 360-degree video, which is a typical application in MEC. Specifically, we considered
the cooperation between the centralized cloud (i.e, BBU pool) and MEC to enable the computation
offloading of the immersive media application. Towards this goal, we proposed an MEC-based or-
chestration framework and an orchestration protocol to implement our proposed offloading scheme
for the immersive media application. The proposed offloading scheme relies on the characteristic of
the immersive media application, whereby the computation tasks are classified into primary tasks
(i.e., requesting the video frames for the primary views) and secondary tasks (i.e., requesting the
video frames for the secondary views). Thus, the proposed offloading scheme prioritizes offloading
the primary tasks to MEC and the secondary tasks to the central cloud. We performed extensive
simulations using an extended version of EdgeCloudSim including a cellular network model, multi-
antenna system, and our orchestrator. All the results confirm the utility of our solution to increase

the number of successful offloading tasks for the immersive media application.

The second use cases is the resource optimization, whereby we focus on optimizing the provisioned
resources in MEC. We rely on the fact that the applications (e.g., video streaming) and network
functions (e.g., encoder and transcoder) are jointly deployed to form cloud services in MEC. This
joint makes the resource optimization in MEC become more challenging. We address the resource
optimization in large-scale networks, whereby there are multiple MEC servers distributedly in the
network. In addition to the computation and communication costs, we investigate the negative
impact of reusing network functions on the chain configuration and the service reliability. We
formulated the Subchain-Aware NFV service Placement (SAP) optimization model that strives to
reuse existing deployed network functions as well as the traffic steering configurations that stitch the
network functions to SFCs. Our evaluations of the proposed Tabu search based solution of the SAP
model, the proposed Tabu-SAP placement, indicate that Tabu-SAP incurs less than half the total
cost of the benchmark JVP scheme [81] while accepting eight times more SFC requests than JVP. To
enable the resource optimization, we propose APMEC that is an orchestration framework in MEC
built on top of OpenStack, which is the most popular cloud computing platform. APMEC’s design
closely follows the ETSI MEC reference framework, thus facilitating the wide adoption. Moreover,

APMEC can jointly orchestrate the MEC applications and the NFV network functions.

Next, we review our work for the mobility support in MEC, whereby the applications in MEC
demand the migration between the MEC servers considering the movement of the mobile devices.
We first note that there is a considered amount of studies on the migration of the applications
in the centralized clouds. Therefore, we first provide a comprehensive measurement study on the
applicability of the existing migration approaches used in the centralized clouds for the migration of

the applications in MEC. Towards this aim, we proposed a measurement framework for the evaluation
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of these approaches in the MEC environment. The experiments conducted on commercial edge
computing servers show that the existing migration approaches are ill-suited for MEC considering the
resource capacity and virtualization technologies. Specifically, these approaches incur high migration
time and downtime that potentially cause service degradation for the latency-sensitive applications

of promising use cases in MEC such as autonomous driving and tactile internet.

After understanding the weaknesses of the traditional migration approaches, we come up with
our proposed approaches for the migration of the applications in MEC. Compared to the existing
migration approaches that attempt to transfer the states of the entire VM or container, our proposed
approaches rely on the transfer of the application states (i.e., the states generated by an application
that needs to be migrated) for the migration of the applications. We proceed to summarize our
contributions as follows. First, as the applications need to be modified to export and import the
states, to advocate the use of the application states, we introduce StateOS that is a programmable
state transfer framework allowing the user-defined programs to take advantage of the application
states. Thanks to the open design of StateOS, we then introduce a Divide-and-Conquer (DAC) state
transfer scheme that splits the application state into general-purpose part and application-specific
part. Consequently, DAC allows for sharing the states between multiple applications regardless of
their types. The implementation results show that StateOS and DAC significantly outperform the

notable related work in terms of the migration time and bandwidth consumption.

Afterwards, we acknowledge that the application states are stored locally at the MEC server
where the application handles the requests of the mobile devices. This process leads to the reactive
migration that attempts to transfer all application states concurrently, thus introducing significant
migration time and downtime, especially for the memory-intensive applications in MEC. Therefore,
we advocate separating the state processing from the normal application processing. To carry out
this goal, we propose a state management framework that relies on a distributed key-value store
(DKVS) to store and sync the application states between the MEC servers, thus allows the proactive
migration and eliminating the need for the concurrent transfer of the applications. The evaluation
results on a practical implementation demonstrate that our framework significantly reduces the
migration time and downtime. Furthermore, the framework combines its modular design with a

containerized implementation making it highly applicable for practical deployment in MEC.

Since the migration in MEC requires the flexibility of the network for the frequent movement
of the mobile devices, we propose FAST, a state transfer framework that relies on the SDN func-
tionalities to provide the flexible transfer of the application states between the MEC servers. The
evaluation results on Mininet (i.e., a well-known network simulator) show that FAST reduces the
service migration time by 80% compared to the existing OpenNF approach. We then extend the
evaluation by conducting the FAST performance measurement for various real-world applications

on a real testbed. The implementation results demonstrate that FAST reduces the total move time
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by over 60% compared to OpenNF.

We proceed to study the state transfer using the mathematical model. Specifically, the frequent
mobility of the mobile devices not only demands quick and flexible transfer of application states
without service interruption, but also has to minimize the state transfer costs. Towards this aim, we
present a meta-heuristic algorithm based on Tabu search to solve the MEC state transfer optimiza-
tion problem. The simulation results indicate favorable performance characteristics of the proposed
Tabu search algorithm in terms of the total transfer cost. It is worth noting that the proposed Tabu
search scheme incurs significantly lower computational complexity than the optimal scheme, thus

confirming its applicability in the MEC.

6.2 Discussion and Outlook

For the computation offloading, as we advocate taking advantage of the application characteristics for
the offloading schemes, in the future we expect to discover the characteristics of different applications
and propose the offloading schemes for these applications. For instance, for the tactile applications
that control robotic arms, the computation tasks for controlling the frequent moving components
such as grippers must be processed in MEC. Our second envision for the future research is to rely
on in-network computing that allows the network devices to handle the computation tasks. The
challenge is to increase the number of successful computation tasks considering the limited resources
of the network devices.

For the resource optimization, due to the potential benefits of reusing the network functions in
MEC, we envision two research directions. First, considering a reusable network function as a type of
resource, future research should address the resource contention between multiple MEC applications.
The problem can be further extended to solve the contention between multiple MEC applications
for the reuse of subchains of network functions. A related research challenge is to accommodate user
mobility, which may require the optimized interaction between MEC application instances that are
transferred between MEC nodes [179}[183]218] with reusable network functions. The prospective
solutions need to comprehensively consider the MEC application requirements in order to appropri-
ately prioritize the MEC applications that share the network functions. However, MEC applications
are very diverse, thus making the fair and efficient solution of the resource contention highly com-
plex. Also, with the emerge of in-network computing, the network functions are able to serve the
user requests. A first challenge related to the in-network computing is to partition the MEC ap-
plications into multiple modules so that some of the modules can be reused by other applications.
Such a partition is non-trivial because many applications have a monolithic design. A second major
challenge is to place these modules in an optimized manner. Solving this placement challenge is

highly complex for large-scale networks with limited processing capabilities in the network nodes.
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For the mobility support, we identify two future research directions for our FAST framework.
First, since FAST offers direct state transfer between the source and destination MEC servers that
host the MEC application before and after the migration, the support of a mechanism in FAST to
predict the user mobility could be helpful to facilitate the process of finding the destination MEC
server i.e., the target access node and destination MEC server could be determined in advance and
thus the application states could be tentatively transferred before a final migration decision is made;
upon making the final migration decision, we would then only need to re-direct the user’s traffic to
the new destination MEC server. To achieve this goal, machine learning techniques, such as deep
learning and reinforcement learning, can be employed. However, the use of the existing machine
learning techniques in MEC is known to introduce significant computation complexity [219], thus
possibly prolonging the migration process. Future research should develop low-complexity machine
learning techniques for this mobility prediction.

Another direction is the support of a programmable data plane in FAST. Programmable data
planes have gained tremendous interest in recent years [220], allowing the network devices to per-
form complex operations on packets. Since FAST advocates the programmable state forwarding, the
use of programmable data planes, such as POF (Protocol-Oblivious Forwarding) [221] and P4 (Pro-
gramming protocol-independent packet processors) [222], in FAST can potentially greatly improve
the flexibility of the state transfer. However, the programmable data planes are still in early-stage
development, and may give rise to critical issues, such as security violations and performance degra-
dation [220]. For the security issue, the application state (which might contain user-sensitive data)
can be vulnerable. Meanwhile, the performance degradation can lead to state loss and introduce long
migration times. Therefore, the trade-offs arising from programmable data planes for the application

state migration in FAST need to be thoroughly examined in future research.
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Appendix

We proceed to present the list of publications aligned with the contributions of thesis. More specif-
ically, the publications include three journal papers, five conference papers, two demo papers, and

one book chapter.

Journal papers

e IEEE TINSM 2022: T. V. Doan, G. T. Nguyen, M. Reisslein and F. H. P. Fitzek, "SAP:
Subchain-Aware NFV Service Placement in Mobile Edge Cloud," submitted to IEEE Trans-
actions on Network and Service Management (TNSM), 2022.

e IEEE Access 2021: T. V. Doan, G. T. Nguyen, M. Reisslein and F. H. P. Fitzek, "FAST:
Flexible and Low-Latency State Transfer in Mobile Edge Computing," in IEEE Access, vol.
9, pp. 115315-115334, 2021, doi: 10.1109/ACCESS.2021.3105583.

e IEEE Access 2019: D. You, T. V. Doan, R. Torre, M. Mehrabi, A. Kropp, H. Salah, G.
T. Nguyen and F. H. P. Fitzek, "Fog computing as an enabler for immersive media: Service

scenarios and research opportunities", in IEEE Access, 7, 65797-65810.

Conference papers

e IEEE INFOCOM 2020: T. V. Doan, Z. Fan, G. T. Nguyen, H. Salah, D. You and F. H. P.
Fitzek, "Follow Me, If You Can: A Framework for Seamless Migration in Mobile Edge Cloud,"
IEEE INFOCOM 2020 - IEEE Conference on Computer Communications Workshops (INFO-
COM WKSHPS), 2020, pp. 1178-1183, doi: 10.1109/INFOCOMWKSHPS50562.2020.9162992.

e IEEE GLOBECOM 2020: T. V. Doan, C. Ding, G. T. Nguyen, D. You and F. H. P. Fitzek,
"FAST: Flexible and Low-Latency State Transfer in Mobile Edge Computing," GLOBECOM
2020 - 2020 IEEE Global Communications Conference, 2020, pp. 1-6, doi: 10.1109/GLOBE-
COM42002.2020.9322117.

e IEEE 5GWF 2019: T. V. Doan, G. T. Nguyen, H. Salah, S. Pandi, M. Jarschel, R. Pries, and

F. H. P. Fitzek, "Containers vs virtual machines: Choosing the right virtualization technology
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for mobile edge cloud", 2019 IEEE 2nd 5G World Forum (5GWF) (pp. 46-52).

e TEEE ISCC 2019: T. V. Doan, A. Kropp, G. T. Nguyen, H. Salah and F. Frank H. P.,
"Reusing Sub-chains of Network Functions to Support MEC Services," 2019 IEEE Symposium
on Computers and Communications (ISCC), 2019, pp. 1-8, doi: 10.1109/ISCC47284.2019.8969699.

e ITEEE BMSB 2019: T. V. Doan, D. You, H. Salah, G. T. Nguyen and H. P. Frank Fitzek,
"MEC-assisted Immersive Services: Orchestration Framework and Protocol," 2019 IEEE In-
ternational Symposium on Broadband Multimedia Systems and Broadcasting (BMSB), 2019,
pp. 1-6, doi: 10.1109/BMSB47279.2019.8971871.

Demo papers

e IEEE CCNC 2020: T.V. Doan, Z. Fan, G. T. Nguyen, D. You, A. Kropp, H. Salah and
F. H. P. Fitzek, "Seamless Service Migration Framework for Autonomous Driving in Mobile
Edge Cloud," 2020 IEEE 17th Annual Consumer Communications & Networking Conference
(CCNC), 2020, pp. 1-2, doi: 10.1109/CCNC46108.2020.9045586.

e IEEE CCNC 2019: T. V. Doan, A. Kropp, G. T. Nguyen, H. Salah and F. H. P. Fitzek,
"Programmable first: Automated orchestration between MEC and NFV platforms," 2019 16th
IEEE Annual Consumer Communications & Networking Conference (CCNC), 2019, pp. 1-2,
doi: 10.1109/CCNC.2019.8651871.

Book chapter

e Book chapter 2020: R. Torre, T. V. Doan, and H. Salah, "Mobile edge cloud.", Computing

in Communication Networks. Academic Press, 2020. 77-91.

Fig. summarizes the contributions according to the structure of the thesis mentioned above.
Specifically, we contribute to both application layer and orchestration layer. In the application layer,

we study three popular use cases in MEC including computation offloading, resource optimization,

198



4 Computation Offloading N 4 Resource Optimization N obility-aware Applications

IEEE TNSM 2022

[ IEEE Access 2019 ]

IEEE ISCC 2019

IEEE Globecom 2020

M
[ IEEE Access 2020

IEEE Infocom 2020 ]

[ IEEE BMSB 2019 ]

IEEE 5G WF 2020

[ ]

[ ]

[ Book chapter 2020 ]
- J

N Y | )

Figure 6-2: A summary of the publications

and mobility support. These use cases can be enabled using APMEC that is our proposed MEC
framework in the orchestration layer. Fig. gives a summary of our publications aligned with the

structure of the contributions described in Fig.
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